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A Method to Construct a Class of Certificateless Signature Schemes
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Abstract  Certificateless public key cryptography (CL-PKC) is a new paradigm in public key
cryptography. It effectively solves the inherent key escrow problem in identity based public key
cryptography (ID-PKC) while keeps its certificate free property. Designing efficient and secure
signature schemes in certificateless public key setting is an interesting research topic that attracts
the attentions of many researchers. This paper proposes a new method to construct a class of cer-
tificateless signature schemes. The schemes constructed using the new method can be proven se-
cure in a very strong security model. The overall performances of the authors’ newly constructed
schemes are better than that of the other certificateless signature schemes available in the literature.
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and proposed a secure one. They also defined the security
model of certificateless signature schemes. An improved se-
curity model was presented by Zhang et al. and an even
stronger one was put forward by Hu et al. With respect to
the efficiency, most of the previous secure CLS schemes in-
volve a relatively large amount of paring computation and ex-
ponentiation in the process of signing and verification.

In this paper, the authors show a new method to con-
struct a class of certificateless signature schemes. This kind
of schemes can be proven secure in a very strong security
model. In addition, the constructed schemes have a better
overall performance when compared with some other prov-
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