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A Dependable Worm Signature Generation System Based on
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Abstract  Worm Signature Generation System (WSGS) is a new sort of security systems that
generate and disseminate worm signatures by deploying many monitors at different sites of the In-
ternet. The signatures can be used by firewalls or content filters to contain the spread of worms.
While it is a promising technology to combat with Internet worms, WSGS has some serious secu-
rity problems. When one or a few system components are compromised and controlled by attack-
ers, they may conceal, modify or forge worm signatures, thus make the signatures generated by
WSGS undependable. Motivated by the security challenges of existing systems, this paper pres-
ents a dependable WSGS based on threshold signature technology, which generates verifiable
worm signatures through digital signature, so that any parties receive the signatures can verify
their correctness. Furthermore, to avoid single point of failure and provide highly attack resili-
ent, it applied an improved two-tier threshold signature scheme to generate digital signatures. Se-

curity analysis shows that the system can tolerant various attacks to a few components.
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there are some mature algorithms and architectures for worm
signature generation and distribution. And they also found
that existing systems have the same problem: single point of
failure. The problem means that If one or a few nodes of the
system are controlled by hackers, the system may generated
fake or non-dependable worm signature. To solve the prob-
lem, the authors modify the architectures and protocols of
existing systems based on threshold signature, and design/
implement a dependable worm signature generation system

more suitable for Internet deployment.





