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Safety Analysis of ARBAC Policy Based on Graphplan
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Abstract  Safety analysis is the prerequisite mechanism for distributed access control system.
Graphplan theory was imported to perform safety analysis on those access control system which
support role hierarchy and Static Mutual Exclusion Roles (SMER). A complete resolution for the
reachability problems. a principal safety analysis problem, is planned and designed. Firstly, a de-
scription model using planning language is set up, virtual action is put forward to express the in-
heritance relation between roles, and SMERs is transformed to domain constraints. Secondly, to
settle the negative predicate problem and open world assumption problem, domain axiom is em-
ployed. Then the Graphplan arithmetic is modified by trimming ‘NooP” actions and relative pred-
icates from plan graph using those axioms. Based on the amended arithmetic, the corresponding

experiment system is developed. At last, a application case of the analysis process is illustrated.
Keywords role-based access control; policy; security analysis; graphplan
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RHCR X R, F R f 6,2 [6] FTE B 4k K ¢ &

URA97 4 rp 5 ms i) R 4 k.

ENX 2. can_assign ©TARXCRX 28, I P ff1
EBARIR . 2R AR A OB 2 CR 254 F P 48 Uk
% 2" M.

EX 3. can_revoke TARX 28, P /fA 418
JR I, F7R AR P AT RAJC 45 (s © 02 20 b
€8 5 53 1 P 309 A 6 48 TR

Ak K )2 8 RRA 41 1F (0 3 A B8 45+
WEMEN Y <r," RN 5 AR LR . OLEW
J2 T X ar GRIR r AR s 4K BT RRA 4
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playRoleCu,r) TR u BTG r,ownPerm(r, p)

Foanfat r WA BAEVFY py getPerm(u, p)FmH
FURAG TV p. Hpou€ U, pe P, r € R.AXT Y
) RA 5 1 XA I U8 unplayRole Cusr),
LT ¥
unplayRole(u,r) sunownPerm (r, p) , unget Perm (u,
PGEFR R un i35, L FIAE S I un 151877 88 “ un
T

765048, 2 B (Domain Axiom,DA) ;
playRole(u,r) N ownPerm(r,p)—>getPerm(u, p)
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X FAE AT TP B0 U8 AT 3K 1 43 B b o
R, 2 HBF5E U-R A] 35 P [a] A, A A A 3]
1818 playRole Fl unplayRole.
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AR G 25 L FR AR 1Y 2 4 43 AT () 804 45 Sy R Rl
[1n] R«

1.4 A 0 4K R 2 R O 2 38 LR IR 1 Bl MR R B

2. B4 G SMER %4 5 Ml (4 4% R 2 WO & A UM
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E: Employee (51 1)

ED: Engineer Department ( T F2#% 57)
ENG: Engineer ( T.F£Jifi)

PE: Product Engineer (7% i T2l

QE: Quality Engineer (Jii g T F2Jifi)
EDM: Engineer Dept Mgr. ( T F# i £8 5
DIR: Technology Director (£ K& 5)
PDIR: Prime Director (i Jfi BiAR R
NPPJ: New Product Project GH7 7= i Jit H 4H)
DRP: Design Representor (& 1[4 )
DRM: Design Remark (% 1 $F43)

) E
PF\ /Q DRP DRCC DRM SSO
ENG EDM \
\ / PDIR NPPL ECE PSE BOME QCE DRC - EDSO
\| / DIR NPPJ PsO
E

NPPL:New Product Project Leader G ™ 530 H 3-45)
ECE: Electrocircuit Control Engineer (Fi % TR ifi)
PSE: Product Structure Engineer (7 5 45 ¥ TF8)
BOME: BOM Engineer (BOM# T F£Jifi)

QCE: Quality Control Engineer (Ji 542 ] T F2Jii)
DRC: Design Review Committee (B 11 PP H 2 51 2%)
DRCC: DRC Chairman (¥ b8 28 5123 32 )

SSO: System Security Officer ( REL %4 H H
EDSO: ED Security Officer (LR %4 B R
PSO: Project Security Officer (35 H 41 %2 4> &

)
)
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(Open World Assumption, OWA) ; B} 3 /R “ B4 M
TERY R R A, AR NE can_assign (PSO, NPPJ A
(—ECE) A (—PSE) A ("BOME), QCE) /5 H %
MR O A NPPJ 5t Rl EE PSEECE Fi
BOME (% 5 b i) 58 7T LA PSO $8Jk > QCE 9 A
AR RSP e RN OD A 5 B N ST
R, ~ECE” R4l & /5 % F ECE i) & & . if 41
B e PR B ECE (34 /1 873X —15 SC. il . an
FOYET B2 NPPJ Y 5 & ECEL PSE &5
BOME 1y Ji 51 T - 3R 5 s 19 17 4 2% 10 AS 0 2 3R
&S BE AT a0 R Y R A & NPPJOFD H: At 3E
ECE.PSE 1 BOME f# & 5 , 41 NPPL [ i 51 . 0] i
JE IR RS AR AR RS AT AT

SR STRIPS! Y 4 5 %F F K R o) 450 A il A B
JE 3L T 8 A LB % (Close World Assumption,
CWA), BIZR7R “ K B o Tt {8 Ay L 1% i 08 oA M i
. R PDDLY Y5 5 4R R OWARS  (HAR /b
A RR L B B R 2 B R B SR OWAL AT Al
F STRIPS i 5 ok i 7 S5 2k 452 70 B0 K [m] . 7%
B4 Ay I AL ) R K] 40 I8 2 e o AR b X T 26
T T PE i i S8 AT R 7 AR

(D “FHl”. WRATHE —R7 P~ —"F 2
AR AR 4l CWA H i i i 8 T8 75 75 117 1 D
0, ERENS can_assign(PSO,NPP] A (—ECE) A
(—PSE) A ("BOME), QCE) 5 can_assign (PSO,
NPPJ, QCE) &[], $55¢ I, 2 27 i F7 BE & NPPJ 1)
5t & ECE [ 58 5%, 1 55009 5w HAT R[] 1 7] 3k
M. TAR X R e 4 41 il A SR s ) 4 3 0
DEYNINES 5 -3 8

() “EZR” MR EATIC —R”F B — A 55
S Horp =7 FUR 5 1 iy 44 v i AL 43 DD SR e
can_assign (PSO, NPPJ] A (mECE) AN (—PSE) A
(TBOME) , QCE) #% #f 3| B &) 4 3 bf, £ R T
“—ECE”Z5 & i “15 BRI ECE (9 H A £ {07 3% — 43
B SC A5 X T [F g NPPJ F1 NPPL A 51 /9 P
1M 5 SRS AL AT AT 1T 5% 46 )5 0 AL S VR A AT
PAT GE 75 20 R 1142 45 7 (- ECE) A (7 PSE) A
(—BOME)) , A Tfii 5 85 45 318 iy &2k

BEOXF b3 ) B, 7 2 4t 2ok 2 o SR H S o 450 2
PN 4R 24 SRy 2Ok Bk, LR M HE S RV F AR
1818 M5 I B W “unplayRole Cus R)”, U5 I

“playRole(u,R)” 5 “unplayRole (u,R)” J 4 15 £
S RV S A5 00 8 L
—playRole(u,r)<>unplayRole(u,r) (DA2)

3.2 NABH®HEKRERXXREEINE

EX W0GESNIE). M B RE AR 2m f (4%
R F R IR 1 R B .

“HE BRI ] S BT b R K Sk () g S
Sl R0 AR U B b AR AR, 2 BT A BR O R B
VE” 248 H B A 5 W 3 1E i & 5808 R0 5 11 7 =L,
ERBA AT o B AN T BT HRE 2. R S Ay R
Ji 3k AR AR X T AL 24 DL UA/RH S BF 58 % G2 ) 4
F playRoleCu,ROVE R HT$E 4514, playRole(u,R ;)
VERBCR o RO TR, NS @, WX A 1
UENG > ED—> E” X — 4k /K #f . & W % 3h 1
VAssignl fil VAssign2, {41 & 2 B 7x. H oo X} [
VAssignl il VAssign2 P fh) 4 80, 77 76 1 % 5 “un
AR TG B HE B AR, an I8l 2 R 1Y V Assign3 il
V Assignd.

Vassignl (ENG,ED)
Precond: playRole (u,ENG)
Effects: playRole (u,ED)

Vassign2 (ED,E)
Precond: playRole (u,ED)
Effects: playRole (u,E)

Vassign3 (ED,ENG)
Precond: unplayRole (u, ED)
Effects: unplayRole (u,ENG)

Vassign4 (E,ED)
Precond: unplayRole(u,E)
Effects: unplayRole(u,ED)

B 2 i sh /e

B AR I R SCHE T < b B 76 ) RBUSK gt i DR 4k
TR Z8 T e 5 18 3 A S ] BBCmi AR =z s 7 1] g R
fiff 3oL R o T B A B AT S A
3.3 GEGEERIENR

SMER Zy5irh, RRLE T M 65 M 60 E Tk,
2% A 0 Z 18] Ak R O R B BT AL kR
TFME T EAR AT A
BF AR A A B IR IR R OC R AT AT AR — R
G AR A U . G R 1 L, 5 6 DRP 5 DIR
HF L WA RAAT A A B H R X (playRole Cus
DIR) , playRole C(u, DRP)) ; ( playRole (u, PDIR),
playRole(u,DRP)). g1 F 4 A B 2 19 FE 4 - 7E L
R 0] SR A v, ) B T K A 5 X Y un iy
L ORI Ay 8 H R, W (playRole (us DIR),
unplayRole(u,DIR)).
3.4 NEIERREEI MK IEER

T 3.2 3.3 WSRO S48 E T M
£ 24k AR Z R B SR B S I AT UANTE B A A 2
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L. AU PSR W 1 752 4% 1F CR % 0 BT B X 1
5 HF A N.

2. 5y BILLERAS R A 3l A 1 482 2% 1

3. H B AR B W L BR A (0 g 2 2R | 28 | A
playRole I SL ) (Rrih) b5 1 4 2 4% 51 i 4 4 3 47
R LBRL IR 25 [ X ND A g A 56 1.

A SRR B AR S5 fir 44 O T0 S H X R 9 4% A
e

B o AN (EL 58 A R g B R K 2 A AR

e AL 7 L 5 i 1 Sl AR R SE A ad 7. FE I 1 B
NS E Ak R JE IR 2 R, can _assign (EDSO,
ENG, (PE,QE)) fl revoke (EDSO,ENG) /R % i1
B e 42 4 B 01 ] AR IR AR — TR R 7= ik it TR
Uiy B 5 AR, IR AT DTG A% 1 OB B ) AR
UIBEHE AL LA SRS B AN ] 3 BT 7is. Revoke
SR — 2R IR 0 Sl A, L B4R AR D SR ORI
T BN B F S OR . T AR 2 W AEAE ) RLfE
A unplayRole (u, E) X B AR AR — playRole (u,
E) (e BR/RZ A AE™.

Assign (PE)
Precond: playRole (u,ENG)
Effects: playRole (u,PE)

Assign(QE)

Precond: playRole(u,ENG)
Effects: playRole(u,QE)

Revoke (ENG)
Precond: playRole(u,ENG)
Effects: unplayRole(u,ENG )

3 B AU B S BRI B A A

3.5 MATA M 43 4 S5 61 2 LX) 3] 7R

— AN A] R A3 BT SIS0 T A T Ao R A 4y R )
5] RBAC ffy (6 B 558 Ay B K] [ 30 1 X6 52 2 A7 B
TR N A €846 7K G 8 1 Bl VR AL 7 K HE S 431 4 otk
Az B T R0 1 450 A TR 5 Y i P 5 T A T A
4 RoALATE BRI 0] I W e R 28 At P 5
Hrfh 64 R, 4168 B H AR 4.
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