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Security Quantifying Method and Enhanced Mechanisms of TNC

LUO An-An LIN Chuang WANG Yuan-Zhuo DENG Fa-Chao CHEN Zhen

(Department of Computer Science and Technology, Tsinghua University, Beijing 100084)

Abstract  Trusted Network Connect (TNC) is considered as an important part of trusted net-
work architecture, and with its deeper research and application development, whether it is
enough trustworthy during TNC platform authentication and access control becomes a key prob-
lem. In the paper, we mainly focus on the trustworthy problem of TNC. First, we proposed a
novel security quantifying method which is based on semi-Markov processes. And then, according
to the potential threat and security holes during typical message flow and access authorization
process in TNC specification, we proposed a set of trustworthy enhanced mechanisms, which is
verified by our security quantifying method. Finally a TNC prototype system framework based on
IXP2400 network processor is built to be a performance evaluation and trustworthy verification

platform.
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Background

Trusted Network Connect (TNC) is defined and promo-
ted by TCG lately in 2004, which emphasizes endpoint secur-
ity for network access; TNC uses Trusted Platform Module
(TPM) to construct an open solution for endpoint connection
to corporate network depending on platform authentication
and endpoint integrity measurement and protection. Being an
important part of trusted network architecture, TNC gets
more and more focused by industry companies, such as
Microsoft, Cisco, Intel, some of them have already promoted
network products which support TNC specification. And in
April 2008, TCG published latest TNC protocol 1.3 with
IF-MAP on conference of Interop 2008.

With its deeper research and application development,
whether it is enough trustworthy during TNC platform au-

thentication and access control becomes a key problem. In the

paper, we mainly focus on the trustworthy problem of TNC.
First, we proposed a novel security quantifying method
which is based on semi-Markov processes. And then, accord-
ing to the potential threat and security holes during typical
message flow and access authorization process in TNC speci-
fication, we proposed a set of trustworthy enhanced mecha-
nisms, which is verified by our security quantifying method.
Finally a TNC prototype system framework based on
IXP2400 network processor is built to be a performance eval-
uation and trustworthy verification platform.
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