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A Phishing Web Pages Detection Algorithm Based on Nested Structure of
Earth Mover’s Distance (Nested-EMD)

CAO Jiuv-Xin MAO Bo LUO Jun-Zhou LIU Bo

(School of Computer Science and Engineering , Southeast University , Nanjing 210096)

Abstract  Web Phishing has become a big threat to online applications such as financial services,
it steals user identities and credentials by imitating the sites of service providers such as banks.
This paper proposes a novel architecture of Phishing Web detection which gives the function mod-
ules and processing workflow, and a visual based Web page similarity detecting algorithm. Based
on the image of the suspicious Web page, the algorithm first divides Web page into sub-block im-
ages from which features and relations are abstracted and the ARG (Attributed Relational Graph)
of the Web page is formed. Then based on the ARG of two Web pages, we get the Nested-EMD
(Earth Mover’s Distance) of the two pages as their similarity, and then the decision can be con-
cluded by comparing the similarity degree between two Web pages. The algorithm is implemented
and compared with the latest international researches, and it is shown that the algorithm is better

in accuracy and robustness according to the experiment.
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online finance transactions. Phishing detection is an impor-
tant tool to protect security in this area. In this paper, a no-
vel architecture of Phishing web detection, and a visual based
web page similarity detecting algorithm are proposed. The ar-
chitecture outline the integrate function modules and processing
workflow. The algorithm is composed of two novel algo-
rithms, Web-image segmentation algorithm and Web matching
algorithm. The Web-image segmentation algorithm is based
on iterated dividing and shrinking, and Web matching algo-
rithm based on Nested-EMD. According to the authors’ ex-
periments, the approach is better than other schemes in both
accuracy and robustness. For future work, improvements
can be done in feature extraction and relation construction.
Some new matching rules also can be implemented, for exam-

ple, by giving different key-zones to different weights.





