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Abstract

multi-level sensitivity label into the traditional information flow analysis.

100190)

According to the implementation of multi-policy in SELinux, the authors introduce the

On the basis of automa-

ta and linear temporal logic, an improved information flow analysis is proposed. It can verify both

the integrity and confidentiality of the SELinux policies.
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fixed_disk_device_t #4578 4/E. R ARG EH L 1]
DL B3R type fixed_disk_device_t #471J5[0].

A B U B A Ok 2y B bR L E R A
type user_t Jii [ type fixed_disk_device_t B {5 &
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B4 bR RS VTR Y 5 B
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WERAATET R X IE B LR RSk iE . HE. N
PRAEA 56 28 A0 R0 1) 560 3F 25 5 1 1E 0 M . A 0 LR
UE 22 42 M AR A vh 3T % 56 R 19 56 B L BB A 0 1%
eI NN TR S oI VR T PN R S
WA AL v T 2 (2) PRAIE 1 KR Y 58 R A

allflows={UTI}, 1<<i,j<<N} (2
Hrpallflows & 72 2B A B KR .M
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W, Ly o7 sty K1 5La 579 s Uy 5Ky ) V Teadlike (p) A
Wty s Ty sty s Ko 3115 71 s Uy 5 Ky ) ) B LT EARZE
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SELinux 8 4t % 42 5 W % WA A FRARZS A s
ST O R G B DA R R G A4y BT N A A T
A RO T AR AL T EDUL A I A R R OR
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SR A P 25 %) 22 4 R G AR O b i 57 L 7 T RE IR

HE W R GV S8 L 58 B o8 A S BE T X BURE B
PR 42 ) OR3P T AN REACAN G 5 o A 22 4 SR B
i [T i 4 4 SR 19 ) BILASE AU DA T 38 32K 00 22 4 5w (1Y)
S TR SEEL. T Ay ik v AL B R IE
RS X — B IR I A UE T SR A T SRR

TR A 0 G AR 1 A% 0 SEARAE T R R D R 8
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G RIPALPN AR EF L AL HEW G(SC, () Awritelike(p)—> Fs€S(— (Name; ()V
AP Name;, (s)\V+=*\/Name; (s))USucc; (p))).

(4) PR ] 7 22 1) P AR ASCAE 52 1) O ) T 32 s ) 0
TE U 5

(5) By 1L 75 B A 15 B ARG 00T . K45 4 B
B B B

(6) B 1F 38 P 2 R TP 2R 0k 7l 3 4 A
BERR.

Hn 1A 208 4 R 52 2%, R R iz B bR g X F 4K
PR AR B T 3 Ny R e E
A 23T L2 R N7 Y BB DA 58 B A S BRZE AT BOREE
T B s W LAHA X B AR o BIALRR 5o AN AR
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REREAR 3/ BRI 2 255 90, B 3/ B AR W) i 4 4>
RSO ARG HE A E R SUARRER v XA T
D7 FATA AR 2 8 A G(SC, (DOASC, (1)~
P, ()i Ar 20 m, Hodii i8] SCA SC, H) i Ht & 4
ETFXEE s Mo FEYSATRE T %4 BT 3,
MR P, WA E s X o J2 75 AT HE 4 ALRR.
X 2 . AR G(—(SC, () ASC, (DA
(s==x20) #A7 ZIH. )5, B G (—(SC, ()~
F(SC, () 1y 5,5 e A 250 %) 11 H br 1 /Y
553 AN FESE O LA b 3 AN TH R Z) i 2 s .15
WA 2R AXNER S T s 1 X2
Li /NG

Hir 2 M 3 fEART L] R AR AT R p
WA T HZAE LTS EER o M IBAXA
7R E B % 4 B R 3Ch ERR S iE R
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M EAREAT B N AE 0 p 8RR I H bR 2 F103 3
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BRAE.
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LT HR I MEMER MNE. IR AXATT N b
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K7 Hode 2 B SC s TR Ay A2 B A
S ol ol " R WRIPRLES PN B X N E A DS
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Ja s HbR 6 MUE 1T AE ) B & GRS 80
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—Admin(s) A Do(s,p))).
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TEASTT v FRAT TR 388 2o Ky T 41 3k 1) 07 72 7 T )
— R L S — A RS PR R G b T
AT P28 S0 v B R AR 25 B s O ARt ERE
X B ARTEATBRAE BT S 2R O » B 1 T) 45 11 23 B
T5 1 TC S M S A O HEAT A R0 AT s 53— O T X 2
S AR T T U o E A v
A W5 B4 BT L, I SLAT Fl PAL %5 %] it 2%
I ITCRE A ). i3 1wy SE ) FeAT ) LAV .

(1) A SCHE Y Y 22 42 SR m A5 7 125 RE A% g S B
RGN A RBRIBRI IR ST ARG

(2) 4. 3 WP BOF I XML i % & HAr B A —
B HYARER M L REAE 34 S PR 43 BT Hh R I8 B 1 2 4
7 J&. Rl 31X 26 22 4 H AR Y 2 4 28 2XTE B
B BEAE I AT N D3 Ok ) 42 4 A B R A7 4G 5

(3) W ARAE A o 2 vp A R b OR B 30 E e 7
o 5L DU 36 0E 445 SR B 0% A 50 111 21 23 B A B 560
1) 2 4 [B) .

H T W A 5 R TR T SO BT R4 S o
T AH G Y 222 4 SR AR 2 1) e AT
5.1 Apache Z£ KBS

B HATUASCHERL3 b 45 Y 19 Apache % 4258
W TC 5 A 491 o3 A H R S A I SCHR M 0 2 4 H AR
6., BRI RGEREMS A A5 B 1k ) P R TR 4
R R A R

TE Apache %2 5 B . Web Il 55 %5 19 5 1 5
(httpd_admin_t) &b 3 /% /2 F1 5 48 AH 3¢ 19 = HL %5 P

Socket
quotes

:

Process
E-declare

=B I R G A Chttpd_sys_script_t) %, A B &
1) 85 A 3¢ v 5 T 538 P Cusers_ o) W] 4b FI% 35
2%, HEEin B © AT B A (httpd_user_script_t)
M Web IR 55 & B IF 0945 B4, Wik, &A1 LTS
40 R
allow httpd_admin_t httpd_user_script_t: file {read} ;
allow users_t httpd_user_script_t: file {create read write} ;

SR 3R 11842 4 B0 ) A 23 1 45 2K (2) o A 45 DA
DLES 2

I'CoCuy»rysusers_t, (s2.¢))s0Cuy » 7, httpd _
user_script_t, (s2.¢)));

I'(oCu;y o7y » httpd_user_script_t, (s2.¢)) soCu, »
r, »httpd_admin_t, (s5.¢))).
D BB 2 iF R G LM users_t 3] httpd_
admin_t {0 {3 B3 756 56 02 T P R 7 T 98
G IERR” AH) RT 2 4 SR  AN 2 4 ).
52 RMRFZREREOMN

5 IR T — A A7 B0 SR I AR G Y SR W I
Bl 76 % & 48 v, 4k B 7 5 socket 25 4R Hr
(quote) . 2 ffr &b B F7 b B4R AN (E-declare) . LU
PRAT G . Rt Ak BERE 5 % B 4 B A i 1 41
F (quote list) /1, 3R W #2 J¥ (purchasing) 52 A #i 4
G AT 5 B IT B AT B8 3 Corder list)
I5Je i VT BRI FR P Corder dispensing) 3T 81 &
JHCE & A

Directory
New Order

Process /

purchase

Process
Order dispense

PS5 R4k B

T AL PR Y 25 8 B BT R R K R R A It B
FM AR B R AN - I8 i, 41 67 7 o 1 BE 3R A5 58
BERIT RS LLBT 1 B 5T R T B 3 rp 3RS 52
B AR BRI A S R FNTT B 3 1
T socket (% 9%, DLk o (5 B ER . B, FRATTAE
AT B BRI R G 1Y 240K, Bos IR

attribute domain;

attribute file_type;

attribute exec_type;

type quote_sock_t;
type declare_t, domain;

type order_dispense_t, domain;

type purchase_t,domain;
type quote_list_t, file_type;
type order_list_t, file_type;

type purchase_exec_t file_type, exec_type;

user sys_u roles {epurchase_r};

user vendor_u roles {epurchase_r} ;

role epurchase_r types declare_t;
role epurchase_r types purchase_t;

role epurchase_r types order_dispense_t;

allow declare_t quote_sock_t: tcp_socket {ioctl read
getattr append connect shutdown listen accept} ;

allow declare_t quote_list_t; file{create write} ;
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allow purchase_t quote_list_t: file {read} ; declare_t B33 1] order_list_t E]’J{%‘E‘ WK 7
allow puschase_t order_list_t: file {create write}; ffggﬁﬁﬁﬂf\‘ SR ﬁ%ﬂl)ﬂ\u %ﬁ}q: declare_t F %2 Eﬁ
allow order_dispense_t order_list_t: file {read}; IR 45 Aorder_list_t ’Mﬁzﬁftgzﬁﬁil]*i # 7
type_transition sys_admin_t purchase_exec_t; process T %éb E/‘J'ﬁ‘%%‘%>
declcare_t;
allow sys_admin_t purchase_exec_t; file {read, getat- *1 HBGIRSHREETIEX
tr, exec}; [ie=2 7E X
allow sys_admin_t declare_t: process {transition} ; Cl (sys_admin_u, sys_sdmin_r, sys_admin_t)
. . C2 (vendor_u, epurchase_r, declare_t)
allow declare _t pursechase _exec_t: file {entrypoint C3 (user_u, object_r. quote_list_)
ecec read} ; C4 (vendor_u, epurchase_r, purchase_t)
allow sys_admin_r epurchase_r; C5 (user_u, object_r, order_list_t)
Al st Thas C6 (vendor_u, epurchase_r, order_dispense_t)
allow system_r cpurchasc_r; C7 (user_u, object_r, quote_sock_t)
P A SR @1‘% J7 8 W ] 3% — 2 4R g C8 (user_u, object_r, purchase_exec_t)
., . e CP1 (process, transition)
L AR REIE A& 6 BTN ) 2 4 R e AR B A 1] CP2 (file. create)
o Cl—C7 R % & 1 F R 7 R P e o
CP4 (file, read)
CP1~CP13 j\]ﬁl‘%’ﬁ’ﬂsz‘jﬂ‘ V/B\:/E\‘ﬁ:ﬁﬁ[]%é 1 FJ?A"JEX CP5 (file, create)
WA A bR S g h o AR ; allow declare_t o (file, write)
CP7 (file. read)
order_list_t. file {create write}, | B F declare_t CP9 (tep_sock_t, ioctD)
— p— w N v B . CP10 (file, exec)
7 2210 quote_order_t 5 AKHE , LB R R A & CPI1 (file. read)
T order_list_t. 3 BE 3 2 B 36 2 4L HE O P2 e exeo
CP13 (file, entrypoint)

. T AT A O 3k AT DA R 5k A% I 2 S 2 el

CP]

CP9 CP3
%)
2

F7 0 IACH B S B4 S A 1 &



444 3K

FH 7 SURORR 25 19 SELinux %4 SEM A5 8 20 A U5 i 719

6 ibi:‘%’.‘xéﬁ

SELinux [ H B #4522 58 SUR 52 (A7 FR 9w
L4 AR G S B [ i R T — S8 R A f o 1) 2
] &L, 4 )2 ] 78 SELinux R G| A2 2% 25 H
BAEME O T ARG h & 2R AT A
RO 2 A o M. BRI UL 22 S AT B 245 e 2 A
V2R G2 1) 52 BLAE A5 22 42 3w 1) 52 0t 5 8 J7 4 A R
I AR X T H i 8 KA AR G oK i 58 B 1 2 4 O
M 0 A BV AR GE I 25 A O T T 3 20T AR
M S5 il S RS e A T 40 #r

SCEEAELEG M T S RTTAT 10 SR I S 5 45
B —FCPEFEAT BRI 69 J7 1 0 S Al b TR AR BOR A
LWL ESIA T 2 9054 e BURbR . T 52 3
T VU BROIRZS B 2 FLAE B Sk 220 1m) 552 P ) 22 4 5
IF] Fif SC % AE 73 A7 il U SELinux R 400 % H % 42 H
PR LA L DLZ PR I 2 R O TR X st |
FRIEAT T8 A 20 0] o AT {68 45 )7 4% 36 I 24 4 S g
S IR E T % 4 H bR O Al RE.

(AT 1 A 2 30 AU ™ M B Bk
SELinux R 48 % 4 % W Bk 58 1 55 — 4. FE ROk T
Vv 75 BE58 35 AN SCHR Y 5 15« JLRE G 1V T T %)
KRR S % 22 4 SRS LA e AN W 9 B 40 ¢ 4= HL AR 1Y
ST TR 31t — 28 e T2 A SR W AR TR AR R A
A Rk LR AR SRBIEIE T AR ) — > F A

M T 32 14 £ JBE SR B A8 T7 3 IR HE 2R AN PR 4
T SELinux. $:52 1. bR 1 16 77 ¥ 19 5 4R S0t B Bt
AT B A W T SELinux By 55, X 5% i i
4 H AR IE AU AR AT DTS 1 T B 7 2R E &
GEH) SR o3 BT 9.
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grant

SELinux has been adopted in the mainstream Linux Dis-
tributions for the reason that it extends Linux with a f{lexible
mandatory access control mechanism that enforce security
policies expressed in SELinux’s policy language. However,
determining whether a given policy meets security goals is
difficult, due to the size and the complexity of SELinux poli-
cies. To analyze the validity and conformance with the securi-
ty goal of SELinux policy configurations, many approaches

has been developed. These methods can be divided into two

categories; access control space based and information flow
based. While the access control space-based analysis can not
deal with the illegal information flow caused by indirect ac-
cess requirement and its analysis procedure is complex and
not intuitive, the information flow-based method draws more
and more researcher’s attention

In this paper. to the question that current information
flow-based SELinux policy analysis can not manipulate all its
semantic properties (mls configuration for example) , the au-
thors introduce the multi-level sensitivity label into the tradi-
tional information flow analysis. On the basis of automata
and linear temporal logic, an improved information flow anal-
ysis is proposed. It can verify both the integrity and confi-

dentiality of the SELinux policies.



