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A Trust Model Based on Behaviors Risk Evaluation
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Abstract  Trust is an essential ingredient of the transaction process. And trust and risk are two
closely related factors to make security decisions during transaction process in an uncertain envi-
ronment that hidden risks. The existing trust models mostly regard risk as a supplement to trust,
or neglect risk. This will result in that the security decision is unilateral and subjective. To ad-
dress the problem, this paper proposes a trust model based on behaviors risk evaluation. In this
model, a set of feature matching rules was established based on asset identification, vulnerability
identification and threat identification for the system, a complex weighting function was construc-
ted to compute the potential risk implied in behaviors of the entities, and a trust computation
method based on risk was designed. The application of the proposed model and the experimental
results show that the proposed model can efficiently identify the potential risk implied in behav-
iors of the entities, and correctly compute the changing risk and trust according to the changing
behaviors of the entities, which provide objective and reliable information to correctly make secu-

rity decision for the system.
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Trust and Risk are key factors to impact on establishing
appropriate security policies and selecting cost-effective tech-
niques to implement these policies in distributed and dynamic
environment. In order to provide reliable resource-sharing
and secure accessing for the open environment, a trust model
is widely studied. Currently, the trust models can be classi-
fied two categories: identity trust and behavior trust. The

existing trust models mostly devote on trust, and regard risk

as a supplement to trust, or neglect risk. This will result in
that the security decision is unilateral and subjective.

To address the problem, this paper proposes a trust
model based on behavior risk evaluation. The proposed trust
model combining trust with risk discusses a trust computa-
tion method based on risk evaluation by evaluating the
entity’s behaviors and quantifying risk implied in the behav-
iors of the entities. Thus, the proposed model can objectively
compute trust for the entity by evaluating risk implied in the
entity’s behaviors, and provide reliable support to make se-
curity decision to control the entity’s future behaviors. And
the proposed model in this paper can deal with the risk evalu-
ation and the trust computation in the centralized system and

the decentralized system.



