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A Measurement of Covert Channels Threat

WANG Chang-Da JU Shi-Guang ZHOU Cong-Hua SONG Xiang-Mei

(School of Computer Science and Telecommunication Engineering . Jiangsu University . Zhenjiang. Jiangsu 212013)

Abstract  Covert channel analysis is one of an important target of high level trusted system eval-
uation in TCSEC, CC and GB17859—1999. Covert channel audit is a critical part of covert chan-
nel analysis. Currently the pure bandwidth criterion of TCSEC are adopted, unfortunately that
can’t reflect the threat of covert channels thoroughly. Via researched on its quantified character-
istics and topology change, an algebra system of covert channels is presented based on formally
define covert channels. Threat degree and threat rate are introduced to make a new audit meas-
urement method that can evaluate covert channel from many different aspects to get a comprehen-
sive measurement, which also compatible with the pure bandwidth method. Moreover, calculat-
ing methods are discussed for the measurement issues under the support of an algebra system of

covert channels to form a rounded threat measurement system infrastructure.
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4.3 BEBEERBZZMNESEEN

(D) 71N 78 B RS A %

@ (CC,+CC,) +CC; =CC,+ (CC,+CC;)

. (CC JrCC)+CC~g CC, + (CC, +
CCH¥ & X, W Fas@iE CC,,CC,,CC, € CCy
Wik

CC,={ECC,, .ECC,, .+ .ECC,.} »
CC,={ECC,, \ECCy, .+ \ECCy} .
CC;={ECCy ,ECCy, ,+++ ,ECCy\ } »
AR R 12 4
4 ={ECC,, \ECC,, ,+++,ECC,, ,
ECCyy ,ECCyy s+ \ECCopy )+
{ECC,, ,ECCy, s+++ ,ECCsy }
={ECC,, ,ECC,, ,-+,ECC,, ,
ECC,, ECCyy +++ s ECCoyy s
ECC,, ,ECCyy s+ \ECCyy }
4iih={ECC, ,ECC,,,+,ECC,, }+
{ECC,, \ECCy, ++++ s ECCopy s
ECC;, ,ECCyy s+ \ECCy )
={ECC,,,ECC,, -+ ,ECC,, ,
ECCy, ECCyy +++ s ECCopy s
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E(/‘(:‘g] yE(j(jjg 9 %" 7E(j(:3(\7} 1)

_H.

Rear(ECC,.) =Head(ECC,,) ,
Rear(ECC,y) =Head(ECC;,) ,
WiCER 2 SC 6 AT AT,
(CC,+CC,)+CC;=CC, +(CC, +CCy).
@ (CC, V CCy) V CC;=CC, V (CC, V CC5)
. #H(CCVCCHVCC, ,CCV(CC,VCC)
PA B RGETE CC, L, CC, ,CC, €CC, A%
CC, = {ECC,, .ECCy, .=+ .ECC,, } .
CC,={ECC,, sECCs, s+++ s ECCyy }
CC;={ECC;, ,ECCys; y+++,ECCyy } »
AR A E 14 A
. ECC,, ,ECC,; , -
EQ{E(JCM ECC,, o

ECCy, |
JECCay [
JECCyy)
JECC,,
JECCyy b
JECC,y (
JECCy,} V
ECCa)|
LECC,y |
JECC,,
JECC,y, 1 .
JECC,y (

{ECCBI 9ECC32 [
JE(/‘(J]] 7E(j(:]2 [
IECCH 9ECC22 [
{

ECC, ,ECCyy -
ECC,, ,ECC,, -
[ECCy1 -ECCuz oo
|ECC,, \ECC,y -
ECC, ,ECC,, -
=JECCZ] JECC,y o
lEccg1 JECC,y e
BT IR 4 & S 6,47
(CC, V CC) V CC, =
Hrh
Head(ECC,,) =Head(ECC,, ) =Head(ECCy, ),
Rear(ECC,; ) =Rear(ECC,y) =Rear(ECCsy).
(2)“V 7z B 2 A
. #CCV CC,.CC, NV CC A B X4
Kl CC, . CC, € CC, Al
CC,={ECC,, ,ECC,,
CC,={ECC, ,ECC,, -
WA 4 14
_ [ECCy, \ECCy oo
Eﬂ_{Eccﬂ JECC,y s+ vECCy |
_ [ECCy ECC o+ ECCoy |
"~ |ECC,, ,ECCyy -+ ECCyy |
=fil.
P IAR & L 6,47
CC, V CC,

fiil

CC,V (CC, V CCy).

LECC,, },
QECCZA‘M} .

LECC,y 1

oA+, VAIEES CC & EA B M Ho 2 45
BHE DV QT S o

HiL 9. (CC,+).(CC, V)R,
5 REBERBHEITHENLER

B il T R 1A vE T LA, H#A2E U sy TAE
IFIA] Az B, AR Y 26T 28 G 22 4 1Y W 0 8 . 3
22 e Ut B 23 SR A SR T T 1) 3 R rh e e G T
K s A B (R 30 B 36 ek 958 3 1 ) A0 it s 1) £ %5 15
BAEGEZ. Ry ye ik TCSCE wpof iy 5 7 Jy M — 7 3
FEAR Y JRy PR AR 5 7 255 78 1 R 3 i 0 L 25 A
TAERTE] %S 500 S m 51BN BT 09 48 bR ok
g AN SR URER A8
5.1 288 RY B BE 0 B A 28

BN 17, [FEE T8 i) W EE

xﬂf% CCECC,W WUee s Iee s AD=Ucc * Ic »
At FR R BREIE CC 78 T AR B B Lo, e T 19 38R

B Hrp Ar=¢,—t,>0.

— i, R RGBT CC #aE . T4 Uce BHIE
M) AB Tec TR 2 E R G AT RS WA R A& B
A B Tee S BF 8] ¢ A RREL 10 R Tee ().

BN 18, [ A ) .

YHEE ) CCECC,WP (Uee s I (1)) =Ucgc
Tee (to) HR A BRGETE CC 1E to B 20 1 Ik B gl 56

W 3 1 S B W TP E — B[R] O L RGE

TE G 2R G048 42 B 8 B % i AR A B 5 T B 38 I Y

i3 WP ) 2 7 k7 i — A Ik (] 1) 20, 6530 3 X AR
G4 A B R B Y AR A
5.2 EHREE

ENX 19, FR BRI,

XL CC, . CC, € CC, 35 WP,
Fr CCi 5 CC, 28530011 g 3 .

IR 10, FA AR R 22 F0OH T 1 R E 1 2 5
R S5 A58 0 Bl TE AS — 2 HL AR [ A 9 2 e 9.

S 11, XHEE CC,,CC, € CC,CC, 5 CC,
BERI R IELE LM E F(CC) =F(CC,), H
Ht F(CC) ={Uccs Icc s Lo s Pee |2 B 38 38 1Y F7 1E
fi Tt

it 12, X{FE CC,.CC, € CC, # CC, 5
CC, %55 AR AEF ) 1 TAERE At=>0 ], CC, 5
(/(/2 E/‘J@ZHJ}E *H IEJ ’ EI] VV(?(?l :W(‘(‘Z .

=WP cc, o I)_I»IJ
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Pee,=1—(1—Pee )(1—Pec ).
6 [F2iEE HiTAY IA (Integrated Audit) (4) CC, N\ CC, B 3115
R # CC,,CC,eCC, HA CC, \CC,=CC; € CC,
MAMEE L 15 F Uce, =Ucc, =Ucc, s XHH
W CC M CC, 2 i) — 2 & 2 A5 R G 1 CC,=CC, \ CC,, itk CC, =CC; V CC,, g |- 5| 7]
A B 3 ) Bl Iee, =Iee, +Ice, s BVA Tee, =Iec, — Ice, s LA
(D) 7£ TAERFE] Ac>0 1, CC, BB K F CC, WPce, nee, =Uce, Uee, —Ice,).
BHAY Wee, >Wee, 5 NN CC,=CCy V CCy . Jir A b 451 5] %0
(2) 18 to W 2], CC B B K F CC, 24 H A Y P(‘(‘1 =1— (1*P(7<‘2 ) (1*Pc<‘3 ) MO =TT iR
WP e, >WPe,. CC Byl Gk Ky Pee, = (Pee, — Pec,) /(1= Pec,).
% W(‘(,‘l :W(‘(‘2 ﬁ WP(‘(?I :WP<‘(?2 »W\Uﬂﬁiﬁ% 6.2 B%ﬁiﬁgk%fgﬁl‘]ﬂ'ﬁ
TAERTSEPE Pec (4 38 8 B dL K. 2 R T B TE T — A R 1
6.1 RRBEBERHMRNITE hEEW fE c={+,—, V. A} BRI AL g
(1) CC, +CC, @i 1715 WP 545 1. 5 T8 Y B d 1 A 9 T2
# CC,,CC,eCC, HF CC,+CC, =CC; € CC, (] ¢ F1 BRI ESCENT oG 38 T8 R B WA 5RO
B2 12 T i1 Head (CC,) = Head (CC,) , YT B R E CCe CC, i R AEwta] [z, .z, ]
Rear(CCy) =Rear(CCy) s fif Lk Uce, BYME AT f1 12 X 7 Wl BWHLIB A WUces Lee s A =Uce * Iee
B R E 2 X 12, CC w8 i CCy Al CC, Y i At A] DUH T SEAG H. — e Tec S I R] ¢ Y pR R,
AN FE P E S B Tee, = min (e, s Tee, ). A B Tee (o). FERX A BT - FATT & S e CC 1 TAERS
WP e wce, =Uce, *minUce, s Iee, ). TEX PGB » WLz, DB nH1 AN Hirh 1 =1, <t, <<+ <<
CC,BLIEF TAE . 0 CC, Al CC RIBFIEH TAE. 8 ¢, <<t, =t B ABEA XA B R n A E N X
CCs Y I 5EME Pee, = Pec, Pec, WA A=t 1.0, ]0i=1.2,3,n. A RHTEKX
(2) CC, —CC, 2 1935 [E] A s Tee (o) 0T DL AL b A Sk J2 6 8K i B o 3
# CC,,CC,eCC, A CC,—CC,=CC; € CC, CC B BEAE A NI AT DLRIR N A Wee &~
B2 M4 & X 13 A 1A Head (CC,y) = Head (CC,) Uce *Tec (8) At P& €A At =t —1t, . XA K

Rear(CCy)=Head (CC,) . 5 FHIA L, Ucce, 1] LA
e ST AR

XA CCy = CC, — CC,, fiF L CC, = CCy +
CC, ot I B 23 B Al H Tee, = min(Iee, s Tec, ) s
BIA Tec, = Tee, BUSE s 1 143 P 9 B0 AT 008

D Iee, <Ice, sAH Iec, =minClece, s Lee, ) s BT LA
Iee,=Icc, s WP e, e, =Ucc, Icc, .

@ % Iee, =Icc, sIAH Tee, =minCee, s Iec, ) s B
PA Tee, > Tee, s WOIE Tee, NREHT Tec, o Tec, Wi 5E o i B
WAL FIRAAR e — 0 . A WP(( e, =
Ucc, Icc, -

FEXFp G L. A CC, = CCy + CC s fiT LA
Pce, =Pec,Pec, » #1 CC T HENE Pec, = Pec, / Pec, -

(3) CC, V CC, B R 15

# CC,,CC,€CC, HA CC, V CC,=CC, €CC,
W22 L 14 H Uee, =Uce, = Ucc, » Iec,
Iee, +1Ice, LA WP e yee, =Uce, ee, +1ce,).

MR E 14, CC, 58 AN AT 5 1 2 A0, 24 HAY
4 CC 5 CC, [F B A5, fr L CCy 1y m] FE1E A

Wtf(i:EA,W(i(‘ I AW o= \Alian OZUH;IH; ()AL,
i=1 A IT=0—1

Hopéea. s X RTE CC ik

BT Uce B— N85 LA Wee =Uce -

I Az; || = max{ Az}
1<i<n

lim 21(( ED AL B Wee =Uce

I at; =07

R 7 T e ot TP 58 CC R 385
At
jhdwmm%ﬁiXEﬁlﬁﬁﬂDﬁl

W, 4l BGEE CC I 5 B A 51 bit 2. 2R
T TAERFE L2, 52, I Tee (O ZHEG B Tee SR 2H

Wee =Ucc ‘JPL:U(Z)dZ:U(*u e Iec 'Jy de

JI (O dt %

=Ucc *Iec * (t,—1t,).
B 17 2k R R B, B LT B
Wfﬂthth&ﬂﬁ%X17$%%ﬁﬁ

W Uce s Iee s AL) * At. ﬁﬂlfﬁ)‘( 17 7] Lk
5Kk

=Ucc * Icc
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X 7. il g
AL E CCe CC W e =Uce 'J[‘A Tee () dt, FxH

el CC 7E TAE I A B Lo, oo TN 0 BUWS B2 Hh
At=t,—1,>>0,
6.3 HEHBRSH « WEBES B E

T HESE A BT o T R R RO I Y R, BT
PUAT I 38 0 X T #4522 U SRk AE 3 4h — Se i 1
TN E TR N R B T 4 B 4 44
(R 4] K BE AT RE R 128 o7 B 4, AR v 110
RUOPS IS RN IR 1T PR SN RN O R EHS I M 1 =
AATEE SG 0 A 2 55 B B 88 2 7R — 2 g,
Ny A T2 R T R R R A 2E U SR TR 5
Hh—SEE LU AN PR 1R B2 I A R A TR R
BB B 2 A B B 3 38 SO R ) B i S
WP R A R AT BRI ) R T A5 0N A 1T 5 1) A0 i
U » 38 3 A4 3 50 T REAS S BUEAT A M E R 15 2.
AH B R e 6 3 1 SR R XoF Al T TS Ay Uk
JIT A FRAT 25 1A e T ol 0 g 38 1 1 55 b 5 |

AHIES L
EX 20, WA BUERS R o B B0 E Y

SHEBE CCECCsW (Upes Iees Aty a) =Ufe o
j”zamdt,%ﬁ%@iﬁ CC e T I B[ r, e TP

(L B Hoh Ar=1,—1,>>0.

EX 21, A BURS R o 1 FEGE 8 B .

YAE B CC € CC, WP (Uee s Iee (1)) =
Utelee (1) B R BB i CC 18 ¢ B Z1 1Y BE B B
e

e EIRAE L a€ [0, +o0) FR N #22 UK
SR ARAEHER 6, AT IE X TAEE M RUEECCE
CC.Hf Ucc=1 WAL AR y=2h, R 2, >
=1 B 2H

xi>a5, a0
{I;IZ , a=0 ’

A LUIER] , B o ﬁﬂ@ij@al’ig}wm —a3) =
oo i o MEBIL T 0 M lim (af —25) = 0. 3%
VLEH M o FE X B [0, 4-o0) i e BOAS [W] 9 (i Bsf ] LA
A SR S 4R /BRI T R 22 U X W R WP 3
CRAEIEAR

I T o S K I SO S B AR L X T
LB MR CC . CC, € CC, B ¥ 2% Uce, fll Uee,
GrAIE 2 F 3.4 T8 Tee, 1 Tec, 43 9] /& 150bits/s Fi
110bits/s, H. CC, fl CC, B TAEHF B AL [ 2152, ]

tz_t1>o.
(D a=1. 024

Wee,=Usce, | Tee, (0 di=2 - | 1504 =300, — 1),
h

t
1

Wee,=Uce, J ZICC2 ()dt=3 °J2110dt:330(z‘2—t1).

h

8 b — 00, A Wee <Woee U TA
PRUEFRATH E A TAERT B Loy s JN, CC, 1 8RB R
F CC,.

(2) B a=1/2, BIE T Ups ok 55 4k 34 2% 76 FaoE
SI=N /A7 A SN ORI |7 <]

Wee, =Ute, -Jizla;l (t)dz:Z%-ﬁzwoawzm<z2—m,

1

Wee, =Ute, f Tee, (D dt=37 f 110deA191(,—1)).

HWH =060, T LA Wee, >Wee, s i TA
FrEFRATT A AE TAE BT 18] Loy s 2, N CCy Y BB K
F CC,.

RIEREL y=2,a=1 BPERIRATHIE . Y e €
(0, DB o B AE F 2 55 Ak 34 25 7 Bl 18 o 1 rp i 52
M ;24 € (1, +oo) i, a B R 30 10 34 22 78 B il
EH RS XA — A S e BT DA E
RERMNTHE U K (e (1, +00)) 8 EXTF
58 T U (€ [0,1)), 32X F P& 1 SRR &
MR (=1, fE— LSRRG LT a2 a=1 B35
BURSH TA F T iR ALk 1 TA #3105 ¥
Moa=0 WK Ube =1.Uce 0. B WA 2% R
LA BUR S B TA #T i B T
TCSEC i ) v 9 2137 5 5 1 7 5. i 78 AR B ]
oot JN S B 3E T8 73545 58 3 H 5 A ST LR R Ol
W 5L T AR A (7, B

ﬁ"m)dt Uzc-J':‘I(f)dz

7— _ W
t.—t, t.—t, At

7 HXIIELLE

Fe i 18 i L& 1T N B AR IE & il ik 2 JE X
WHE Z R 20 ol 90 AR AR LA, B E 1E 1Y
E X FFEA Schaefer’™, Lampson®”?, Huskamp'?*
1 Kemmerer' ™ 45 45 9 5 F £ 38 H T4 i 28 5§
FRAER & . LAJE IT 46 0 BB 4k 5 3C, a0 Tsai
L gy — A SR A A R AR MR fE — A
BAER G P IR R T (VD TCVD A 4K T(S)H F
1CS;) Z 18] f4 AT An] 95 6 18 5 #0 J2 B e 19 » 24 FLAS 2 48
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M AR B S RS 22 18] AT AT 8 {5 4E M
#B2AEvE 9. Shieh Fl Gligor ) W [ i 18 i 1kl =
I Cvariable, PAi, PVj), H.th variable F7n R 5t
BN R A R, PAi, PVj€ TCB 4y % % 7R %t variable
{1 B ORI S8 4 . Tsai*™ i SCT il T8 (7 B 1A
GICEEBERLR R S W B 0 M Sk (DS Kigr A OB A TR
2007 AT [ 2 & W DURN o B AT 2 T B A
P 58 £ P ) B S A L 38 0 e SOfE B TR R AR T
(ssopsvsi»vus,)) 25 T H 2 38 DCC, J& 7 i &
ACC ¥l SCC B i PCC Ml AT — 4~k ik #
YERIBRGE TE SR TCC % BA A RE B B A8 ot #h
FIEE AL A B i T A SCL IR UET T WR 06 &R AT
DCCZACCZSCCESR'CC, Hip s 2R £k, 0p
TR TCB #A4E s vsy s vs, FRn AR

16 FR TARE MR b, 3R A48 09 B i T X
e X5 3CERL28 )b iy CRA — Bk, Horp g
T ECC % TH M E DCC. B DCCC
ACCZSCCZSR"CC 7, Ir LAACC, SCC, SR*CC
#AT LAIAE ECC Ry HEfli EREATY . AR 2, Al
1E ECCHE XS A TR FEZ . m B T
—ERBR G0 Bl E 1 I Fh S5 R AT AR i
FH R0 77 1k BE 08 1 3 B AT 2 () 40 $0 45 1 1 B
A L HGP A IR ) AR, AT VAT T AR A
SR NN SRTIBER (1 1 NS /1 B 7/ B 1 S
UL SCRRC29 1 ESE T Bl 18 1050 R g8 v — se A 63
S S I

TE e 38 8 P 5 T O T — e P Al BE b v
HEAT FE & T AR G SCRR — M Jm) BR 78 o7 31 55 B i
AT S8 b A SCRRE19-21 ]88, A SCIRATT B e i
T Al 8 7 A v R E G 0 R BR P Ol
SC GG TE P R E R R T — TR Y
7V o USRS B o ARV BUE TR R BT TR AN
A5 R G il B o 3 BE e ik 3 A L I HLRR 8 A A8
JR AT B o T BE Rk R A AR ) — S ] L A B OE T AR
ARG CAFT GRS T 0 T B i J i — sk
LA 1) LA 58 Tk

T AT SR FRE G A3 BT i — 25 U B A S
& L0 1 I 3 O 0 B T VA B AR S
Vi BT RE T B A B — S R G & B
WAl il C1 A C2, Hoals i # 2 60bits/s, AT E

AL Gl T8 1T 7 B RUA S 1 O T AR T R B
3T L T T 22 5]

(1) 2R A% Geats 5 b E 1 5 T 2 1

@ KRy C1 AT C2 12 56 56 AR R B LU 31 A
SUIA R C1 A C2 % 3 G2 10 o I 2 85— A 1Y TC i
X5 C1 F1 C2 Xf 28 58 % 4 )b 1) 22 931

@ H K C1 1 C2 §yHF 5534/ F 100bits/s AR
TCSEC fy#lE . it A A AT Rg il 4 2 C1 A
C2 FEAE AN T 15 B B D

(2) R FAR SO T 4 HS 14 A v 1) o B

O R4 C1 A C2 7 sEAd TR H AT DLl H 4 A
32 U B @ ARF TAER ) T p 06 5 R &R L i —
XA BT R G % A Y W R BT R
AT RAZ A SC 6.3 45 A O N 4. FE GBS Rl L AT
DAY SR AnAn] 43 e A B 9 N Ay g B2k C1 A C2
HEATIHBR.

@ R C1 f1 C2 By 5635/ F 100bits/s (HT
Bk — e C1 A C2 125 18l 36 $ 45 40 X R 48 4%
SR, A5 CL A C2 SR e A5 48 M 4l e ) 12
AR CL M C2 B 24T — Al 584 60bits/s
1 B A TR FH O R 45 A L AR A s S 14 AR
C1 Al C2 %30T — A~ 98 Ry 120bits/s (1 B & . 46
A Bk b 3.

QO TEFEAE W o] DLl i B 2R S o 1Y
PHT AR AR SO B R B vk S AR G A TE
TS A

MELR R AERGEERM AR ET,
GG AT LU n D RGEE (n>2,n€ N IE LT
e

S bR U f5 58 W v 8 T R R AT X
B NRTA TN — SR8 R £ (D A S
SR B NER g — AN X FREUGHES T,
BFE] T A 22 MUK S $ o DY T R %L, 2 g (U,
I, Ty 58 b A [ Z 50 O 45 (D A LLFROR
B g (UL I, Tya) FE AR bRl T 1 B35 BR 50, BT A AR
SCHP PR R A R B R I A ) R AR R T
58 (71 T8 T R 3 i L T AR i ELAR TR SR L A
ZA™ A 8 AS [ 19 2 B0O0T 3 38 1 Jg o 1 A7
iR PR TR GEAT T 5 AR SO 4R S Y O B AE
JIT SR 8 2 B0OR e 25 1 45 5 T A X L

£ 1 EEEEESETRRBHNT RN
W91 $EU  LfEEET B ERES R W it 9 1 5 30 et
e Bt G s R H R R H R K%k
A0 R 7 £ 53 5] S f L f A Tk
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Covert channels present a serious risk to data security in
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more attention to detection and mitigation methods for covert
channels. A few known works about auditing were limited in
scope to how one calculates the bandwidth/capacity of covert
channels. The criterias motioned above use bandwidth as the
only parameter to measure the threat of covert channels,
which neglect many factors, such as the security level differ-
ence, sensitive parameter, the duration and instantaneous
time of covert channels, etc. So they cannot give a compre-
hensive evaluation of the threat of covert channels. The
method presented in this paper integrates all of the factors
mentioned above to measure the threat of covert channels.
The topology change of covert channels is also considered un-
der the support of an algebra system. Moreover, it is com-

patible with the traditional bandwidth measurement method.



