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Abstract Nowadays complex information system’s integrated formal models of function verifica-
tion and performance evaluation lack properties constraint about space aspect. This paper presents
an integrated verification model atsFPM by defining a space requirement function over the states
of the considered information system. The patterns of paths which are based on regular expres-
sions is proposed in order to specify the functional specifications. The syntax and semantic of the
model atsFPM is defined. A conversion product model is obtained by the combination of the sys-
tem model and the automaton of the pattern of paths which expresses the functional specifica-
tions. The verification of the model atsFPM is tackled by the performance verification technique of
Markov Reward Model. Experimental results show that the atsFPM model and its verification ap-
proach can satisfy the modeling of information system and verification of functional and perform-

ance specifications.
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W BRE »op. SEBR b — A RE L XN T — AR
SEG RS TR A RS T L IZR A

EX 9. REAXWE L, FRREFREL
A Z BB AT L OC &R, I8 M O {5 Y atsFPM
B s Sy MR IR S M JOIRES s 1 % 1) BT A it
BEAE N Path™ (). s W RREARX 0.8 H
M, s=®, 8 LUE .

M,sk=q iff g€ L(s),

M,s=—& iff M,s=~=®,

M,s=o, AP, iff M,s=&, H M,s=o,,

M,sE=S.., (@) iff 77 (s,Sat™(P))»p,

M,s=P.., (ab) iff Prob™(s,al)>p,
Hp Prob" (s.al) =PrM{¢€ Path™ (s) |M,=al},
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FRM s R I R R AR A Ral HEZR, Sa™ () =
{s€SIM.sE=ifREAK @ a2 E 4.

6 ETF atsFPM B4R # i

XFF BT 40 BT i 3R B8 . S A 28 18] 29 ) )
REMERE S — 0 IE atsFPM #E A M= (S, Act, AP, L,
R o) s AR 2 20 20 i 5 F Ty B L o [8] L 25 |) 1 R 48
G @, HALR I UE AR S CTL BRI UE i) JE A8 26
W FRE s EREAX o Wi 2L S
Sat (@), FEFI W s € Sar () J& 7 B 7. X T 17 B Ay
B, ] DUAR 7 (8 b 3 S L aT ok 2 4E A
Sat(S.., (@) IR 55X CSLY By #5579 56 31F b 1)
TR EE—80 1M Sat (P.., (a§)) [l A BN FL 5 2 4% .
YRR s, T ZAFHE Prob™ (s,af) =P {{e
Path™ (s) | M, §i=ad }, 8K J5 K A F I A5 78 105 [ <p
P AR SO FRATT I A D BB R H BE AR I @ FH A B
LR S EZIREIR M — 4 K atsFPM, 8%
J& iz T CSRL (AR 50 5IF F A S 740 A S E
6.1 MERFEXNBEIN

EX 10, pEREX AL BERER o X
Al 5 1 B S LR — A ot A= (2,5,
8, Zy By Horp  Z A BRORZSSE . 3 Ry L5 HIAF
SRS TFE.0.ZIXS 2P NEBER.Z, 22N
WIHGIR S FTZ Ik S 4.

$BE M Y% Y atsFPM B, Hy B% 43 1 =X
a B E LA a X R FAF S 3R S B AN IE 4k
o B L) FRIEN4E o fr %52 155 W L5
SR F L)% R TF Path™(a), AT 1T & 28 AE
JEH AR RN, W o O M i it % AR L BT
Z W% AR BT EARIE . FT AR AR o FE AR AT
15 50, B A2 T 32 3K A AT Ry 1) — U DG S A
1o T RERE AL AT REREAE 4. & Parh™ (A
For M PR R R o FE AL I AT 238 1T (O
Zo P RORAS K AR LIRS e PR
LA LADRIR R o 7741 B ZIHL AL
M EZIES . N L(A,) =Path™ (A, i1 B sh L
WL 53] L) =LA, HIt, FR T

Path™(a) =Path™(A,) (1

Lo Fm M R —&ig1E, 2 S Z Fork AL
APRPRE FHE MRE 2 € Z7H &, ol DL W s
HEIEEAE ofE A P — R IB AT 5 B 4 0] Ik B IR

EX 1. mAARRELE. LA AL A,

PR T4 Z/ P F 2R S & B atsFPM. H

FEAR o fE AL T A AT 2 A2 i AT LB AT B0 b i

JE—ARE LES. H MZ o FoR. TR
Path™(a) ={c€ Path™| 8" (Z,, o) NF#= T} (2)

6.2 ZRERBEEREZEIIHNES
ENX 12. i atsFPM BB, & M E R — 4

atsFPM B8, Bl M= (S, Act, AP, L. R.p) . a ik
B A e W B AL, B A, =(Z,5,
8.7 F) .M 5 A L atsFPM BRI g U Hy
MXA,= (S, ActM A, APM"A
LA, | RMXAMAA, )
Hrp & oo R By E SCHER IR -

S ={(5,Z")|sESNZ €27},

Act™ N = Act, AP"*% = AP U {accept}
(accept @ AP brabifim il b ic B atsFPM o [ ¢
RE)

MR ZNFES N LM (s, Z))=L(s) U
{accept) , HM , LM% ((s,Z'))=L(s);

B4R o' I ICIRZS s BPRES 5. -— A S fEdRIC
Jo RS N Z IR kL IR R e A th
M AT RARAS TR Zo W) RM A (510 Zy) 3 b (sz s
Z:))=R(siya,s) H W R ({510 Z1) by (sys
Zy))=0;

P (s, Z0)) =p(s).

M atsFPM KA (1 5 Al DUE . B TE
R4 atsFPM BRI LAt b AT AL il & 1 B AR
3o PR W B AEAT B, 7 A 18T 1Y atsFPM
R T ASE AY ) If i) 25 ) T S HOR A8 B b, FK
(MRS E TR 7o

R 1. BA M SR M XA A RE %) |
ST .

AR 2. AL M ST M OXA, AR [E] | =S ]
Z b S Y.

SCHRLT6 I% T+ H &5 A7 I 8] 24 B 4 34 22 i) 1)
Markov % , & SCIRZS Y 55 4 ¢ & E— 2015 B LAY
M 5 M XA, B§ AR Z 18 B —— X 56 &L AR
SR M AT 25 1) 249 Y 1 22 i [a] Markov 8% . R 26 0.
T FAAS Y atsFPM BERL M5 AH B Y R
atsFPM A MX A, , & B bW 5 B g
KA EUM % 55 M atsFPM 88 JF R 2L
ARG S 1 DR R . BR TR R R R 2 %
FHOCSCHR. BT BIRE518 442 7T A i el

i 3.

Prob™ (s,al) = Prob™ " ({(s,Z,) ,al) 3
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WAL AT E LA Prob™ (s.ad) = Pri{{e
Path) () |M,S=al} % MX A, KR, Prob™ % ((s,
Zyy al) =P e Pathl ({s,Z,)) | M, ¢=al ) i
BRI ST BIE B Prob™ (s.al) = Prob™ % ({s, Z, ),
ad) AR PR AR A A A IE L R U ITE M A, s
I o IEERER STEM XA N (5. Zy)
s IRl o B B AR B G R TR AR T LA T T
R (g SCRTEN M Hr i B2 5 MOX AL H B AR A7
FE——XF N 56 Z o R I 2598 b SR BT » il REARHIE.

HEEE.

Al 3 LIS M b s MR T L BR AR
3 as FHERR, ATE R 7E MX AR (s, Z0) i
R IEWE L as BYBE AR S B

i 4.
MXA,,d =al BHAU Y M XA, o =Claccept
€]
it .

QM. FT M hgfte 5 MXA Do
Z ) —— R R e ZR SR T AR S 2538 . OF HOIRZES 2
A TE AL 58 — 2% AT HIAE M X A, Cly atsFPM
FARY, B LA B X B 1 38 SO R s (s Z0) =
accept®§ H AN Y4 accept € LM% ({s,, Z,)), X
LM 8 AT accept € LM% ({s, 5 Z,0) J L M)
W Z, N F#= DAL [ i F Z,=0"(Z, ,0) . i
M(Zy o) NF7 S, Wik, (2 [ o€
Path™ () , X K (1) Path™ (@) = Path™ (A,) 7] 15
o6& Path™(a) =Path" (A,).
A #4528 s B L M XA, o =Olaccept
WS ALY F o € Parh™ (Olaccept) , Tl Path™ (OF
accept )W E LA HI s, Z,) F=accept #1324 F o' W
JG — AR LA L accept s B o’ € Path™ ().
FRIE.
@ F5r 1. 5 A EEAEE B 2 A A HERE.
B B Css Zo) S MOX AR R IG RS 3 ()
P WU A2 5 AT 15
Prob™ % ((s,Z,) yat) = Prob™ * ({s,Z,> >Laccept)
4"
A (D) ~ (4) (4D AT 2
Prob™ (s,al) =Prob™ % ((s,7Z,) ,laccept) (5)
G RYLM H il o 5552 19 B AR AR 2
BFEJ 290 T FIZS Rl 90 S T 1 IR 2 45 4 R 2, ]
WIS TE MXA A BB RZE G Zo) ki
e saccept M EERE G MR, Hoh A, RIR o
A= R AR A SE AT R B Sl AL

T UM Prob™ % ({(s,Z,) yOlaccept).

HT Prob™ % ((s,Z,) s Olaccept) = Prob™ ™%
((s:Zy) strue Ulaccept) AR IE R (5) W[ 15 Prob™ (s,
al) = Prob™ % ({s, Z,), true Ulaccept). N T i &
T AhEEE T=[0,¢],.S=[0.r ],
Z g B Prob™ N ({s, Z,), true U:’, accept ) =
Prob™ % ({s,Z,) ,true USI,] accept).

FE MXAM A T 2 accept WARZS R IR
& H BN S B ZRER 0,45 B ARy M-,
Prob™* A ({s,Z,), true U:;? accept) = Prob™ ((s,
7o) strue UE;'.IE]accept) , BARUERA 2 W SCHk[7-8 . %t
T M BB TR R (X, Y) =00,
Hrp X RS0 S 2 | R G sh 178, Y,
MRS 25 18] S R o s Fon B3t a8 (8] SR 43 A, )
Prob™ ({s,Z,) ,true U%‘_gacce])t)i'%i? S AERL R M-
L FERS 2 ¢ Ab T accept ARZS H Bt as ] B R E /D
T AL, |

Prob™ ((s,Z,) ,true UE;’_’EjaCcepz) =

Pr™ {Y,<r,X,€ Sat(accept)} (6)
AR SR B AL T vk ok T S A % 0 TA R R
BRI T SCHRL18 ] Bl FE B P K AL S8 A 1
JURATBE /N - LA AL AE R BE D9 A /9 I [ DX Ta) P L A
AU — N B T MR R 1) T 0. B 1 A YR L
e AR e X gy T =[0.¢/A1.S"=[0.
r/ATHR T ST R g BRI TE]L TR
PrY,<r, X, €Sat(W i~ > DIF (s.k) -4,

SESat(¢) k=1
R=r/A T =t/A (D
Hb M RGN FT (s, k) RN Z T kb F
IR s ELBINZS 61 S8 0 e OAER .
F by — 1/A, il[]%(s,‘/z):(so,p(so))7
0, Hoe il
Fi(so ) =F (sok—p(s)) » (1—E(s) » A)+
ZF’f(.s‘/,k—p(.s’)) e R(s,s) * A.
ses

6.3 REZTHEHE

W55 B RGN K R AR S
A B i 7 A RS R R Tl AR SCHR R
X} atsFEPM AT 05 UF o 2 40 . fiff DR bR 285 0 1 )
AL EHVFZ T AL on_the_fly, fl1 5 1 i
29 1] o RRIAAEN L FRATT R P 29 fRTiA X atsFPM
RERY AT b H, A VAR - 7 30 P 1 B it |t
SEBNAEAM ST O FR L A FH 3X RO 37 OC R RN [ AR 4 i
EN R RIS PATIAEF I N KR XA LA
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X AR 25 23 T HEAT Ak 4 9 17 (1] 38 B R 25 25 1] 249 7
(1 Y. e ) 35 0 I 7 24 1] B R AE 28 A7 R 250 D
I I AL ZAZOR S 1 B A 5 4IRS UG = e 7y
AR P SRR Ja 4RIRAS.

HI T atsFPM KA 14 A% [R] 160 e 1 D BE L %
] A1 243 [F) 249 S FRT Obb S5 A 2 S N ] 0 45 Ji] 2 5
Y A0 S O 2R B E S AR IR Al B E SO AR Y 1
TR 2 5 AR I HL 75 IR WD i A A R 5 2 g S A A
AR T R B8k P 8 5 R D5 2 A5 19 [ I 156 1 2
1 462 Y 8 4 3 5 70 W 22 BERE T Ji  AE JR g A TR 6 i
BORE . ATE LTTJE T X 2677 1w /9 i 58 A . il
TASCRRUTE 5 AR« FLAAR B0 0K 25 24 1 5 i 6 1 S 2208

CH AR
6.4 MHEEKNE X
ik 1. atsFPM R IGF 20 vk,

A : atsFPM SEREY, B IE MLYE @

Hith . M @ MTT R RS

Sat_set _of _® checking _atsFPM (Model atsFPM ,
Speci fication ®)

{

sat= 5 ;

if (e AP) sat={s|PE L(5)};

if(@=@, AN®P,) sat=checking_atsFPM (P,) )
checking_atsFPM (&,) ;

if (p=—)) sat=_S8\checking_atsFPM (&,) ;

//8H atsFPM #5 A {11 4R 75 46
if (@=S.., (@) {if (7™ (s, checking_atsFPM (&, )< p)
sat=satU {s};}
if (@ =P,., (a)){
3 o« 1 H LA
R AT MR AL BB atsFPM AL MOXA, 5
A MX A T A W accept PR U2,
HAREFEEA 0. 858 M
For (all s€ &) {
iH(Prob™” ((s,Z,), true U},’fjjaccept) >ap)

sat:satU {s} H
}

return sat;

)
7 ZEBISH

AATLLER 2 e 1 S S 2 O ST i &
SRR 1~ 3 A LT 4 DEIEMTE . WA

[ 1) £ BE X 2R GE Y 22 Ve BEAT TG

(D R AEiB T B A 2 BAE 8 5

(2) RGAE Th Wi AREBR SR L H
0. 020 CRI AT RRMEAR /N s RS2 2 PEHETTD 5

(3) IEH LA LU » 2 58 P it ol 96 3 de K
TR R L H 0. 015

(4) W TAER 2h W RGEMYES A & T 50
MIA AL BERE L 0. 02.

BAE R (1) L (2) L (3) 43 5l & D 6E L Zh e i [a]
PERE DI RE AN S [l PERE b 042 R BE0K L 45 3 X B 1Y
R A C A W 2T LR D7 {8 # 45
B e, B FRATHE F R A (D b B AR B,
I F B AR L

a= ((true, Mfail) U (true, Mrepair) U
(true, Pfail) U (true, Prepair)) “; (off,~/ ).

WUET SR . FI Py oy (a0 7 57 0 B
Pfi i F

(1) #438 o XN AY H ShAL. I 4 .

true, Mfair

true, Mrepair

true, Cfail

>
>

true, Pfail true, Prepair

B4 aXtR ARSI 2 A S A
Hp WRIREENZ = {2 ) K IEREE N F=
{2,}.

(2) A AR atsFPM BERL, WNE] 5 7R GRS 43 i
A CREFRICRECH LY (o0 {2 1)) =
LCso.0) U laccept ), LM% (5,55 {z11)) =L (s,5)
(1=27,7=23) s IR AR SN R .

) AL ES.

TEE 5, S RS BA b 0 RIS, 4
BANZBES K m,=0.001,m,=0.2, p, =
0.01, p,=0.02,5,=0.02, c, =0.003. H#i A CH
T A 348 o FH B OtE i R A

Prob™ (s;.s vary i) =0. 987065,
Prob™ (s, ,ag:i@] )=0.989523,
Prob™ (s;.; vary i) =0. 989318,
Prob™ (s,.s vary i) =0. 989901,
Prob™ (s, sary20) =0. 982584,
Prob™ (s,.; vty i) =0. 989523,
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Prob™ (s, s vary i) =0. 981318, Prob™ (sy.osary i) =0. 000000,
Prob™ (s, 70%2:;}1 )=0.989701, B Sat (P Cary2i)) = {555 S0s Suu1s S2as Sz

Prob™ (s,; vary i) =0. 987584,

0.50]

S$2,19851,3951,2 9511 b

| Mfail, 3m,, 1 ‘/J\ Mfail, 2m , 2 _

Cfail, ¢, 0

Sy (21} 8300 12}

Mrepair, m,, 0

Mrepair, m,, 1

Syp0 12y

A [
Plail,Bp,, 1 Prepair, p,,0

[«

Clail\n +¢;, 0

Mfail, 3m,, 2y y [
Sy (21} Mrepair, m,, 1 S22 {2 repair, m,, {z2)
A A~ L
Pfail,[2p,, 2 — | e
I H—
Mfail, 3m, 3 Y Mfail, 2m,, 4 Y s 0

PR Mrepair, m,, 2 S =) repair, m, , :
\I—/ Clail, p,tc;, 0
B 5 atsFPM K M X A,

HRIE

T PR AE AR ST B0 T RE IE 4 1 LM RE AT L
PEARSCIEE T E A 19 2 BE VR RE B0 uE A 7Y 5@ i 45 R
A S A BR8P T gl £ L] s ]
ZORMY atsFPM 48— B UERCAY, 7R 3% B8 A v, 245 [1] 2
SREAE R R GEGE B T ORI 0 B R SO S
23 B A5 JEL T R A 75 23 TG 8 (B A37 1R[] P 3 [ 5 JL 1Y
A B FE R T AR K AR G0 A T A ) B A 1R RE
FEAR. B 28 G0 B0 D E S At i 1 1) s ] 25K A P BE
FRPREE HAE — A58 — I BB v k47 33k L IR 4
TR UETT 5 e Jr 3l i ] 7 73 A T atsFPM SR 1Y
25 (A1 S 220 1 R Ty S 445 B Uk 5 32 i AT . A LA
Y AR AR EE AR SCHR B 2145 S0 e AR R B A S
FHEMRIKRES . vi e T Gk B v 2 BE A4k REFR
Bk HLJC 1 5 s A5 648 b AR Rl 1 TR X . B Bk
TR AR B RGN A = 5 B AR R GG r 1
Z0 i AL AL 7 — 2B PP S R G % ax
AAETE. N — 28 BATTH 45 1 3l AR b s e fE S 2
R — 583 atsFPM BB, I 0 16 ik id 7 A
AT RE P A AR SRR B LB T IR AT 5T
=
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An important object of these projects is to investigate
how to analyze and verify the complicated information system
such as internet software or embedded system by model chec-
king approaches automatically, and come to a conclusion
whether the system is secure, dependable and trustworthy.
Our main task is focused on analysising information system’s
function and performance by some formal models such as la-
beled transition systems or continuous time Markov chains
and some model checking algorithms. The function model is
based on labeled transtion systems and performance is based on
continuous time Markov chains or continuous reward model.

The traditional work on the security analysis of compli-

cated information system’s is mainly focused on functional
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analysis by LTL, CTL or CTL" model checking approaches.
Some approaches by which we can pursuing performance
analysis on time or space have been existed. The time prop-
erties are described by adding time parameters on transition
labels and the spatial properties are described by adding the
information which express the constraints of spatial resource
such as time,memory and cost. The research group proposed
several verification approaches about the web service’s secur-
ity by the analysis of their behavior chains patterns.

With lack of a combinatorial model and verification ap-
proaches on function and performance at one time, this paper
first introduces a integrated verification model atsFPM, which
integrates the continuous time Markov chains and continuous
reward model and includes functional, time and spatial con-
straints,and then proposes a model checking algorithm by ex-
tends the continuous stochastic logic and continuous stochas-
tic reward logic. The results shows that the atsFPM and the
model checking approaches woule be helpful to somebody

while evaluating security.



