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Adaptive Dynamic Trust Measurement and Prediction Model Based on

Behavior Monitoring
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(Department o f Computer Science and Technology, Xi'an Jiaotong University, Xi'an 710049)

Abstract  In the large-scale distributed systems, trust relationship model is one of the most
complex concepts in social relationships, and it also is an abstract psychological cognitive process,
involving assumptions, expectations, behavior and the environment, and other factors. So, it is
very difficult to quantify and predict trust relationship accurately. In this paper, rough set theory
and information entropy theory are combined and applied to the study of distributed dynamic trust
measurement and prediction model based on behavior data. The new model works through analy-
sis monitored behavior data by sensors directly, changes the traditional modeling thoughts,
brakes away from the fetter of various subjective assumptions in traditional modeling methods,
and overcomes the problem of inadequate handling capacity for multi-source behavior data in the
traditional trust model. Simulating results shows that the new model can accurately implement
trust measurement and prediction process between entities in open and complex distributed envi-

ronment, and has a better scalable capacity of behavior data.
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7. 4% TR BT O £ S AR SR/ — b A B A T
D Y (13)

8. G5

MEL 2 it BB 6.7 25 5 FIWr 15 3019 53
FRHE e (1 =i <) W RV — 1k 5 3 e A 2
SR Hrot s AT AT RUGE ATk 102, SR A% 2547 O K il



670 it (= . 2 Eitd 2009 4

Y43 AT SRR B30 (20 SR A IR 45 ok % (SROKY MAD)
OTD. !
2
MAD=-"— (1)
Z
e, W 0 0 BN e, =dy —d, oz B
PERE ) TR bR BN R e P A g gz SRAEATHO UL MAD oA o ik A B A B
P2 ) e B B R AR R P ke p e T U S S PR AN B2 (AP I L A%
RSN 2 AT EHATH B (D BB R by IS I2ERD RS MAD RERE 3 S A9 v
6T B 1 0 B R A A e g DR (R S U B TE R
H BT3P0 5 (20 i AT o O L 10 7T e (2) PAERATRIE 93 H (Mean Absolute Per
B2 X8 375 15 4T I P O AR 9T o fle 4 Rl contage Error, MAPE)
AR SURHE A2 SR 17 00 B 1A 97 LS 28 1 ¢ MAPE=-137 |-
AT BT T SO BB G T e ;
1 s SEr o, i 2 TR o, —d, 1 —d,+ = JE
. < W 1
= ) o E T 1) 24
T 32 VP 2 7 0 5 1R 3 10 B 0 S 9 3 903 e e
FEAE T R 2% (Torecast error). i i JE 5 4 M SR IR AT 1000 21 K dla e A L 1 2852500 9 Y1l 2k
L b St AR K U T 14 22 S 2 T 25 2 T B I e s
5 B 22 ) P 5 R R A R P IR AR 22 1Y G4 R Grid- WADER2. 0. 45—/ B A & 5 40 5
/NS A IV 2 N o R L 5 R 2% K o *f;“ “AH‘\ o '\%jz N
WL, B R bR A R 0 O PIDER O, E B LR
W AR A B A R T (el oo M (Rough Trust ModeDHt I 17
LR SR L AT A S R e (Fussy Trust ModeD T RURA 9 771k
L 5 1 b g e s gy O ERE: SCRRBE E PR IR R AR matlab R
SN EE T el Yoo 2 | < ;
W A A F N ot D T TSR B R S5 T S 00
Ay R Gk D SRR, it oo MR madlab R PP BRI LS
syt ® YR PNIE . A > ik S e A6 \ ' a3
ol P BB B B b b, e T A ORI L . L

(1) -3 48 % 722 (Mean Absolute Deviation, M S48 J7 TR AT

5 XWEMRESH

€

(X100%) (15)

Grid—WADERZ. 0

1P 7R FrEERTARE [ =i
EHITRNES - |

[APn [ Far [BPE -

1 202.117.15.230 Idq e

2 202.117.12.150 tony PRIP [202117.15.230

3 219.245.15.123 john

2 42115239 iy - BESETmAE 0746009

4 »

AR
Bt A CpuRate | IPRate | MemRate | BandWi... | Through... | Rshare | TRIIfE
2008-10-31 13:00:00 0.622222 0.837208 0.975723 0.732558 0.915663 0.514706 0.659272
2008-10-31 14:00:00 0.955556 0.790698 0.957447 0.848837 0.867470 0.779412  0.820429
2008-10-31 15:00:00 0.833333  0.744186 0.882979 0.953488 0.963855 0.852941 0.856120
2008-10-31 16:00:00 0.922222 0.686046 0.851064 0.883721 0.554217 1.000000 0.798516
2008-10-31 17:00:00 0.844444 0.674419 0914894 0.930233 0.746988 0.676471 0.738511
2008-10-31 18:00:00 0.388889 0.732558 0.851064 0.883721 0.831325 0.617647 0.649738
2008-10-31 19:00:00 0511111  0.837209 0.840426 0.837209 0.457831 0.588235 0.596643
2008-10-31 20:00:00 0.955556  0.953488 0.776596 0.825581 0.421687 0.705882 0.771373
2008-10-31 21:00:00 0.800000 0.965116 0.765957 0.279070 0.879518 0.941176 0.774776
2008-10-31 22:00:00 1.000000 1.000000 0.808511 1.000000 0.987952 0.985294  0.042382
2008-10-31 23:00:00 0.922222  0.883721 0.797672 0.267442 (0.879518 0.544118 0.674153
2008-11-01 00:00:00 0.777778 0.802326 0.914894 1.000000 0.987952 0.411765 0.765466
2008-11-01 01:00:00 0.700000 0.779070 0914894 0.651163 0.674699 0.823529 0.677174
2008-11-01 02:00:00 0.833333  0.988372 1.000000 0.988372 0.144578 0.147059 0.522985
2008-11-01 03:00:00 0.944444 1.000000 0.957447 0.406977 1.000000 0.367647 0.689030

| 58

I i W b S ]

(1) 7E 1000 ZH % 4i A A< op [ AL 28 5 — A 1 ] C.f}s
B on (n<T1000), W n XF B — A FEAR LM AE 2, = (2) RHEHAEL 1588 2 M 2O ER AW »
{2 sz s s 2 ) IR ASLH Rl il FH CBE A IIRE B2 OTD (dy o dy s - o d,) 19 T E A K 135 4
AR A AR RO UINZRREAD TTLEL gy (8t 2 o, (0 8 6 S B o7 B 358 o
M — R TR RS T={(X, = {xi 22,02, ) > TR AT HEA B Z AT X, = {21 s 20

ey



444 AN ST AT O WA 108 N B0 75 AR A R 0 A 671

x, b CREHE T, B HED

)T — B [ B 7o+ 1 B 220 9 A A UL 3 L
1T7,A1:{~Tn+1.1 axuﬂ.zv‘”aInH.m}ﬁl]/\ﬁ”éfﬁﬁz,-‘%s
T2, 52 56 v R Ciiy A AR AR BB & n+1 4,
MARFEE 1.2 TR 2] n+1 1 DTD /R {F
1 1% S B i 0B AR s

(WD FEE L (1) ~ ) LHPAT = WL F (K
B o=2=10), RIG AR (1), (15) FEA7 P BEPEAL .
5.2 ZWERIM

(1) HERPETPAL

PSS AEA A A B VI 2R AR DL T PR A A
AR MAD (9 e e 25 R (L 5) 5255 v i A I 5
FEA B 20<<n<T200, ILikAT 10 A G5, i T
MAD J >k i 155 155 800 72 25 5 %5 - ¥ 48 1 I 25 %
JE e MR G T 0, TN % 25 SR o R B,
K5 mt A5 R AT LUE I 25 A VIR A A 50 B 8¢
BEFRTM 1) MAD ZEH B AT FTM, il Y4 n=
20 B, RTM By MAD=0. 130945, ff FTM ByMAD=
0.171945,RTM Z &5t FTM ¥k 5 4 48 S, M
Kk ml DU d AREAR B H R T 40 1), RTM
1) MAD ) & il 4 19 28 461 00 22 1 FTM 11
MAD & i & A2 1E B F 22 H RTM ) MAD
e FTM 344K 3% B6 B RTM T 2245/ (Il 2 i
AT RE AT LB 1Y HE A 1 5 10 24 S AR A B H A
Zif, WK 5 Al LA L, RTM i FTM B38|
MAD 3% 8422305 . I H AR Ak 2 W7 1 2%, BT > 4 A
FEARZEH BB — & B Z 5 R & WA A Y
BH L IFAREF I B R = R G n PERE, B L 7E —
NSRRI R GE . AT DR i R g n AR AR )
MIEFEINGAEA R BCH a2 I 2R A 50 H Y
AARH I Z AT U R R R G0 0 PRk o o 1
T O R G010 3 253 N g

0.18 : :
o RTM Ja i %t
X RTM Ul & i £&
017> +  FTM s |
S [ FTM 84 i 4
0.16 ;
.
2 015
L5 ol
= .
0.14 LR,
Skl
~ %
.
O.BM
0.12 I ‘ ‘ ‘
10 30 120 160 200

N TRV 2R A B
B 5 AFEZEEAN SN MAD 1t

MAD J 3§ i 1t % 4> T9000 J& 399 P9 4 — U ) (i
55 SR A 245 25 OR 43 1E B, H% 1R 25 1) 1Y)
YA MAD 8 55 G- iy S e 35000 1 o 8 5 (5 e A
75 MR U Y G A . 5 48 ks MAPE A L) e
H R U ASE A 1) TG i P 2 R R N AT BN
MAPE {# . 15 B 2 I A5 7 EL AT 58 407 1) TG D 19 5 00 o
k. & 6 S AS [ i A DI 25 BE A1 0T 1 RloASE 78
MAPE [ H R 45 5L, 52 50 o i A 09 I 25 FE AR B 8K
20<<n<200, L HEFT 10 ARG THEE. IE 6 PR iy
AL A RTM [ MAPE SF-¥)°8 12. 56, 1fii
FTM () MAPE -5 % 14. 75, 0] L& Y, 52 0 45
5K 5 R IEAY A RTM #E R B A 4 (1 1
I o e e G f

17.0

0 RTM %
o ! RTM U5 i £ |1
16.0 b-nboorii, A +  FTM A% ||

N : ---- FTM fUl &2k

16.5% .- FIR ISP

15.5
15.0

14.5

MAPE

14.0
135k
13.0 }

12.5

12.0

10 50 120 160 200
HN I ZREE AR

B 6 ARG AN LT MAPE B HEE

(2) Al g S Pk PEAR

BT — A R R Oy vk R B £ 4
(multi-dimensional) ) #& 3 J& 1 (8 ¥5) , 1 H Hij £
R E R T 0 B LA By 1 BRI 1 TG v Ak B 2 4
8 B2 D0 8 A (I ik 7 AR 38 B 1 O 12 M A
(8 JBE W 46 BR38 22 B 5 gt 23 77 A2 T U B 0 0] gk e )
R ) 18 AR IBCHE 2 BRI I 25 FE 4 T PRk o i
PRI B A58 PR AR B AT K X T — A~ i 28
FEES R 753 T 6 R A S I (B )« R s X
Z AR AR AL FRRE T3 A L 0 [n) B Bl A X B S F TR
PR IR TR AR ST AT BE 25 A WA BT DGR AT X
FIAT A T PRI, B DAASE TR 1 32 HL A 58 47 1) B4 B
BERy Al 4 .

B 7 o 7l AT A A 2R A BB 1 O
T RTM Al FTM @& 313 1 8] (Fusion Computing
Time, FCT)RY L85 R, I 7 AT LR L 7 A
WIGrREA S H A1, RTM fil FTM 1 FCT %5
Feilr AHJE B A i AREA R B i &3 . RTM 1y



672 it "

Hl

AL
-

i 2009 4F

FCT 4 M &AL 8k LA - 2% . 1ff FTM ) FCT
PG 3G R B . 10 B Y i AR A B H B 2 A
RTM . FTM 75 B8/ {3 F 5 i) 8], 17 HL 5 AR AR
M BEASBENMASEN FCT, Rt RTM
FTM H A 547 0 455 5 1) PRk o o 7 o 17 X6 7 — 4> 52
B 1 2 A1 200 2R 46 R Ui . R G0 0 20 g 6% S i R 3R
B Qb B R SEARAT A o BT LA PR ) R R A e —
ARG 5 LA BT 3h 25 35 VL RE ) 1 32 AR A,
B L5 R AT LA L RTM e FTM B A 3 47 i b
SRR M, BT LLL RTM B FTM EL AT 55 47 (14 4 750 1
S Z53E N BE 1. RTM B33 o %5 4 14 B 3 mi g
14 32 i PR L 2 AR SR A N 1 Bl A VA T
BB PR B B 4 AR A% B 45 A6 0 38 1Y)
i A B P AR B R R T R TR
Fy B 0 DR SR T Bt RS R 322 86 1) 7 325 v 1 230 00 00 1 3
SRR U PESNE IEAE OB

30

o RTM EHIE
RTM 8l & i £k

[N}

SH " FTM Jﬁﬂé%{ﬁ ...... ...................... ............... ;.;.,..
- - FTM & ith 4 : : .7

120 160

LPANON] PSS N
AFZHEA R T FCT B HER

8 JT 7R [ S TE A ) ) i A AT R 508l CUE R %k
HEH N RTM il FTM ) FCT i le 4 45 1. 765
S YRR BB R 80 4% 43 il FL 8 di A AT
WERECH R 3,6,9,12,15 (YR OL T - 43 5l H RTM
FFTM 351 FCT. )\ 8 v] LLF th . bifi 45 ik 41 45
FRECH RN, FTM [ FCT 18 34 m, H L4 il
LB B L K. M RTM 1 FCT 4 ih 4
WAL BT 28 R I 218 K g L0 4G
VLB Y E i R AR 5 0 B — 2 2 H B FTM A5 R il
B A BT RN R G R i RTM L
XS UE Al 16 A 0 H A 2 R0 BURG W) RTM B A
o FTM B4 A AT e 4 H T § k. 5
FTM A b RTM 333 A bR s g iz 4 ) D 8] 4 /2
+4r A A RTM b, 3228 (38 B0 14 1) B8R
R LMERA R ERIT S BT RGN R 2k

0 ;
40 80

[ 7

PERAR. T FTM R g8 rh, Yk A ZZ & A 8 (7 Wik
4= DECE A NI IR VA b WU D 5 i B i
AR A5 ol R 0] g 4 B K ) B S TR
WEETHETFRE 9 M AS & GBS 8 R 8 K5
FRICEE 4R 3,3.3,4,4.4,5,5 Fl 5, K T s
HAFEARS N K5 2 VS EL, W FTM 75 22 d 57 i
S8 £ HRL I P22 10 >4 A 5 3° X 4° X 57 = 216000 4% %k
P AR X AR ERTEILRZ MRS
FF4H.

30 : : : .
o RTM Jst#asdhi| : ’
RTM e ik |-
25 * FTMBURELS |~y
FTM fl &gk | - i
20 b e ]
2 . :
5\115./ ............... SRR
= S S
00 T P ; ............... ; ..............
St ; ............... ; ..............
0 : :
3 6 9 12 15
EPNNIE R
Kl 8 AT BRSO T FCT i HE
5.3 #—%itie

(1) ShZs [ 38 W )

1% G0 A5 AT 150 AE B A (5 AT R B a5 T H B30, K
2 R % 508 W BT YA 55 20 Al A oA
03 % SO TN 25 et A R R R TR
{5 R B RLF T L Blb RS, — B SR v
A T 3 05 = R R A LB I AR ME R
ES0) PO A e W U S R i N Al S B A A
FHLRE 5 A S0 B (9 25 45 7T LA BB Doy BT A% TR
W I 21 14 3 25 K0 AT ST 6 R R £ AT 1 £ 4 2
TEPRIEAT [ 3 B R 2 48 5 IR R B, R AT
FAT A A5G 58 5 00 Bk TR e LA T A Y
SR AN E. 28 B 5 I 6 MRy 1, o] AE
Mo AR ST AT I 7 32 A 412 2k off: 16 0 TG D 1 15 AT
AR, Al 6 B AR SCRE R L A sh S B
o P

(2) THE R0 3 )

) 2515 1T 4 FEOR R Bl 25 S0 B AR OG 19 3 0 R R
A RE 35 1) A8 Ak o A — b B i 1% 7 2 52 B X ) 4%
SRR AT BT A R G T ) 2% S AR 1 A AT
PEAT S A S Ak, th s nT W (54T 06 R B R 5
A TRy RS g 7 R 43 A R B AR AT A B



444 AN ST AT O WA 108 N B0 75 AR A R 0 A 673

BT R Z —. FIROR 2 4 BSR4 5 A i I 2k
REAS K He 5 22 I ) HLRE 48 045 8008 A0 5% 1 303k
PEAT BAREAE B Rl A R R E 2 B S T
SRR ILPE 7. R AL 2 R L R AR
RKERRERBERMEERRAZ — A AHE
P AN KE PR B 53 3ok PR I 28 S 4 — R A R
A Bl A5 T R — AR RO BN R L 5 B
NG AR W > B 15 48 5 AR S — Bl Bl ik 7] 22
T 2l 285 5 Dok 1 it 10 A0 2 P ) N B LRI R A
AR AE X BUAE {5 A T 114 5 R A/ AR B 5 — S AR A
s BATAETT B SR AT BE I o A b ZEXAR AL
HIT A B A S i A I R AR T A 288 i il
A A I T 38PN SR A1 B A B8k 1 Ol i A U R
AR ANVE AT LR 5 B 1 B AT ROR L S A
AL RT3 R 10 BRI ~J 151,

6 ZH5T—FIME

B AT A BB R T JL AR A A SRR 1 A
SR B T AT IE VR AT 5T PR . I JLAR [ N A 5 T IX
— [ A ST HE R AR 2 A T AR AR 2 4 G Bl i
B A ] R B A 3k G AE L, U Bk = 28 48 W 0 /Y
JIERAR S IR TGk 52 42 ik U IR R K J 5 A v k)
T 5% AR DR A o A 114 R S T A oK U H
BT E 1 R SR R T+ 20 25 1 1T 5% 2R 10 J3E e 6 7Y
5 P e AR AN {EL i R R AR T 73 A 3 45 2 4
V7 25T S e i P T 0 R 20 G ik R Y A 0 B TR
RO AL T A O T 19 2% AT A B A R T £ 95
IR ) R B M F 5 DR AL

RS 4 A A5 50 B8 20 3 78 & Rl B R 2
W7 32 SR N L W R 2 W A A AR AR DN A 1 2 40
BRI A BB S S R T A 43 A X
2l 25 ] A5 4 B 5 I8 4 AT S 55 R 1 R Ak
AR EN A S AR T8 4T 3L AR SCHEAT 1 AHOG [l 1Y
TR HUBE S G A0 A B0 BLE 25 Ak . T
T RCERE T 8l 2540l e T4 0 e 4% 5 0 i 9 15
A 00 2% 20 CRE o 55 J0000 ) B AL 32 07 1k L M 43 A
e gt e I 2 A9 B 25 X AT B R RS AT 0 2
ASBEMR AR FEAT A 38 I A RO 2 4 5 AR A B A
A 1 AR e £ A 50 2R el B8 S8 g% Bk o T AR S 1R
1R 5C R EAL FE vh 45 B LR B R T SO iRk T
15 GE A5 TR X 22 4l 0 Ak B RE T AS 2 1 IR R S 0 2
RGO A BERA HE B AT BE A% TR o iy 3 52
BT o3 A s CFR 58T S A B mT A5 1 0 ) i EL R A

R B AT D R dle MU 1) 97 i

T W TAETE SR S5 S A0 AR
i e — BTG AL R R BN JEHOR B A (5 4T 6
F AR DA B A5 A A 208 0 2 B 19 5 I SO0 1
R AR EBR AR E 8. B R R R R
FE 3 XA SORE R — 20 1 58 3 - T 25 5 HoAth = B
(9 RIS AR = ) G 45 AR SR IR R OE R 3 24
AT 5% 28 119 30 2 ) 38 A 7

2 % X #

[1] Li Xiao-Yong, Gui Xiao-Lin. Research on dynamic trust
model in large-scale distributed environment. Journal of
Software, 2007, 18(6): 1510-1521(in Chinese)

(B/NTE, H/VbR. KRB A sUFR 58 T 3 A5 5 AR A R F .
BAF2EHR . 2007, 18(6): 1510-1521)

[2] Ji M, Orgun M. Trust management and trust theory revi-
sion. IEEE Transactions on Systems, Man and Cybernetics,
2006, 36(3): 451-460

[3] Wang Hui-Ming, Tang Yang-Bin et al. Trusted mechanism
of Internet software. Science in China, Series E, 2006, 36
(10): 1156-1169(in Chinese)

CEWR, Bt s, B0 F LA o E R,
E %5, 2006, 36(10): 1156-1169)

[4] Lin Chuang, Peng Xue-Hai. Research on trustworthy net-
works. Chinese Journal of Computers, 2005, 28(5); 751-
758(in Chinese)

W . AIEREIR. TR, 2005, 28(5):
751-758)

[5] Zhou Rong-fang, Hwang Kai. Power-Trust: A robust and
scalable reputation system for trusted Peer-to-Peer compu-
ting. IEEE Transactions on Parallel and Distributed Sys-
tems, 2007, 18(4): 460-473

[6] Stefan S, Robert S. Fuzzy trust evaluation and credibility de-
velopment in multi-agent systems. Applied Soft Computing,
2007, 7(2): 492-505

[7] Theodorakopoulos G, Baras J S. On trust models and trust
evaluation metrics for ad-hoc networks. IEEE Journal on Se-
lected Areas in Communications, 2006, 24(2) . 318-328

[8] SunY. Yu W, Han Z, Liu K J R. Information theoretic
framework of trust modeling and evaluation for ad hoc net-
works. IEEE Journal on Selected Areas in Communications,
2006, 249(2) . 305-319

[9] Liang Zheng-Qiang, Shi Wei-Song. Enforcing cooperative re-
source sharing in untrusted Peer-to-Peer environments. Jour-
nal of Mobile Networks and Applications-Springer. 2005, 10
(6): 771-783

[10] Tian Li-Qin, Lin Chuang. Kind of quantitative evaluation of
user behavior trust using AHP. Journal of Computational In-
formation Systems, 2007, 3(4): 1329-1334

[11] Ji Tie-Guo, Tian Li-Qin, Hu Zhi-Xing et al. AHP-based us-
er behavior evaluation method in trustworthy network. Com-
puter Engineering and Applications, 2007, 43(19).: 123-126
(in Chinese)



674 it "

i 2009 4F

GRS, W78, BIRE5%. A4 p—F2kF AHP )
FF AT R VA Oy k. AL DR 5 WA, 2007, 43(19):
123-126)
[12] Zhu Quan-Xin. Gui Xiao-Lin. Study on the method of active
deployment of soft-sensors in grid monitoring system. Jour-
nal of Chinese Computer Systems, 2007, 28(9). 1630-1636
(in Chinese)
CRA 8, B/, T ) PR 35 0 B0 % I 2R 19 F2 3 3R 2%
FETE. NIRRT LR L. 2007, 28(9) : 1630-1636)
[13] Wang Guo-Ying. Decision table reduction based on condition-

al information entropy. Chinese Journal of Computers, 2002,

LI Xiao-Yong. born in 1975, Ph. D.
candidate. His current research interests
include trusted network and dynamic

trust management.

Background

With the widespread applications of large-scale open en-
vironments, such as Grid computing, Ubiquitous computing,
P2P computing, Ad hoc networks, etc. , the technology of
dynamic trust management has become a significant require-
ment from a network security’s point of view, and trust eval-
uating and predicting mechanism has become a determining
factor for any given service’s success. But the dynamic na-
ture of trust creates the biggest challenge in measuring trust
value and predicting trust relationship amongst peers. In re-
cent years, many of state-of-the-art trust models have been
proposed, and some of them are very innovative and elabo-
rate, but most of the studies still have some limitations:
(1) Many current trust models use simple or one-sided trust
decision factors to quantify and predict trustworthiness of
service providers or requesters, which may lead to inaccurate
or unfair outcome of trust decision. The authors think that
when trust relationship between peers cannot be fairly de-
fined, it is unstable, and difficult to manage and predict.
(2) In many of previous studies, the subjective assigning
method to weights of trust decision factors cannot reflect
trust decision scientific and reasonable, and may lead to mis-
judgment of trust decision result.

Focusing on these problems, in this paper, rough set
theory and information entropy theory, are combined and ap-
plied to the study of distributed dynamic trust measurement
and prediction model based on behavior data. Firstly. a new
trusted decision-making method based on historical evidences
window is proposed, which not only can reduce the risk and

improve system efficiency, but also can solve trust measure-

25(7): 759-766(in Chinese)
CEME L. 3T 25087 B0 0 g 3 % 24 fa.
2002, 25(7): 759-766)

AL R
[14] Gardner Everette S, Jr. Automatic monitoring of forecast er-
rors. Journal of Forecasting, 2006, 2(1); 1-21

[15] Pawlak Z. Rough set theory and its applications to data anal-
ysis. Cybernetics and Systems: An International Journal,
1998, 29(7) . 661-688

[16] Yulmetyev R M, Emelyanova N A, Gafarov F M. Dynamical

Shannon entropy and information tsallis entropy in complex

systems. Physica A, 2004, 341(11): 649-676

GUI Xiao-Lin, born in 1966, Ph. D. , professor, Ph. D.
supervisor. His research interests include grid computing,
cloud computing and dynamic trust management.

MAO Qian, born in 1986, M. S,
search interests focus on dynamic trust management.

LENG Dong-Qi. born in 1986, M. S. candidate. His re-

candidate. Her re-

search interests focus on dynamic trust management.

ment and prediction problem when the direct behavior evi-
dences are insufficient. Then, this paper focuses on trust
measurement and prediction model based on behavior evi-
dences: (1) Using the concept of rough set knowledge ex-
pression system, trust decision table is set up based on time-
stamp; (2) Using fuzzy aggregation methods, the new model
categories the history evidence records (domain) composed of
multi-source monitoring data under different confidence level
and obtains relevant knowledge. (3) It uses information en-
tropy theory to determine the classification weight of trust at-
tributes (indicators), and finally implements fusion compu-
ting of overall trust degree. The new model works through
analysis monitored behavior data by sensors directly, changes
the traditional modeling thoughts, brakes away from the fet-
ter of various subjective assumptions in traditional modeling
methods, and overcomes the problem of inadequate handling
capacity for multi-source behavior data in the traditional trust
model. Simulating results shows that the new model can ac-
curately implement trust measurement and prediction process
between entities in open and complex distributed environ-
ment, and has a better scalable capacity of behavior data.
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