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An Optimized Method for Real Time Network Security Quantification

LI Wei-Ming LEI Jie DONG Jing LI Zhi-Tang
(School of Computer Science , Huazhong University of Science and Technology, Wuhan 430074)

Abstract  Exactly assessing the security risk of a network is the key to improving the security
level of a network. The Hidden Markov Model based real time network security risk quantifica-
tion method can get the risk value and evaluate the threat dynamically and timely, whose input is
Intrusion Detection System alerts. But it”s complex to configure and it tends to acquire errors.
These faults are resolved in an optimized method presented in this paper. The optimized method
improves the accuracy and simplifies the configuration with automatically calculate matrixes in
HMM. First, it combines IDS alert, host information and asset value to define the threat of an
attack. The threat is more accurate than the alert and is applied to classify attacks. Second, the
new method uses the genetic algorithm to generate the HMM status transformation matrix and
observation matrix automatically, and it defines risk description rules as the genetic algorithm op-
timization target. The risk description rule provides a formal method to characterize the network
security risk, and the rule base can be used as the test criterion for other risk assessment meth-
ods. At last, the comparative experiment and DARPA 2000 data experiment obtain good results

and prove that this method is practical to measure the risk of network security.
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I B, B BRAERR I 2 A RR U ARk
+ X DR 72 ik (AT SR +- 32 5
— X R AR s AT R — B8

DU PEA H — R 50 B RS PF A 2% 38 24 G il
LD I S i G 0 I s T < = S S 1
$r1—3<<$r2, $r2== $MAX, $r3<< $r2. F
INER LAl A B KRN T 28 2 4S5 2 DI
A 0 KUR (B 2 B K iYL 56 3 S KURS /b T
524

JRUIBS: i A 0 D0 R 2% £ 35 7 B =2 () A L g ST 4
9 RMH G &L X T — 4% XU 5 R B0, i i AR A

Trans F1 Obs [ ] HMM J5 8280 o ) )
W7 2% 1 2 15 BT AR SCR T I 2 4 state I risk &
53 P R — A F T 25 AR T A R 0 R A5 R4
Gt A LR AR A it 4r R 0. 84— 4 M0
A n A FIW A FFE WA R g A B 2K B G £,
A3 B Ry

fitness:§ (6)

HE— 25 o Al DURE 224~ XU 838 0 U i 31— 52 . 21
J— A~ IR, i 3 R0 2 9% O S [l A 3 — A e (i
) 365 IO 3 & R U MR 7 R I AT S 2 I B
S R w Z RN, X I A 58 I A R A SCH
T 3d i 5 SRS i 3k B0 gk m] AR — 4
Qe AR OL TS FE B I Wy HEAE DRt AL 3 — U
PR LR,

allFitZZfitness; 7
i—

ARSI I 5 S 5 v U il R B — > 2
M (honeynet) ™ [y IDS 54 da 15 5| , gy F % W 1 5%
w5 % BBk R R R AS ) i Inie BRCO. 7,
0.1, 0.1, 0. DRI C H(1,10,20,50) , fi
TEHABFR I b, AT DA ) 28 R 55 E A 738 2 A . M
1Y Snort H AR o IBCH AT AR 09— R . R
Je B Al Sk JRUBS: i AR RO A T 2 rp, AR T X )
o NetBIOS filk 55 % #F 47 25 09 | Wy, Bo i 5 F
IPC $ AT 4 IF 203052 vh X3 o X Tk — A~ 1
BT 1) Bk 55 B Al Ry — A AU i 3 BRI L 1
WA Sy Bt % e 55 5 XU 23 RO 36 L 565 5 1K
i R IR 55 i B ik 3 B KL BT AR 3 B U A X
HR Sr1<< $r5, $r2<< $r5, $r3<< $r5, $ra< $r5.
[F] s} T2 A RS B9 AN 8 P i DUE LT 3 5
PR 5 14 B n >4 8 255 5 NGk e, T Re b F
Probed #l Attacked R, Bl $s5==P | $s5==A.

T 2o 3 A% AL L FRATTAS B0 2 3 1 0 R A
LW &) — A6 B Trans F1 Obs 46 [ fE & 3
T XA EE 3 Rl T Trans Fil
Obs i [ 503X A FL % vp ] 25 51, 15 3 5 A>3k
WA MR 55 4 19 XU fH o $rl = 23. 11087, $r2 =
23.59597, $r3 =23. 830004, $rd = 23. 80352, $r5=
28. 21422, ¥ X $AVG H 24. 510916, X F
TR W T#E M A B EHLATIF T NetBIOS iR 55, &%
FPT A BEAR e [ Ao XU 0 A G 32 I v S i)
B B TR 5 AR AR A WAL T PLPL P,
P AR,
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04/23-14:41:53.857739 [**][1:538:14] NETBIOS SMB IPC$ unicode share access [ #*] [Classification: Generic Protocol
Command Decode] [Priority: 3] {TCP} 211.69.206.159:3009 —> 211.69.194.14:139

04/23-14:41:54.000089 [**][1:2473:6] NETBIOS SMB ADMINS$ unicode share access [ **] [Classification: Generic Protocol
Command Decode] [Priority: 3] {TCP} 211.69.206.159:3009 —> 211.69.194.14:139

04/23-14:41:54.023808 [**][1:2470:9] NETBIOS SMB C$ unicode share access [ **] [Classification: Generic Protocol
Command Decode] [Priority: 3] {TCP} 211.69.206.159:3009 —> 211.69.194.14:139

04/23-14:41:54.049713 [**][1:2467:6] NETBIOS SMB D$ unicode share access [ **] [Classification: Generic Protocol
Command Decode] [Priority: 3] {TCP} 211.69.206.159:3009 —> 211.69.194.14:139

04/23-14:41:54.312012 [**][1:2403:4] NETBIOS SMB Session Setup AndX request unicode username overflow attempt [ *%*]
[Classification: Attempted Administrator Privilege Gain] [Priority: 1] {TCP} 211.69.206.159:3016 —> 211.69.194.14:139

//1-netbios, 9 conditions

destip: 211.69.194.14

attack: $1=538 139 3, $2=2473 139 3, $3= 2470139 3, $4=2467 139 3, $5=2403 139 1

state: $s1 ==G, $s2==P || $s2==A, $s3==P||Ss3==A, $s4==P || $s4 ==A, $s5==P || ss5 ==
risk: $r1<<$r5, $r2<<$r5, $r3<$r5, $r4<$r5

B2 JEhh TDS 5 e e il o XU i 3 0

Trans Matrix

0.2987013,0.22077923,0.23376623,0.24675325

0.037037037,0.32098764,0.25925925,0.38271606

0.12857144,0.12857144,0.41428572,0.32857144

0.3846154,0.1923077,0.3653846,0.057692308

Obs Matrix
0.12658228,0.18987341,0.12658228,0.050632913,0.03164557,0.07594936,0.06962025,0.14556962,0.006329114,0.17721519
0.11643836,0.006849315,0.08219178,0.19178082,0.1369863,0.13013698,0.02739726,0.12328767,0.020547945,0.16438356
0.009803922,0.0,0.10784314,0.078431375,0.019607844,0.09803922,0.29411766,0.20588236,0.18627451,0.0
0.0,0.007142857,0.035714287,0.13571429,0.042857144,0.1,0.22142857,0.20714286,0.19285715,0.057142857

!

rule no.1.0

$t1=4.0 $t2=4.0 $t3=4.0 $t4=4.0 $t5=7

$s1=P $s2=P $s3=P $s4 =P $s5=A

$r1=23.11087 $r2=23.59597 $r3=23.830004 $r4=23.80352 $r5=28.21422
$MIN=23.11087 SMAX=28.21422 $SAVG=24.510916

B3 DAl i S B A0 AR

T SR AN B B X SR A A A R A R AT 21 SE AL I A% B i XU
i'JEl"JIAZ%,ZlijCi%jT~/‘JXLFﬁ?’*i7E%E)H'JE7~ﬁ e AR A s T 93 A — ook B T A B 8

9 ZERLIL R B IRy R Wi RS LA Bl R A — E B R L AULET
a%ﬂjﬁ@ﬁtﬁf“ﬁﬂ FiE M T R A X — AR WA — & AL 3 B o b R e X T B
JEE AR B Sty . a0 NetBIOS Meifi s RPC oy — AR WIEE S AL . H 9 2 DT HE 1) 46 rh ok 22 XU JF:
FBef 5 40 R OB T R AR 2 S P BR Ll ad Fe B A E RS DL B SR LU B AR N 3 B

x 3 B AN E

W 5 FUL D] 4 3R Y H
1-netbios FIF netbios 5[] i F2 2 52, I3 16 2% vb X % 5
2-finger FIF finger AR5 B, I 12X 11 3 535 U 1) A AL 175 1) 7
3-web misc i lal Web 3 fURFIR SCIE L B I & A7 70 15 B it s 3
4-ftp FIR fep B 4 %5 bl P iy, 91320 1 5 1] AR ok S 5
5-netbios SMB-DS PR35 P i W32.Sasser, Fl| ] Lsass.exe J i #F 1716 1% 5
6-netbios path overflow FI A netbios (1§42 4 overflow g il #8473 ibi 4
7-netbios unicode access i8] netbios L YF IR, A F AT w8 & AR 2 a) 6
8-codered worm 2T AR 1 dR B AT Web server F Y root.exe 4
9-RPC info disclosure XF RPC Rk % #E47 34 . il 4n rstatd, mountd, sadmind 1) 3 H {5 B, 10

10~29 AE ik b B iR b U B T A 1~8
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oI Bt 5 A B 55 3 S 4 ZR RN i A 0 R

Tl B R A B A S 15 FIEE 16 AR AL,

//rules of attack scenario

//3-WEB-MISC

destip: 211.69.194.13

attack: $1=1122 802, $2=1147802,$3= 1113802
state: $s1==G, $s2==P|[|$s2==A, $s3==P[[$s3==A
risk: $r1<<$r2, $r1<<$r3

//4-{tp

destip: 211.69.194.13

attack: $1=1672 21 2, $2=553 21 3, $3=1992 21 3,
$4=336212, $5=334212

state: $s1 ==G, $s2==P || $s2==A, $s3==G || $s3==P,
$s4==P|| $s4==A, $s5==G || $s5==P

risk: $r1<<$r2, $r2>>$r3, $r3<<$r4, $r4>>%r5

//rules of normal attacks

//15

destip: 211.69.194.13

attack: $1=1746 111 2, $2=1390 38093 1, $3=1228 12
state: $s1==G, $s2==G || $s2==P, $s3==G || $s3==P
risk: $r1<<$r2, $r2> $r3, $r1<$r3, $r2==SMAX,
$r1==8MIN

//16

destip: 211.69.194.13

attack: $1=1147 80 2, $2=1847 80 2, $3=360 21 2

state: $s1==P || $s1==A, $s2==P | $s2==A, $s3==G ||
$s3==P

risk: $r1<<$r2, $r1<$r3, $r3==$MIN

P4 oy RUBS: 34 KU

4.3 ZEXMTRIEZEFRE
XoF T A 3¢ RN 7R S W SRR SR A TR R 1 e
W BB — A o e (0 AR 1) 38 O B L SR S AR
B A B 38 R BE  7E B AGE R B Y P
ASBEPLEL AR J5 38 R B KT B AL A Y fa A L Be 8
W JE R AL B R — AR, AR Ak MR 8 — A
B X — B B P bie 470 7 A —
AN BE LR & AL EIOR: 75 5 1 G 2R ek
BB 2 4%% bit F#%%.

FEATL D Gl 2R SR R AR A
g R IR e 3 S OB A Dl oY R A e 1B Sa
FARA I 0 L 500 £ 8Lt AR R BIAR 4 1Y
G5 PR A SCIR T 0. 7 3XRE— SR Y 4 58 K.

R AR S R B R R SR AR S /I
55 % B T AR YB3 300 AR M 7 A 4 i Y 45
T3 F B T AR S0 Y 0 A5 e 1) 7 1) 2 B AL
o PR AR SCHC— AN AR F AR B9 B 0. 002, 4 S B
R . & B ORI BB 1 AR E 7

1.0 »

0.8}

o6}

o

v 0.4
0.2}

ol v v
10 13 16 19 22 25 28

YIS

B AR 2K S 1R AL
5 % W

5.1 R Trans EPEFN Obs FB FE 3R M
7L ) Trans 35 [ F1 Obs i [ 19 55
R ARSI R B < TR S e XU il A B0
DX 5 3 H 00 oy W 2, — R N A, — 2 DU
TR B IR b i XU 5 34 B0 ) oy B A & 18 38
N FER 0.95, A LA1% 2] — 2 Trans Ji |4 F1 Obs j
P, O I R FH I 7 AR I 53000 X4 B 6 15 31 Y 3
JO7BBE T SR A 3 A 3 0L R 0 Y 3K P S I T D
FH T8 B LI HE T (58 FH B B (. XU 3R R0 2
— 3 29 ZHN R 2 53 55 E I 2R AL FLNECH hy
1,2,3,+0,28, 248K , B Ay 0 42 R 0 55 H 43 0] 2
28,27,26, =+, 3,2, 1, X 4 P I B0 i 47 0 3, 45 5]

—o= DN DN W W

AL STV SR A AR AL

1 4 7 10 13 16 19 22 25 28
IR A 2

5 3 R RE AR

TEIE 5 B ZE M a] LS 2 7 2] L I 256 0 i
5 2 XK AL A 1 H I 0. 9 fY R AF 38 1 2. Bl
&N GRG0 A AN U 18 o 04 280 H A sl 2 3
B, e Jm ik B im0 1.0, fE 3 Rl &
Hh 2 B S 5 O R ) R i A5 R B 13

25 ML 25 B B fi L 45 2 89 Trans F1 Obs R [ 9 5
2208 16 2% P LI Fr) 3 137 BE g 0. 75, BRI Ry
AT ER RIS RA — 2 YL SR 22 . T LU i
ZUB AT R b W9 4 R B 1B 5 A D i
R O T AR B A A5 R AL A 1k T s AT Y ik



444

AR . — i A S B IR 2% 22 4 RIS 1k ik

801

REGIGMNE L 6 ZUUS %8 AR 1E— iz
CRSECET FAP NP 21 G- WS 1 b k= RPN R BN
i 5 1) A R A O, — ELIE B A KA 7 1 i L 5 AT
DL TR 175 3] 45 1.

5.2 BEWNL.FI .M Trans 5EFEF0 Obs 5B FE Lk %

Obs [, T PRAIEAS 3CA5 2 19t 4k Trans 56 B 1
Obs 7 [ Lb Bl AL BC B A0 3 1 B 00 56 [ A B 47 i 3%
S ARSI AT SR I XU i 34 0 D) 2R f ) 33X 3
5 00 A5 B 9 38 . BE L IFAE S 25 SCRRL7 0 L 8%
SRR F5 U P | B N2 i SN S A K
IDS #RAR 2K 1 W 28 48 B 01, T L IC B — > Trans

ik
SRR 7T1EREH AR F LEE Trans
0.6 0.3 0.09 0.10
0.3 0.4 0.25 0.25
Trans=
0.1 0.2 0.6 0.10
0.01 0.09 0.1 0.8
0. 45 0.45 0.02 0.02 0.02
0. 05 0.05 0.35 0.35 0.05
Obs=
0.02 0.03 0.04 0.05 0.25
0.005 0.005 0.01 0.01 0.01

SR FEAILA L 15 2% IXURS: 8 s B0 001 5 7 B 35
H0.97, Y1 gk — MG AL B9 Trans 56 5 F1 Obs 55

0. 25
Trans— 0.1951 0.0731 0.7317
0.2 0.42 0.18
0.1512 0.1463 0.1073
0.1512 0.1463 0.1073
0.0344 0.062 0.1103
0.0316 0.0189 0.1962
0.0 0.0135 0.2027

0.1512
0.1310
0.1772
0. 081

0.2916 0.2604 0.1979

0.0
0.2
0. 24

0. 0487
0.1034
0.0063
0. 0675

55 B F Obs FBE A/E S — Al mi B HAR R .

0.01 0.01 0.0l 0.005 0.05
0.05 0.04 0.04 0.01 0.01
0.25 0.15 0.15 0.05 0.01]|
0.02 0.02 0.02 0.45 0.45

W, B (R R /NS S 4 60D

0.078
0.2

0. 0536
0. 062
0.1582 0.1265
0.1216 0.1013

0.1024
0.1241
0. 0569
0.1261

0.0731 0.0878
0.1103 0.062
0.1202 0.1075
0.2094 0.0405

SR B — U iR B B B A — A~ Trans JH [
1 Obs i FEAE R 2 MR, 0t X = 4 Trans Ji [5 M
Obs FEFE PAALE 1,23, -+, 29 2% U il i L0 4
155 60 T £ B A B0 R I H X =M S 7
PR R

TEE 6 L AL ) Trans F1 Obs i BE B T 4
U ISR S B I e P R R T AR 5 138 B L T
BEML = 42 1 Trans F1 Obs 4 [ [ T 48 K 11 I 3h 2
AR o 38 7 B354 0.5, 32 B D R s IR i 38 0 0] 4%
SO UURVA R = U1 B AR S 9 N B 5 Y 6 B ]

1o}
0.8}
o6t
5 0.4 |
0.21 - N
[——BiHl—— e f— T 1
Ol 3 5 7 9 11 13 15 17 19 21 23 25 27 29
W A D)
Bl 6 BEWL.F T M4 Trans F1 Obs 4514 H 4

T 0 R ) 80 0 1 A IR R A X
F2 B R Sy o 2 4 BN B kD B LA R 3 J2: RE %
LU 5517 R ) B S B L H R — BN E & £
TE IV BE S SR T R L S 2 1) 8K 2 30 R AL 1A 1 AR
P 3 % B o 24 4 BN B AR ME T T4 B AR 2 A 0L
5.3 DARPA 2000 %15 & i
BRI T 04 Trans 56 14 F1 Obs % [ (1)
R . A 5 X 1) IR BE I o A 1 02 A5 1A B A B 4
TP 45 T B — 25 B M. AR SR SE BRI TDS
BRI AL 7k i A RLHE. Lincoln 52 50 %
DARPA 2000 $tdi 5 27— A 4 > CEFMI
Do 26 Hh SR AR T i A5 B A L IR AL 36 Solaris BSM EHLAY
G HE. X LR B 48 Snort IDS fil USTAT
HLIDS 4b B A CH 5% 2 BAREE E T AT X
172.16.112.0/24,172.16.113.0/24,172.16.114.0/24
F1172.16.115.0/24 [l i &5 Snort IDS j= A iy 42 |
F 3 & % 4 & Mill (172.16. 115. 20) , Pascal
(172.16.112. 50) fil Locke(172.16.112. 10)iX 3 &



802 it "

Hl

AL
-

i 2009 4F

FHL. B FE T AR 2 DDoS Bt .
W dgsr 5 . 035 IP sweep, Sadmind ping.,
Break into Mill, Pascal #1 Locke, Install of DDoS
tools on Mill, Pascal }% Locke,Outbound DDoS. [
T 5 B Uliid A — 89 R . e 4 B DARPA
2000 %5 4 19 B g . X F [[] — 4> Signature ID A9 3
s WRAE — AL 0 I 1] P FATTIA S ™ A 1 jal
JEAETR] S R SR T 3R 2R R B i s Tl R A

0.415 0.2075 0.1886 0.1886
e |0-3290 0.3520 02117 0.1038|
0.2307 0.123 0.3692 0.2769
0.3541 0.2083 0.3958 0.4166
0.1694 0.1525 0.1525 0.096 0.0621
0.1925 0.0888 0.1111 0.1555 0. 1851
0= 10,1733 0.0066 0.04 0.12  0.0866
0.0134 0.0134 0.1140 0.0671 0. 0402

i H O DARPA A5 % DL A 38 A0 ¢ EALGE
BN ZE R B 750 T A R S St R
i 5. AT DA B TR R 9 45 5L A AR DR XU 1% T Bk
HIHSAR A, B0 threar (6K 7 BB AU A 18
AL IRF] 8 A 3 A RER I3 A threat 2y 3 1B,
L bt 1) i 0 IO 4% 3 1 BRI B e B 3
A BB BE ) B0 R ok T3 B AL, Bt it
threat {H &, HER I & BT 5 KU 10 250k

336

0 1 2 3 4

5 6 7 8 9 10
JAH
) RE

B 7 Bk iy U o A

50

45

40

i 35
<~ 30
&2
= 20

15

10

)

Ooo SO DFHHFINOD IO HWOID OO b~
D= NO© OO0 ANOF OO OO 0
Nalws T TN NS N TN T g g
AN O A A N ANM M AN — N —
ﬁﬁﬁﬁﬁﬁﬁﬁ «:;'—iv—<v—<y—4v—<v—'v—”—<v—<v—<—<
RN R Ry B L=ty Bl i R S S =1
o 5 00 G nj O O SO S SO S —~
N AT OO IS ST S T T T
[ S o ol oS I S aN ol o\ aN BN EoN BaN JaN laN B Sl aN B S
— — [~ =D~ — O~ — O~ 0~ [~0= 0~ 0~ 0~ — 0~ —~

—_ o~ e e —
P P 2% AL

R R JE I B BE D 2 R T R A
TR B A W 4 1 R AR R RS
TCHERLT I8 s A S HAR B E N

Wtk 0.7, 0.1, 0.1, 0. 1;

Rt 1, 15, 30, 50.

FH 29 2% RS 5 38 R0 I 2545 21 (9 38 B BE R
0.97 i Trans 1 Obs 40 [ ( 5 3R /NS S DU Ar)
/(1]

0.0677 0.0677 0.0056 0.0508 0.1751
0.0222 0.1111 0.0666 0.0074 0.0592
0.1666  0.16 0. 04 0.16  0.04666 |
0.0939 0.1476 0.1006 0.2013  0.208

[EREREER S AR Sl E T 236
(18 T2 WL 24 XU {8, R DA A 7 3 o s
FH4& 2 T DDoS Tools 1 3 & E LR E B 2 & T
HAth =ML A% T 1P sk Ay 172, 16. 115. 20 Ay &=
AL ML XS B i 22 Ak fn 18] 8 A A5 s IXURS: B 2 1
Tt B TG WA B B — E A T A RUIR
5. [ 8 & W AR STy 2 E Al S T R 4% Y KL

6 REETMARFEIIE

SIS Al I 4% 28 4 XU T A O vk A T 45 4 B AR
AL T 5 Ty T AT DAJ7 i s MRS R B
A AR R T S I R T Rk AR S R T HMM
(7 AT T SRR RO s B AR T 32 1k 0 66 P
JE Rl S8R T — Fhn] FE 1 3 B AP O
W 7 — i A Y Bk A XURS: 5 AR il R B 7
WS A b R B B B B AN A AL AT LS 31 % 3

50

am 451
3 40t

f

A

NS

— Do Do
Ul o Ul o Ul
—

—_
o Ul o a
T S —

172.16.115.2019

22:51:36 23:08:07  23:33:10
T B (7]

22:10:00

8 DARPA 2000 {5 v 4 I 2% U {153 A1
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i 7 2R A G I 1 B B HE P T LR AR IDS
8 TR AR A B B3O TG SR Bl 9 53 L IR R — 2
] LA 250t R R0k R AT A8 ORI A I T LA
IDS 2 48 B4 B RV #1380 U 7 A7F 5 oh e B R
A B 5 TR 0 I RE 6 X T o A XU BS: 1 47 7 35X
PR+ 3 7 14 XIS il 38 0 2 o mT AT S ] 22 4
DRI AL T i R DRI TR — 2 1 T AR A
N7 A3 FH 1 AU Fi 3 AL 00 72 ) o 7 552 B B2 3% I
2 AT I 2 B — A>T U I 7 i B
Ja AR SO T 19 285 2 4 URE 1) 3 2 T4 AN EHLX
S AT 3 B 3 A Al TR AL T 0 265 19 552 P i 20 L AR
20 W) 285 A ) 2 ML T XU SRR R A — R .
S5 JCHRLL6 Tt it 1 SCEML R 5™ 1 07 i
(EPRNEN i Bu P RIS TN SIS ¢ 7] o MR ey
SEIPEAL A EER. 53 A SCRRL 12 T A5 1 9 2% v
BURUR: 25 B AR SC I A [ R, 4 SR 14525 1B A7 7 1 19 2%
ZIAME AL 5 AR BN Windows 3 f5 1T 56 2 . fili /9 £ X
I8 FL AR L 5 BN A2 2R 1 0 HE B BT LA A TR
MU BREAE T — 2 TARh BEAT IR AT,

2 % X #
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Background

If you can’t quantify something, you can’t control it.
The same is network security risk. So, Security assessment
of a network is the key to improving the security level of the
network. There are many methods to quantify the network
security risk, but they also have many faults. The Hidden
Markov Model based method, result of lately research, is re-
al time, dynamically and timely, but it is also complex to
configure and it tends to acquire errors. These faults are re-
solved in an optimized method presented in this paper. The
optimized method improves the accuracy and simplifies the
configuration with automatically calculate matrixes in HMM.
It presents the way to define the threat of an attack and uses

the genetic algorithm to generate the HMM status transfor-

mation matrix and observation matrix automatically. The
most important innovation is that it defines risk description
rules as the genetic algorithm optimization target. The risk
description rule provides a formal method to characterize the
network security risk, and the rule base can be used as the
test criterion for other risk assessment methods. Several ex-
periments are provided in the paper to verify the effect of this
method. The work is supported in part by the National Natu-
ral Science Foundation of China under grant No. 60573120,
“The P2P Network Key Security Problems Research”. This

paper is to resolve the problem in the project that whether a

network is security and its security risk level.



