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ProSPer: A Proactive Event Monitor for General Purposes
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National University of Defense Technology ., Changsha 410073)

Abstract  Network security monitor of large scale demands dynamic, continuous evaluation of
security situation, proactive protection against approaching network risks. If the authors model
security monitors as continuous Event Monitor Systems, that is to say, to correlate multiple e-
vents in complex temporal relationship and attribute logic relationship to richer semantic, more
abstract complex event in security domain. Much works has studied to design complex event de-
tection model but they lack the proactive capability to monitor event. Based on the assumption
that temporal relationship does not improve the predictive ability of event monitor, the authors
design a proactive event monitor system ProSPer for application domains like situation evaluation
for network security and present a fast top-k based algorithm to detect complex events. Current
event detection techniques require the fully read of relevant records, while the new method only

needs partial read, thus this proactive capability is desirous.
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1. OwnerListByStage olbs=
getOwnerListByStage(tw, MAX_PECOUNT—1)

2. TopList topList=new TopList(kValue,
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3. initializeTopList(elbs,topList) 6. FOR n=0 to peTypes.size()
4. float threshold=topList.getThreshold() 7. htl. insert (((StageTypeList) peTypes.get(n)).get-
5. Coordinates co=topList.getNextFetchltem() PEType(), ((StageTypelist) peTypes. get(n)).
6. float nextHigh=co.getHighValue() getCachedRowAt(0).getProbability())
7. WHILE ((nextHigh™> = threshold) &.&. 8. ELSE typelndicator+

(!topList.isFinished()))
8. processAccordingToCo(co,elbs, topList,
timeWindow. getTypeList())
9. co=topList. getNextFetchltem()
10. threshold=topList.getThreshold ()
11. nextHigh=co.getHighValue()
12. ENDWHILE
13. randomPhase(topList,elbs)
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1. FOR i=0 to olbs.getOwnerListSize()

2. FOR j=0 to olbs.getNumberOfStages()

3.  pelype = olbs. getOwnerStagel.ist (7). getInverted-

ListsOfStage(j)
4. HighTypeList htl=new HighTypeList()

float highValueForOwnerStage=0f
5. //¥1E High Value List, #5370 %05 69 51 %

9. WHILE ((htl. getPointer () ! = null) & & (rimes <<
j+2)
. highValueForOwnerStage+ = htl. getPointer (). getH-
ighValue()
times+ 4+ ; htl.stepForward()
ENDWHILE
htl.resetPointer()
[/ EEMEIIRR G EHAT 0 E, 48 hvl £
=V R R S X
. IF(getCachedlmpRowSets(j).size()>0)
16.
17.

11.
12.
13.
14.

topList. insertByParas(++)
highValueForOwnerStage+ =
getCachedlmpRow(j,0).getImportance()
[/ A TR FE BN R B R AT R AR AL,
15 L 51 #5241 4318 e T HE B
FOR n=0 to peTypes. size()
IF (((StageTypelist) peTypes. get (n)). getNum-
berOfCachedRows()>0)

ceid=---

18.

19.
20.

21.
22.

; probability=-++; peid=---

topList.insertByParas(ceid,j+2,
olbs.getOwnerStageList (7). getEventObject (),
probability, peid, htl, getCachedImpRow (7, 0).
getlmportance() )

ENDIF

ENDFOR

topList. setlndicator (i, j,

Stage)

23.
24.
25. highValueForOwner-
26.
27.
28.
29.

IF (typelndicator<peTypes.size())
topList.setFetchDepth(z,5,0)

ELSE topList.addOneToFinishedCount()
ENDFOR

30. ENDFOR
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# 3 RandomPhase
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1. AfirstFilter(topList)

2. ReviewedCEMap rem=new ReviewedCEMap()

// Vil ) 52 A FE A cache
3. ReviewedImpMap rim=new ReviewedImpMap()
// B cache
4. ReviewedProbMap rpm= new ReviewedProbMap()
//#EF cache

/%1

l

SortedList tkl=new SortedList()
SortedList bsl=new SortedList()
ComplexEventInstancelncomplete ceii

FOR i=0 to topList. getK()

© 0 N O

10. ceii=topList.removeFirst()
11. IF(ceiil =nulD //Vjlald 02 A F A4
12, //% g
13, // % 24k
14. topList. insert (new SortedObject ( ceii, ceil. getCur-
rentScore()))
15. ENDIF
16. ELSE //R il i & H 1
17. String exp=rs.getString("expression")
18. rem.insertMapping(ceid, exp)
19. // B HFEERE PG S0k H W T S
AL G G IR 2 TR i 5 40 B AR R
HEMEER IRk
20. ENDFOR
21. //% 2%
22. float kthScore=tkl.getKthScore(k)
23. WHILE(tl.getSize() >0)
24. ceii=tl.removeFirst()
25. bsl.insert(new SortedObject(ceii, ceii.getBestScore() )
26. ENDWHILE
27. WHILE((bsl.getSize() >0) & &
(bsl.getlargestScore() >kthScore))
28. ceii=bsl.removeFirst()
29, J/RTHAEERTH 2, 20
30, -
31. ENDWHILE
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Background

Events play an important role in many computer sys-
tems. Network security events are obstacles to Internet de-
velopment. The trend that organizations are linking system
security monitoring efforts closely to real-time processes
makes research and industrial community increasingly focus
on the Event Stream Processing (ESP) and proactive net-
work monitoring connection. Due to high speed arrival rate of
events and vast volume of registered complex event queries,
memory consumption and incremental event query evaluation
demand a comprehensive dedicate ESP framework with secur-
ity event detection in proactive, low-latency and high scal-
ability. Much works have been studied to design complex
event detection model but lack proactive capability to monitor
events.

Inspired by web information retrieval, and the recent re-
search conclusion that the order of primitive events does not
add prediction power to the detection algorithms, the authors
present a proactive ESP monitor ProSPer (Proactive Stream
Processor). Effective complex event detection is conducted
on events arrival in time window. By incorporating statistics
probability of events, every primitive event instances in a
stream can affect the probability of current or forthcoming
occurrence of a complex event. Due to the high volume of
events and event expressions available respectively in the

stream, they only consider the most probable occurring
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events according to some kind of indicator of uncertainty,
that is the top-# monotone aggregation function they de-
signed. Current event detection techniques require the fully
read of relevant records, while the method only needs partial
read, thus this proactive capability is desirous. Because event
instances in time window are terms to query complex events.,
the top-k detection for ESP is multi-dimensional. The au-
thors solve this by building inverted index lists in the data-
base, access them on-demand during detection. To minimize
costs for sorted and random accesses in top-k detection and
improve processing efficiency, they re-use the smaller time
window of detection. The authors justify performance by ex-
periment results.

The method focuses on efficient event detection, and as
for further performance improvement, the authors need to
improve data structure in memory and the detection algo-
rithm. Also, to detect complex event with more predictive
power and effectiveness, they need to consider more factors
into the top-% detection, like the probability effects caused by
order of primitive events.
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