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Abstract A formal method for compliant test of Trusted Cryptography Module (TCM) is pro-
posed in this paper, which uses EFSM and testing vectors to build the formal model of TCM’s
standard. Since the modeling method presents the arithmetic for getting the dependency graph of
the TCM’s commands, the process of building EFSM and the way of getting testing vectors, the
test case set can be built effectively. Through the experiments using the new method to do the
compliant test of TCM and contrast to other related works, the results show that the proposed

method in this paper is more effective in getting test cases and can bring better fault inspection rate.
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With the development of trusted computing, the test and
evaluation for trusted computing platform becomes more and
more important recently. The Trusted Cryptography Module
(TCM), which is specified and made by China, acts as root
of trust and is the basis for all trusted computing services and
applications. Hence, the testing and evaluating for TCM is
one of the most important researches in trusted computing.
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Platform Module (TPM) by Ruhr-University Bochum and
the compliant test of TCM by Wuhan University present the
importance of compliant test to TPM\ TCM. However the
methods they use in compliant test are not effective and less
of persuasion. In this paper, the authors propose a formal
method for compliant test of TCM, which uses EFSM and
testing vectors to build the formal model of TCM’s standard.
Since the modeling method presents the arithmetic for getting
the dependency graph of the TCM’s commands, the process
of building EFSM and the way of getting testing vectors, the
test case set can be built effectively. Finally, the results of
the experiments show that the proposed method in this paper
is more effective in getting test cases and can bring better

fault inspection rate.



