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EM Frequency Domain Template Analysis on Cipher Chips
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Abstract A general countermeasures against time domain side channel attacks is to insert ran-
dom delays into the executing sequence of cipher algorithm, in which the interesting operations
will occur at different time in multi runs of the cipher. To break this countermeasures, this paper
analyzes the generation of the electromagnetic(EM) emissions of cipher chips and its dependence
with the data operated in chips, with the law of energy conservation, this paper finds out the fact
that the data dependence of the EM signals emissed from the cipher chips can remain when it is
transformed from time domain to frequency domain, and that the data dependence in frequency
domain signals will not be affected by inserting random delays into time domain signals. With this
property of the frequency domain signals, this paper presents a new EM frequency domain tem-
plate analysis. Experiments of EM frequency domain template analysis on a micro-controller
(AT89C52) implemented RC4 show that the genuine key of RC4 can still be recovered after inser-
ting random delays in source code, while template analysis in time domain is invalidation. Fur-
thermore, the time complexity of this new template analysis is no more than the analysis in time

domain.
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[£5 2000 — Erocsone |+ INIZ 25 1 Hi 2R Hp 26 B % K A9 20 A
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BEX 48 A BEBL I AE £ RC4 B30k 14 B0k 52 56 5
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Hit . S & State[ 256
for( i=0; <2565 i++)
Statel i |=1;
7=0;
for(i=0; i<{256; i+ +){
for(i=0; i<rand(O); i+-+)
nopO s //Hfi ABHLZ A~ 25 #i4E
j=j+Key[i]+ State[ i];
swa p(Stateli], Statel j1);
}
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