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Abstract  Trusted platform module is the core component of trusted computing platform, the
functional testing and validation is an important method to ensure the correctness and specifica-
tion compliance of the trusted platform module, but until now, there is no valid formal testing
and validation method, meanwhile the specification which is given by trusted computing group is
descriptive, it is not convenient for product development and testing. The paper firstly analyzes
the problem of the trusted platform module, and then gives the Z specification of TPM’s cryptog-
raphy system, based on this formal specification, gives the extended finite state machine model. Fi-

nally, the authors use the EFSM model for generating the test case and analyze the testing results.

Keywords  trusted computing platform; trusted platform module; compliance testing; formal
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In trusted computing platform proposed by TCG group,
the TPM is the core component the functional testing and
validation is an important method to ensure the correctness
and specification compliance of the trusted platform module,

but until now, there is no valid formal testing and validation

method, meanwhile the specification which is given by trus-
ted computing group is descriptive, it is not convenient for
product development and testing.

This paper firstly analyzes the problem of the trusted
platform module, and then gives the Z specification of TPM’
s cryptography system, based on this formal specification,
gives the extended finite state machine model. Finally, the
authors use the EFSM model for generating the test case and

analyze the testing results.



