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A Verification Method of Security Model Based on UML and Model Checking
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Abstract  As the development of security operating system, the formal analysis and verification
of the security models has been one of the hottest topics now. A new method to verify the cor-
rectness of security models is proposed in this paper based on the study of predecessors’ work,
which made use of the Unified Modeling LLanguage (UML) and model checking. This approach
first used the UML to specify the security model in the form of finite state machine diagrams and
the class diagrams, and then translated these UML diagrams to the input language of model
checkers. And it used the model checker to verify the model’s correctness or the violation of se-
curity properties for the last step. The authors demonstrate the violation of confidentiality of the
DBLP and SLCF model by the new approach.
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EX 1. ZRRAER M 2 — NGRS B 3l
HL(FSA) ,Zm M=V ,V,, L, T, F, C),Hr,

(DV EHRREES

Q) V, EWHREE SV, EV;

L E—THBREES;

DT BRRESTFBES . TS(VXLXV);

O F B2 REELSR . FSV;
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Kl 2 eREiT

R IR SR A Y A T A R L FRAT] T O UML R
AL L AL S BERLAS I 25 1 A e & FRATRA T
SCHRLT8 TRy P AT 3wk AR DR i i UML IR ZS HLIET Y
TG X MR R 2T UML vl 5 A i JEE
HAikgid b,

EX 2. REs .

fi3s kind, kind (s) € {init, final, simple,
composite, concurrent s junction, join, fork};

— A HENBIE entry(s) € Act;

— B HBE exit(s) € Act.
Hp,Act NAEEEG. M TIRE B kind(s) €
{init, junction, join, fork}, entry (s) = skip,
exit(s) =skip; B 5 RENE kind(s) € {composite,

conc'urrentI .

EX 3 REBRHWS.EGHH.S MRE
WA RES,ECS XS, AT substates(s) ={s €

S|GasHEEFRRBRE s W FIRE B4 E KdEss
TR R FR  HIH 2 T AR

(D) B substates (s) = I, W 4
{composite,concurrent) ;

(2) W kind (s) = concurrent , 4% F Vs €
substates(s) s 45 + substates(s)=>2,3F H kind (s') =
composite;

(3) I ¥ kind (s) = composite, HL 4 £{s €
substates(s) | kind (s') =initial ) <1.

kind (s) €

Wi 25
2 e

EX 4. HEREZR H=(S, E), ¥, H
TH e A5 BIRE source (1) € S; HFRIRS

target(s) €S; fih & A trigger (t) € Event (Event
NFMES b 5 R FIE o )5 57 LR B A
guard(t) € Exp(Exp Jy 5 XL A VKR )
YE ef fect (1) € Act B84 H Wi & THN 4R .

(1) kind (source(t))F~ final 31 H. kind (target (1))
“initial;

(2) R kind (source (1)) € {initial, fork} ,
2 target () ANZIRES

(3) W H kind Csource (t)) = initial, IR 4
container(target(t)) = container (source(t)) ;

(D) WS kind Ctarget (1)) =join, AL 4
AR 5

(5) W 5 kind Csource (t)) = composite, B 4
kind (container(source(t)))Fconcurrent ;

(6) W kind (target (1)) = com posite, AP A4
kind (container(source(t)))Fconcurrent;
(7)) W B kind (source (t)) € {initial, fork,
B4 guard(t) =true;
(&) B kind Ctarget (t)) = join, I 4
ef fect(t) =true;

(9 B kind Csoucre (t)) = initial, I 4
ef fect(t) =skip;

(10) S source(t) IR TS

source(t)

joiny

TR Atrigger(t) =,
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EX S CREPLH LA (H. D 45E . Ko
H=(S,E)RE)ZR. T M HITBHARES.IC
outgoings(s) = {tET| source(t) =s} yincomings(s) =
{t&€ T|target(t) =5}, source(M) = {source(t) |t €
M} target(M) = {target(t) |t € M} , 4 ¥ F Ve
T EW R T2

(D AN kind (1) =initial JJP AFoutgoings(s) =1;

(2) R kind (1) = junction, A Hincomings=1
H #outgoings(s)>1;

(3) W kind (1) = fork A4 & incomings =1
H #outgoings(s)>2;

) WMH kind (1) = fork, WL EHE s €S,
kind (s ) =concurrent ,f§15 targetsCoutgoings(s)) =
substates™ (') \ substates ('), A, WH t,.¢ €
outgoings(s) . fF 18 F 2 " € substatest (s') W B
{target(t) ,z‘argez‘(lf/);subsz‘ates+ (DY at=t".

(5) QI kind (1) = join, R LK BL(3) L (4) Hh
W) target ¥ i source coutgoing I il incoming
A J3 57

T (4) L (5) 5 N [F] — Ik 25 REHA
[FlIE A2 X fork 8L join B[R] —A 3 % B4
AR A ) 1E 22 XA
3.3 ReRMERHERKN

TR I 2 L T I AR Y B DLy 7R I E
ST s A A P A B ARG N g I T A R IR
F18 22 4 0 SR A R I 8 8 8 S T XL TR
TRUKG I 7 Iof 285 322 i 0 Oy T o < P I 2R 2 (LT
SRR 252 4 th T FATR 1@ A SPIN >k
WUEL R B L RATR M T LTL k4 ik % 4

FATLAL S P ). HLEE PR H AR 2R 7B 1k
AE AT A K e L 3E 200 1 15 5 5% 25 IR 25 28]
F A AR P 2SR AT AT e e 55 20 1] AR 5 Y
o AR ERAS AR B, X P WA 4 T s E AR L E
& — MO UL, %A RIS AR B TR ) &2 W
FOETEAR AT AF AR 5 7 1A (8] 4% 33, Be0 38 JOF A 72
I AT G, AL M R LTL R
.

EX 6. FEX

readlike; OX S—{True,False}, ¥ ¥ F & s 2
LA R DT ) 2 o 2R 2, ISR ] True; 5
-k False;

writelike; OX S—{True,False} , Il F Ik s &
LA R GHAE VT 2K o, 2R 2, WER [] Trues £

WA False;

0 s HAEAE BAK, OC) Fm 4K s Frifia) i
AR IE B level. (o) KR BN o 2 i 2 42 BUEAR
TS| % 3 N

— 0150, € OCs) « (readlike(o,)—
Owritelike(0,)) N level, (0,) <level (0,) s
RIS SevF i B AR s Jo i3 i 2 Sy 2 17 1] 1R 45 2
RS AR

T AT LA AN % 4 SR g A A DBLPYY
SLCE Sy i, o 3 W ey 1) T UML Fin 452 78 A5 i)
i R 0 TIE 222 4 SR AR A ) TE A

4 FAANKHE BLP #EEHH IS I

BLP 5 R Sy 222 4 5 W A58 AU 11 B A1 75 S W) 4
I AT A B R AL N T RE R T A £
PRS2 AR AR PR AT SR AE S b & Bl T - )&
() B i 3k ™, BLP A5 8 JG 25 4 38 52 PR v 1Y % 4 R
S8 AR L BRI AL R G AU F B B 2 U AT
DL ARG R B R R SRS
AE] L R TR R R R A S bR AT . AT 7E
BLP H AT Al {5 A M k& IR 80T 2 07 elcadk LA
P2 1R H S I DBLP F1 SLCF U2 5 v i) 19 o
4.1 DBLP ByI8iF

DBLP #5815 AT 8l 245 I H U5 25 0 1 L
M5 AN R 2R EARD & T TIPC 15
(AR T 25 B AT ks A2 1 A 722 i R FR A 2 A 5
N B AR AEE 5 B 80 IPC Xf 2453 85 8 A
KB HL A BL A
4.1.1 DBLP faj4v

$& it DBLP 1) H B 7E T 38 5 35 i 3 25 o & 3k
AT FE R OB 0 Ok 2 15 T 4 BLP A5 7Y (1 52
FHTE. DBLP # 81 5% A1 1 BLP 881 & 45 & 7
P A E s T ER R BUR R AR L. 7E DBLP &
G 3 MBURBARE [ (FR B KRB %)
NI E UL a_min, Fl i K AT BBURH v _max,
M &R A e RURB AR L_min, Tl I /MU
PR L _max,.

DBLP #8151 2% K 2 9% 14 43 5
el single(o) Fll multiCo). B BRIV 5 F IR A
JETAF EARILF VTR AT 4 2 B RAUR PTG F
PR ys R R 6 4. JE vl 45 R 0] L[] L_min, (o) #
L_maz, (o) %K, HEHE T {7 £ R 0HZ & 1R 1
(B A5 PR 12 5 AR 2 4 0 1L 1 — > 2 4 i o B W)
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DBLP #5071 4 3 LA S H 28 48 R 2453 #% 0 00 35 0, S s,
ﬁ[ZijzlijCﬁﬁ’EPﬁ State

4.1.2 DBLP g UML ik

H e B S Ak, AT IS T LAY 4 9%
RN FL L BAE DBLP L), o 718 Tk,
AT R B AE B BN (1,2,3,4 ), HURRE B 4% 1
PR T BB GR 4 % B e L AR R, TR
JEGL 1 WX R AR AL A5 . JE T A5 E 4K s 90 45 B 3
A AR BRI 2R R AR

R4 3. 1 & R AR 1) UML KRk,

(1) F /N5 U a_min, Al R AT B2
R v_max,;

(2) B Mg K/ NMBUBFAREL _min, ML _max, ;

(3) B G i UK R AR % Level..

BT 2 AL s 352/ 5 2o (9 2 AR 0 2 1 BUR SR, 6
TGO A H read_level ;write_level 107 2. 5634
1) &GRS S MR 1) UML2E B i 4 a0 103

®

done

Invalid

Y
idle

®

Invalid|

/~state.ReqRead

>

>

[else]

A

[else]

—w /~state.ReqWrite
>

—sub_a_min
—sub_v_max
—obj_min
—obj_max
—obj_current
—read_level 1 1
—write_level

—tmp

<< signal>>+ReqWrite()
<<_signal>>+ReqRead ()

K 3 DBLP #% UML #fi ik 1y 25 &

Horp RGURE BB omp i A2 B, T 32 #
R Z A5 S ReqWrite,ReqRead “Jy F- 44 [a] 1 £
PLA &k W3S K PRI P MES
Invalid/veri fied 3 75 F K #4915 18] H1 3§ B 5 & 8¢
.

FPFEE LA RS LR AN & 4 R, R 2R ER 40 2
Xof B2 I L 5 b2 A3 TR USRI Y )
SE. 1 BN i DBLP (¥ 3 Z53 A8 ML s , R A
MRS e 1) ~F TR AT

+state +ad
AccessDeterm

InvalidWrite

[~state.sub_v_max< = "state.obj_max
||(~state.sub_a_min< ="state.obj_max
.. “state.obj_max< ="state.sub_v_max) ]

InvalidRead |«

verified

[(sub.min_level<~=o0bj_min &.&. sub.max_level >=o0bj_min)
[|Cobj_min<-=sub.min_level )]
[

A4

»|AccessPermitted

P4 5 Il 5 ) AR AL RS HLIE

RGERET R REHLE K 5 Fros. B 5
K 2 RGRBITHHEAE K UML HAR S8, 7 %
TE R 2 b i SelectOby FARZASHLIEL HH 1 2
Ny ERBEDL I ) — A R AR 34T U5 ) BELAE K
EARM) L_min, s L_max, VA level,.
4.2 SLCF By iiE

SLCF 7£ BLP B8y B fil b 4805 anF ek

(1) Br EARA M ASPRIC R EC £ f AN e R
FAREEI T 4 DFRIC B Sas fos furs L) BEAT
I3 AR AE — A AR ) A= i A N TR A B B BRI
AW =N SN E T =R AT N s =B SN OB & Y R TR
i R B SR bR ag s FH T sk EAR A U5 IR T R

(2) BRI T —DARic kAL S fAR KK
i f BeEE R 5 TR A E B (— R — AT
HO TR G B O BRSO E BD.

SLCF 7 5 it I 27 5 K 32 1A b 0 40 46 1 &k
fu=fu=LOWCRGE M F/NRICED s fu = fu
HIGH (RS i KR icfED . 2R J5 i A & mvilal
a5 ) R 0] 5 B 2 2% 4 4

B T F1 DBLP 58 fg £ 22 22 5 76 T & R 1
P 10 1A AR [ 42 o B 00, P o Ay 32k T AV P
R EE DBLP ()5 ¥ Kk H UML ik 1) 28
P Y R GEARZS AR B DL R AR ZS AL IR P AT A% R )
(S T4 4 AR 4l SLCF AR i 8 46 B Al SLCF (1
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‘/‘ad.donc

~ad.Invalid

Y

ReadVerification|«

[obj_min> *sub _a_min]  [else]

~ad.verified / ReqRead

<>_

Y

( ResetMax \]

SelectObj
—> o o

AccessDenied

A

tﬂ)\/sub_a_mm: ob]_mﬂ

v

~
ReadVerified l—

( WriteVerified

N /read_level=obj_current

/

~ad.Invalid

%i—)\/ write_level —obj_currerﬂ\
A

r [else]

~
( ResetMin [obj qu/sub%\ ~ad.verified ( \
< — —— = < acvenne WriteVerification [«

/ReqWrite

1E N\ /sub_v_max=o0bj_max]
J

N

P 5 A H A X A ) RS L

Uy ) 42 LU 3 228 SCHRL21 ], 78 A PR
4.3 REFRBHER

XAPIAS BLP [y e AR 55 78 42 = BLP % 52
FHE S 3X — AN 24 kT A 400 R A AL M D )
(g 2 il b, o B, DBLP B 24 3 A2 %€ SC 6 4 ik /9 AL
R R . AR 56 Uk b A AR AL AR SPIN
PRAET assertion Wi F K #iiR LTL A= B X 6 A
assertion Wi & iR UNF .

assertion {

G (state. read_level >>state. write_level) ;

}
Hr,G oy LTL 55, £oR“ i A A RIRE”.
5 XWHERSW

FRATXT A SCHE IR W T 3k 24T T C 0. B g R
UML 34 1) — 35k, UML 35 F AR A 1.5 iR,
UML #5545 7 B3 3 T 5Ok A Hugo/RTHY, A
0.42. SLE A5 R iR T

5.1 DBLP

FATE S 4.2 95 Frs ) DBLP #£iA81F) UML
ik JH argoUML 2x . % J& #| Hugo/RT X &8 /3
UML JBE 3 Fi 43 A R ARG 7 28 F Lo AT B ik
LA JE v, B LA 2 8 Hugo/RT # UML i 7Y
el UTE % i b ) AURS. 355 . 78 UTE X
A 4.3 5 Y assertion Wi F. 5 4 2. A
Hugo/RT ¥ i A T Wr 5 1 UTE 3¢ % % ly
PROMELA i 5 3CHF. B Ja - A A SPIN A5 7Y 45 i
R AL EAT B E.

SEBG A5 R R BIRY IF ORI R AR assertion
Wi . A2 U DBLP B SE A7 AR SOE 6 1 A2

warning: never claim+ accept labels requires —a flag

to fully verify

hint: this search is more efficient if pan.c is compiled

—DSAFETY

pan: claim violated! (at depth 492)

pan: wrote dblp. spin. trail

(Spin Version 5. 1.3 —— 11 December 2007)
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Warning: Search not completed

Full statespace search for:
never claim +
assertion violations— (if within scope of claim)
acceptance cycles— (not selected)
invalid end states— (disabled by never claim)
State-vector 128 byte, depth reached 551, errors; 1
390 states. stored
211 states, matched
601 transitions (= stored+matched)
590 atomic steps

hash conflicts; 0 (resolved)

2.501 memory usage (Mbyte)

pan: elapsed time 0. 01 seconds

H4E SPIN 15 211 trail 3OO, FATH A & 1% i3
AR

MNP EWH AN 4 REFEIHERT UK
a_min,=wv_max, =4 FAEATE FM s ESE L 6 B
J& TR R AT AR

(D s e R AR (L _min, =2, L_max, =
4, level, (o) =3}, M H ALK LA N {a_min, =2,
v_max,=4};

(2)s REJ M ZEAE{L_min,=2,L_max, =2,
level (0) =2}, T I a_min, (s)<L_max, (o)<
v_max,(s), RS . 1 FIRBURGLAE K {a_min, =2,
v_max,=4).

SR, A 3 o AR A 32 A e BRI T SRR
3 ARG R E X BUSRS R 2 MEIKRS
UNZERS Y AR EIEWINCT $ A nE 1R R 0N e
WK 7 L6 iy AL M L k2 B
DBLP - A 1t i AL 25 P J52 U] o AT 52 36 3iF B 1 F A7)
P 0 7 T A R S B XS SR 22 A R 2
—H.

5.2 SLCF

[ A% SLCE o 8 & BE AN W6 /2 4. 3 95 /) % 42
i oK. AL SPIN /9 trail SCPFFRATT AT LA 36 ) 40 F
1) 3% S B AR -

@) E‘EMK N ﬁﬁ*ﬂﬁﬁ fL (s) =4, fih (s) =1,
o () =43 REETi R 24 f, (1D =4} il 4ls SLCF
LI s BURHAE 5

(D EE s RBUREER S, (2 =2}, Tk
B fo (D= f,=f.C) B AR VR DT R BUR
PR S (D=2, [, (s)=2}.

AR X AE AR AE I T R U R R R fE R

oD =D [ RBURE F RS, (2) =2 g, 2
AN R WL PR ZEOR Y. 2 52 b SLCF (19 15 1] 000 %
B0 E ARG S0 (OBEATHY T H T £ IR
b9 2 G B ARG, LOW L JCiE s 22 il XA fif 25 4%
(% R AT BE AR AR . 2 )5 B R U5 TR SR SR BT
AT X E AR S IR Y.

6 /N =

ASSCAE AN TAR B Al 2 B4R T — Bl 5T
UML A5 AG I ) 22 4= 3 s 54 TR0 36 i Ty . A 3C
(Y B TTERAE T« 1 UORE 22 2 SR BB ] UML 2k
P RLIR ZS B P 5 BT BRARZS A S pLEE T, 3 A
THORE UML i 38 % Al g 5 B 4G 00 4% 1) i A3
1 T A N 8 6 AT 2 4 G W TR ) E R . A SC R
FEA 34k TR i Bl 22 4 A R A T A 1 56 . ek
DA Gt 2 A KRB I Ty 3 M B E A SR AUAE B
(1 3 o R L DA R B 0 A T A

SCH g I AL ) UML @5 AR T
SRRy BRI Y 2 A Jm . BB IR B — 1 L R k.
Xt F DBLP, i @75 5 B i R 5% R AT 5
TS RE X 22 A W TR Y AL 5 P AT K B 7 S PR
F AT LA JEOR 2 A 155 Bk s M i R GOR B IE R
PR ] — IE A 5 5 RS AN TR 18 RS WL R
W AT RIE. A5 K — B R R R L 2IRE TS
i ARy 3L B Al ) 22 4 RS ST B R Y U 15 L O
TE B FE Al b 2% 7 95 XA () 22 4 SRS AT L % AN
[7] o 36 k2 4 Je 1V 14 A A o T A

2 % x #
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Since the UML is nowadays widely used in software de-
velopment and it does not require complicated foundations of
mathematics, the UML representation of security model has
been adopted in the design and development of software for
years. However, the verification of such “UMLized” security
policy model is still employing Alloy or USE, which is a

lightweight formal tool with poor function and can not deal

with the temporal properties and workflow of state ma-
chines.

In this paper, the authors introduce model checking to
the verification of UML representation of security policy
model and propose a new method of representing the security
model by UML. The approach uses UML class diagrams and
state machine diagrams to specify both the static and dynamic
properties of security model fully and then translates these
diagrams into model checkers” input language in order to em-
ploy model checkers” power of formal verification. At last,
The authors demonstrate our approach’s validity by verifying

the confidentiality property of DBLP security model.



