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Abstract  Statistical tests are playing very important part in the security evaluation on block ci-
phers, which have been applied by many cryptographic standard organizations in the evaluation
process. In this paper, an effective and practical statistical test is proposed, which takes block size
as the statistics unit. In the test, one state byte of a block is taken all possible values while other
bytes are fixed, and after cryptographic transformation 256 output values are applied XOR (exclu-
sive-or) operation. By testing whether every output bit of XORed value is 0 with probability 1/2,
the randomness of block ciphers can be judged. The method can also somewhat reflect the resist-
ance ability of a block cipher to integral attack. Meanwhile, based on the generalized integral at-
tack, a more generalized statistical test is proposed on the basis of the given method. Moreover,
the proposed statistical test is applied on Rijndael, Camellia and SMS4 algorithm, and good sta-

tistical property begins to behave respectively after 4 round, 5 round and 7 round operation.

Keywords statistical test; block cipher; security evaluation; integral attack

S B R RAT R B T R AR T R 1 S B
S R LR TS L £ FS B R L 20U b A A
B G 2 W L 0 2 R 2 e 0 A R
Oy 4L R BUACE IS P ) — AN EM S RV P HE Tk = AR A T A A T

1 5]

|13

Wk H 11 :2008-12-02 5 fie Z4& BURS IS 3 H 1 : 2009-02-20. A< IR 8A5 3 B 58 [ SR B 2% 36 42 (60603013) (B K\ =" H AR B 58 & R 11 %l
5 H 3 4x (2007 AA01Z470,2008 AA01ZALT) FIIL 5UTH [ SR BH 24 3£ 45 (4072026) W Bh. BR 4. %0, 1976 4R W BIBFSE 51 BP0y
[ g 45 24 A )8 % 4. E-mail: chenhua@is. iscas. ac. cn. & E, ¥ ,1965 4£4 A58 b1 . 1 4B S 00, & B HF 5 40080 B2 515 B %
S SEMEL, 40,1978 AR T BF AT AR L B OT B L BT O 1) S it S5 B R 4



596 it "

Hl

AL
-

i 2009 4F

A I R L A A MR B RIE
ML Al b, A B 8 e R, 78 5 41 % 1 1 % 4
PEVEAL o, B o BT & P B AR e T
LK W7 5 % BE A5 SR P B 1Y 4 R AT BE Y % 1 Ik
. B ETC A AE KR 0 B 2y My vk W 4
MR 43 BT 5 15 22 4% 4y BT 7 ik ML R BB e b O
TR XS T T R I S Ao R A A H AR R A%
S 7 AT LA Y D 4 DR X A — il
SR AT ARSI i AR 2 L R TR T
Gakii

B T B A3 T LAAE » B8 AR I A 43 20 % 4 42
PR M R P R R RS EEEH. 5% My
HEAR LG ST TR LA B 2 (R B e G T A 78 3
TR EE 18 20 o5, R GV 22 28 1 s o 4 21 43 23 1 ) 2
1t B0 )RS U A g TP Al 3 R o 1) T A O S e
15 56 T 43 21 2 A5 1) 8 1 AG 0y 125 38 B0 K 40 4 %%
TR S — A~ PR B AL 400 2 28 0 A7 A6 00 S B0 A T 4 4
T AN B AL R R AP AR, BETE B T L
A% b B ML AR B L ARG T | B T A G
T LN G T A T e AR 4 A T U LA A
T D Je S MR ST AR G A DL A AES 1
PERERL R p L BV PEAG AL e 1 16 Al Bl BIL 1 A5 0 5
T 6 e i 1 B AL RE R AT T SR TG AT
o] — A~ R 30 A AL A ARG I 14 B T 2 g IR
B UL LASD I8 — 2 GE 4 T O 3 0 5 L T Y
Or A B B R AR AT O L 0 B SO A A |
BHS i AG I L B SO ST AT O S A L
AR PG I S ST

ARSCEEH T — AR SR s B R AR
RGN . G R 5 vk DA K B
BT B K — A 43 AL R — 2T B T A A T
Hg Oy e AR St B AR f5 K 256 A4
(ECEAT S B 3 2o A 0 i S SR B — 7y 0(BR D
(AR 5 R 1/2 o ) B oy 2 %5 1 2 5 Bl AL 1% 5%
TR0 7 9 38 AT LA — 5 L S e i R 0 4 2 %
B St B BB . R GE T I ik FRATT X
RN LA AN TR B R A R ) AT o A B RS SR AT T
Gt br . A4 B2 Rijndael 535 Camellia 57
VRN SMSA BL©L K g5 R R L X 3 R RE A
IS 4 58 55 5 5 FEE 7T RIT IR 2B M RIF1I 5
TERE. 5 UG IR R ST 4 B A Tk O vk FRAT
FEC A J7 i 3wl b8 TS — B ST A
k.

2 BxAA

—> n AT R AT AR R f (20 Fi—>F,
WA n JCA JR BRI A B 27 3 T AT
€ Fy I 27 A SO R e IR 1. P
X F—AFEHLE I 7 TTAT R BREL . P(f () =1) =

%. ANHEIERH S35 X B A i AT S 0 S

2" —1

HE 1 BRER % R —. 2 0(f(2)) = @ £,

o=

PO =1) :%.

F(x) :Fi—>F ) FRm—AZ 5 0 1 R R4,
TR — 1 (nam) A JREREL. F (o) W] Fom hE 41
REREMA S B FCo)=[f (x)s fo (2)y ey
Fu (L B F— AL F(o), f ()
(A<: < m) W 2 M P 0 I+ 5 M 5 5. B D

P(8(f,-(.r)):1):%.

NF F(): Fy—>Fy,CEFy, 1<i <ip<
=n 1= <jor<j,o=mn, (i sirad) () (s
Jortsdu ) =8 XGrer.i iy ipy ()  FL > FL
2 Grerii vy () =[g1(x) s g2 () s+ g, (1) ],
g A<I<m)N n LA I/REE. H g ()=
Fi(Ca, vy v, ) =Co (g vy oo
FEX IR oo,y () 2 F () BT AE BREL.
IR T —ADBEHLE I F ()2 Grer.a, iy (o) [A]
FEdJEBEALE. BT L g, (o) BE ML I H AR 530 57 . i

P(S(g/(x)):l):%.

DL SO0 IS T B A SETH A Jy vk 2
TIEA B S R TR B 4 — T R R
BRI 10 ], B AE i Tt A 48 1A D e 2

RBLER & 2 — D B R BE AL 2 L T RE Y
WAE N 21y s oo T KB AR

H,:P{é=x;}=p;» i=1,2,,1.

AR 2 REARTS B n D FEAS K L B A
AR KA 45 A [a) 0 SR 5 A7 2 AL B B S an o 1 B
71 BRI O A 36

,x, )=x).
]H*I

@ Marsaglia G. DIEHARD statistical Tests. http://sta. fsu.
edu/~geo/diahard. html

@ MEREAEGEMHIAE. JORRR R R A SMSL %
& . http: //www. oscca. gov. cn/UpFile/200621016-
423197990, pdf



414 73

A — G T 0 2 B BB R e T AR T i 597

R 1 BERHFHEIBR

3 R
T n
Ly ny
X3 ng
x n;

[
Hd,n,>0, i:l,Z,-",Zgﬂznizn.
i=1
A1 Ho b E 0] & MR o0 A dn 3% 2 Fiw.
T2 HEXRPEIHE

: W
x a4
k) b2
X3 bs
X )2

AR T 24 FE KR A (6= )
BRI B p 9 BOLAR D TR
T LR i S B 28 S 1 — A e i

s (G /m)—p)P N (= np)?

X“:; Di ’ :g ”Pip
Hor A0 BR R 2B o 4B XA G0 T R S AR
B0, 5B AU np, 85 227 J5 WY INBURI. & R B
TREARSZIALITEL n, Gi=1,2, k) 5B 415 5K
np(i=1,2, k) Z [0 2 5 0 K/ FRIXA G 1T i
BRI X BT Y H Ol B X e v i
/N LA ISR B R G0 T 14 R SR Ao R A B
A B A BE H B9 IE R VTR 48 4252 H, . Bt
4R Ho MR 48500 X° > A, A [ i 8 4K 1
IR DX GETT 8 1 S0 A 1T RS A A e LR A5 B2
IR T B — AR . AN € AT A
MRS Ho Sk B G058 A% BR 43 A 2 ) el
JER k—r—1 () 43 Forb ok S ILBRA E - oH
Gl R RSB

’

3 —MEM SN

3.1 WA ERER

FATFIIE AR OLT o H B R S bR b
— W& Gy A R BRI B — DX R — A ()
IR KL, TE% 50 R PERT S s B AT DA ROR
Fi(x): Fy—Fy X T — A4 20 5 241 % 15 0k 3t
F () Wiz — N FE LAY (s ) A R R B TR G, 457
FRAT T 2 WY ST A B — 6 LR DA 3 B AT A R R

1588 J2 Bl ATL 1. AR T T 28 P S 0L AR T 4R
— X A B S TR k. LR 2 X
ORI BUR SR IETBU
X F— A K n LR A 4L 1
BEALAE B F ASBASCAr 2l 1 AN %40 58 « S S0
RN N P={pi s piy s biys iy 1o HH m=
n/8 s D, EF,0<;j<m—1,0<;<F—1.%% bi, =
0.1+, 255 B 545 A48 435 LA F 256 415
I3
PY={py spiy sy s s0spi | aeee
Pi={pi by sbisrrslopi oo

7‘0[”171 }y
’pinl 1 }’

PP ={pi sbiy sbi, s 52555 D5 seapi )
XA 1 256 A4~ B SC 43 41 43 i 4% 45 2 A N Y
256 % SCoTH
Cl=A{c} scl scl veeracd )

n—1
=

Ty 1 1
ci = {Czo sCip 9Ciy s oCi

CFF = (7 e

KLk b 256 A4~ SCHE AT S s iR 1R 1 B Cl =
C!D-@CF. M5 2 1 SR A o L%
Tt B & 1 S — A~ Bl AL 1Y) 22 it A 2 el 8, U C vy R
I3 A5 B (n,1/2). 4 D,=W(C) JEX B W 5
T CIH I ERE B CiP 1 ANE0. R Gt
D, O<i<F—DHNHEEN w0<w<n) 45 H
Bidh Ho. ¥ HOSWBEE, =Cy X F/2" it 17
BRI G R g B A R S B E KR a
FR X 18 AH LG A, ok B W H, 2 5 e BN = 301 43 A
B(n,1/2). AR G Bl Iy 5715 000 & WA T\ A
m=n/8 DMK EE R HA YA m A K 45 A H#
AR A 3004 B (n, 1/2) B A 3% B 43 41 %% A 8 53 1%
TS5 I 5 DU 45 B ) 2H R A A BRI S
559 8.
3.2 5ERHSBEMEE

TR Tt o — =l B 0 1 ) 99 1 4 AL
43 B 7 36 A AT R R — Pk B B SC ek Oy
B HAE AR AR <3l o 4 A — LB DR AR A < R 22
b JUHE 5 5 A0 46 5 1 T8 AR Sfe Pk A2 5 0 9 B L ARy

WO RS ) oy A FE R n Lb AR m=n/8. 1E
By st i ik — 4L B SCTE m— 1 AT 1 # B
) B (R, 5 A 1 AN 2715 i 7 256 4~ T A 1Y AT g
B X PGS — DA ARl — D AR — )&
Hu, G E L AR

—



598 it "

Hl

2y e 2009 4

WAR—THITR AR ES . Hp o<
i=m—1. & LA ZE—DEH 256 MREMES .
s 12
T Fy. 1€A
Ti= i i@/l'

FEX 7 (€A FRALE N « 1 RS s
Y Cactive) , 75 W)t 2 JE 76 3 1 (passive). — 4~ A-
LBV EM S RS RS
oA LA 1 R RTE SN LA 2 RO ARG S YL 2R 3
Tt 2 - 1) CBP S5 80 0D 5 e Jig — Tl /2 R AR
BBARAFIRERZE WG B, A%
PRt s 8 1. R R Mok rp, 2 SRR AR R A-2E
B A r AR S (TEIX B r ZRA ] R
DAE 38 fin s 56 500  Hof AR 6 b & AR S P
M ARG OU N R B A AE — 1 r
I3 AE  BR3 Yeti 2 ) T3 il AR 20 R E 1 3 R A A
R 1Y A 00 %8 B o DA T A2 2 %5 B LU R IR A BRI
w5 RATR M WG R T E A AR R B
L4l TENMZEAFTER L AR,

B WA GRS R ADFT RSN,
GA r REMAE Y, B ST ARE RN
Brry W) - e RS AN Syl At 3. 1 4R S i S it
Ao Jy 2.

. FEHR3 T AR R g A I O i L B AL
AR SO T AN AR
INNPo= i s is biys s by, ) Heftm=n/8,
P, €EF0=j=m—1.0=i=F—1. 8% p, =0.

V. yeA 9{

1y 255, HE A A5 B AT 256 ASH S04
P(’):{p’o 9P,1 91712 9"'509101“1 9"'9?,7”71 }9
91“01“1 9"'ap,7”71}9

Pll :{on 9p,1 9[7,2 %0
P?SS:{[);O 9]51l 9]),'2 7'“’255 9P,k+| 9“'5]J,-m7| }.
BRI A A G AL kAT RS
. G0t r R AR S AR B N R 256 % 3C
Gy

~0 0 0 0 0
(/"7{(”.()7("]’(’2’.”’("' }v
m

N~ 1 1 1 1
Ci - {Cio 9Ci1 ’C;Z Pl 9C;’m

C2 = {C'Izoss ,6;2155 ’6;2255 yee 9“:2,?,5,1 b
¥ LA b 256 A8 SOk AT S i1 L 15 3
Ci={c} Dc} DD s Dl DDl e,
¢ D DD

i
m—1

AR N0 15 AW B B — P A T Y
RE Y 0 ¢ @l @D =0. 4 CL,F 7 CIfl

% Lo ] P(Cf,_\-:0):1¢%,8t£s£8t+7. 7

SR CINMRN 0053 4 B (0, 1/2). R I - 56 % 5 78
P2l 3.1 T4 P ST A U vk TEEE.

IR 1 g5 T ARG Bl 5 AR SCHR R g R
T Z RN 56 2 o AH 30 iy AN — 8 . Wk g2
M %84 21 B A U A O G T A B AR R A
FARTEN N A- A & r B, H
EEPA—ESHREN TR, JGHE 497
P18 52 50 25 Al B0 IE T 3K — L
3.3 EIMSitRNAE

3.2 WA T —Fh R W B o Moy ik BR
W2 A B4 Bodi ik mT DAHE T B — i S . B
P BASC A B A 1A 3R AN — 5 S B I — A5
AL DA O B — B i LA B s JLOR L S X 8 S0
(38 50T L5 TR LR AR IR AR B LA L de  is AT
PUE Sl R el s 2 e i — SR BT
B BGE ik AT LATE 3.1 W i 3L a4 —
Tt 68 Ry — B A e R vk S T T A AR B
LB RN 8 e R M NP P O oAl Pu
OReRAETTR

X F— A HE BE R n R 43 1% 05, 1 5
BEMLAE B F ASBISCordl il 1A% 91058 @ AN S0y
HERN Po=A{pi s Do s iy»oees s ) HH p €
Fu 0 j<n—1,0<i<F—1. ISP ME j1joss
J A B I A AT RE M (CHeh 0<Zj, <Tj, <+ <<j, =<
n— 1) B PR FREANAE A3 2 LR B S04

0 __
P{ *{pio ’]),‘1 7"'3091),J1+l s"‘,O,pi“H 9"'71),”71 } ’

sz{plo 9pzl 9"'70“01 1 [

i
J J

2f—1 __
P,' *{f)i()apﬁ»””lvpij 715"‘71’]>,]7ls""P,'” }
1 t

XF BA B 204 B S0 03 20 53 Sl in o L A B AR L Y 2
ST
(:? - {C? ’C?l 9(;?2 P s(f?w

0

1 __ Nl Nt 1 Nt
Ci={cy, scisciy sy,

¢

2 =1 __ g 2'—1 2'—1 2'—1 21
CI- —{Cio »Ci) s Ci, ’ sCi }

AL TEAT R 1 S0 A LS By ok s sk B

t



414 73

A — G T 0 2 B BB R e T AR T i 599

R B0 (FEh 0k <hkp <o <<k, <n— 1), %
C:I:kl 7k2 7“"kr]:{c}k 9C;]1 7""(,"1\' }90£S£2[*1. ){%7‘

Cilky sk sore ok, JHEAT S BBRAE AFE] Cllky ey s e,
k=Cl Lk koo ok JD - @DCE Loy koo ok, .
L D=W(C/[k skys sk, D RIGGH D (0<i<
F—D B EE R w0<w=r) {5415 idH
H. A H SWIEBE, = C) X F/27 34T B R b 40
BRI KT R RS B FEN KN o B B E
LA SR H T H 2 75 M 3004345 B (ra1/2).

4 HBSAFTHHFEITSHN

AT RATREA T 3. 115 52 A Ge TR I 5 ik X
H T LASTAT B B A A [ %55 05 45 44 1 73 20 %% 8 58 1%
AT BT A B AT 4 F 2 Rijndael, Camellia 1
Smsd 4320 % 5 5 5. Rijndael & 3k & i 5% XK
i B AR W 5% T VT 3 L Ok 1 v G OHE n % AR
KT SPNZ§H L 73 20K BE S 128 L » 5 4 K B

128,192 F1 256 LR, 6 R A g 48 505 Sk
10,12 f1 14. Camellia 55 35 f2& BR Y 25 5 5 #E 1T R
NESSIE® f1 H 42 CRYPTREC® {141 fiy & 18 47 1
Bk R T Feistel 8544, 0 4K B0 128 ks, 5%
IR Jg 128,192 F1 256 L 4%, % 7 4 0 4% 56 %053
ok 18 1 24 (192/256 o 4F). Smsd kR H T
WAPT {5y 4353 R EWNE T AME —
MHRHHEBEEL. AR EMEHAKEY R
128 LR s Sk 5 Y A HR R I 32 #29E
LR R ARG .

FEXT I 3 A 43 41 S vk AT ge T AT 2
F s FATTRE A I AE A 1Y K BE B 10000 X 128 H 4
Bl F = 10000, & I £ A 19 A~ $ik o 100, 35 P K
SR 0.05. & 3~5 43 B4y T 4F X Rijndael
Camellia F1 Smsd B2 ) Ge it 7 Hr 45 1. IR T4 e
FEIX IR AT X 128 Lo A% 5 1) % i B ik T e i
SYHT S IF FLNEE S RO N i 10 F. 2 P s e
T 100 YR AT S 55 1 38 1 b R

& 3 Rijndael EEFIHFHTER

s i3 bR/ %

i 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
2 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
3 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
1 97 97 93 99 94 94 94 96 92 93 97 96 98 93 95 96
5 96 97 90 97 99 95 94 96 98 97 93 95 98 94 99 92
6 95 94 94 99 96 97 96 91 93 94 96 95 95 93 93 100
7 99 97 95 96 96 95 98 95 97 97 95 90 91 97 94 97
8 93 94 97 96 94 90 98 88 97 95 95 93 92 91 94 94
9 98 94 95 95 94 95 97 91 92 94 94 92 97 94 96 98

10 97 94 93 99 93 95 96 97 97 95 96 99 93 94 96 90

F 4 Camellia EXFIHAHER

ot i T %

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
2 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
3 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
4 96 93 94 97 98 95 96 95 0 0 0 0 0 0 0 0
5 95 95 97 94 95 91 96 93 95 97 94 97 92 97 94 93
6 96 97 96 96 96 94 94 96 97 95 94 99 93 95 88 94
7 95 95 94 94 98 96 94 93 89 97 92 99 95 93 98 99
8 97 96 93 95 93 97 92 96 94 97 94 95 97 98 98 98
9 95 97 97 99 95 96 94 93 93 97 98 95 91 94 93 94
10 95 98 92 95 94 95 95 98 93 94 96 97 91 98 94 95

@ AES website: http://www. nist. gov/aes/

@ NESSIE website: https://www. cosic. esat. kuleuven. ac.
be/nessie/

@ CRYPTREC website: http://www. ipa. go. jp/security/
enc/CRYPTREC/indexe. html



600 it " . 2 i 2009 4
K5 SmAdEEZIHER

P i3 bR/ %

e’ 0 1 2 3 4 5 6 7 9 10 11 12 13 14 15
1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
2 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
3 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
5 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
6 0 0 0 0 96 97 96 92 96 96 97 94 93 97 96 96
7 96 90 97 96 93 93 98 89 97 98 95 100 94 91 97 92
8 96 97 94 94 96 94 94 91 93 98 93 95 94 96 94 94
9 95 94 98 91 95 97 95 93 98 94 96 94 96 98 90 95
10 92 94 94 93 98 94 97 96 96 94 96 97 97 94 93 95

MF 3 TR H Rijndael 535 BHT 3 52 #5722
el RN 0, A 4 R T I AT IR S B
AP SR, 52 ERATAER XM AR &
A — PRSP ALE AR 20 1~
3 e B 2 AR g o i B P R S AR A O -
MITCER B, o s R AT A2 DLk 12, R 5 3K
TR R 25 3R W) & 1. N3k 4 AT LR I Camellia
L ET 3 5 A A 0 (0 E i R 0,58 4 Y
5 8~15 A~ AL I 45 R A 3d i R O 0L T AR 4 8 Y
5 0~T AR IS5 SR DL K 5 %8 2Z 05 MR I 45 SR 1
BB T R R, SCERC13 13 Camellia (1
FRIr oM SRR i A A5 (U — A7
TR R 20 4 R o R A R
EARE N ORI, 73R IE] T A fay A
A-SE A PG S A B AR I SO A AR i 22
il 4 R AR A R R AIE i AR G PR S AR O P A
MITCER. X5 FRATHA IS R 2 A 5 Y. K S
AT RUFA Y Smsd BE BET 5 B8 w6 AL e l i R Y
0.5 6 FEHYES 0~3 DRI 45 R B R 0,
M2 6 S MEH A~15 DIk as R 7 e 2 5 i
R as RGBT R ARG R 2t AT
Bk A A AR (U — AT 2 i 3 /) .
&k 5 A, ok th 4R A b RS AIRE N F
WA TC R Y. 55 6 SRS 0~ 3 A AR I 45 SR 1) 5
HEIROY 0. (A28 5 6 S A8 n  Hoka th A 5 b 2 A
EARE N FB C R B TR R T B 1A
RN — 7 AL

A

5 & i

AR SCHE T — TP BT X 4 2 2 8 188 1 8 T A
DI GZGETH R Lo S B D e it B A AR
T e — i A\ HGE BT AT G R T B AN

A, 22 1k RS AR e T B 256 AN BEAT S Bl B
Je o I iy 1 S M R — 6 O 0 (B D) kA A2
N 1/ 2. A SCHE$& 0 e A6 I 7 3k 1 ) B a3 1)
TESTBBGEZ A —ER KR X CHR
AL RLAE B AT 58 20 A RS 0 25 2R 2 AT SR B
3. 5 R )T A AR Mo O kL 3T
EC A 7k p Al EA4R T — R g A
B I a4 305 B % Rijndael . Camellia fil Smsd 5
AT TS i Gt a5 R R X 3 L 43 5
NEE 4 5 55 5 ARG 7 RS TT IR B AL R A geat
PERE. 12 I 235 2R () s 0 50 TF 1 BT B9 &8 A Iy i
SR Bt Z 6 &

5

% X W

[1] Feng Deng-Guo. Wu Wen-Ling. Design and Analysis of
Block Cipher. Beijing: Tsinghua University Press, 2000 (in
Chinese)

(B E, R,
JR 4t 2000)
Knuth D E. Seminumerical Algorithms, Volum 2 of the Art

SFER B 540, dbat: WK

(2]
of Computer Programming. Massachusetts; Addison-Wes-
ley, 1981

[3] Rukhlin A, Soto J et al. A statistical test suite for random

and pseudorandom number generators for cryptographic ap-

plications. Technical Report, NIST Special Publication 800-

22,2001

[4] Soto Juan, Bassham Lawrence. Randomness testing of the

advanced encryption standard finalist candidates. Computer

Security Division. NIST IR 6483, 2000

Gustafson H, Dawson E, Nielsen L, Caelli W. A computer

package for measuring the strength of encryption algorithms.

Computers and Security, 1994, 13(8): 687-697

[6] Chen Hua. Security test on cryptographic algorithms and de-

sign of key cryptographic components [ Ph. D. dissertation ].

Institute of Software, Chinese Academy of Sciences. Beijing,

2005 (in Chinese)



444 73

A — G T 0 2 B BB R e T AR T i 601

CRAR. 2 B B T 1 22 4 P ARG DU % O i 201 47 19 153 o8 2
W] o E AR BT, LR, 2005)

[7] Chen Hua, Wu Chuan-Kun, Feng Deng-Guo. On statistical
properties of S-boxes in block ciphers. Journal of Electron-
ics, 2005, 14(4): 584-587

[8] Daemen J, Rijmen V. The Design of Rijndael;: AES— The
Advanced Encryption Standard. Berlin: Springer, 2002

[9] Aoki K, Ichikawa T, Kanda M, Matsui M, Moriai S, Naka-
jima J, Tokita T. Specification of Camellia— A 128-bit block
cipher//Proceedings of the Selected Areas in Cryptography
(SAC’ 2000). Canada, 2000, Berlin: Springer-Verlag,
2001. 183-191

[10] Sheng Zhou, Xie Shi-Qian et al. Probability and Statistics.
2nd Edition. Beijing: Higher Education Press, 1989(in

CHEN Hua, born in 1976, Ph. D. ,
associate researcher. Her research inter-
ests include cryptography and informa-

tion security.

Background

Cryptographic algorithms are playing core roles in infor-
mation security., which can provide confidentiality, integrity
and authenticity of information. During the design and analy-
sis of cryptographic algorithms, how to evaluate the algo-
rithms is becoming a key problem.

There have existed many avenues to evaluate crypto-
graphic algorithms, among which the statistical test is very
important. Compared with cryptographic analysis, statistical
tests have many advantages including high automation, ge-
neric test models and so on. Currently, many cryptographic
standard plans have applied statistical tests in the process of
the evaluation on cryptographic algorithms. The standard
plans contain AES ( Advanced Encryption Standard), NES-
SIE (New European Schemes for Signature, Integrity, and
Encryption) , ECRYPT (European Network of Excellence for
Cryptology) and so on.

To sum up, there are two kinds of statistical tests on
cryptographic algorithms. The first one is the pure random-
ness test on the output sequences of cryptographic algo-
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pseudorandom number generators. Up to now, there have
existed a lot of randomness test methods such as frequence
test, run test, poker test, autocorrelate test and so on. Be-
sides the randomness test, another kind of statistical tests is
based on the size and structure of cryptographic algorithms.
Compared with the first one, the second one can detect the
statistical weaknesses more easily. Unfortunately, the re-
search on the second kind of statistical tests is still weak.

In this paper, an effective and practical statistical test on
block ciphers is proposed, which belongs to the second kind
of statistical tests. In the test, one state byte of a block is
taken all possible values while other bytes are fixed, and af-
ter cryptographic transformation 256 output values are ap-
plied XOR (exclusive-or) operation. By testing whether ever-
y output bit of XORed value is 0 with probability 1/2, the
randomness of block ciphers can be judged. The method can
also somewhat reflect the resistance ability of a block cipher
to integral attack. The research work in this paper can be
used in the future practical cryptographic evaluation on block

ciphers.



