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Abstract XACML is a kind of declarative policy language which has flexible expressive functions
based on attributes and satisfies complex security requirements of access management in the open
environment, but it lacks the capabilities of detecting conflict rules and analyzing rule redundan-
cy. This paper proposes rule state concept and applies it to analyze several categories of rule con-
flict caused by attribute hierarchy. In order to detecting and locating these conflicts, resource se-
mantic tree and state relativity are utilized for depicting conflict detecting algorithms. Besides
that, rule redundancy is the other issue in this paper. Employing state covering method, the
mechanism of rule redundancy is explained, and redundancy judgment theorems are proven for
various rules combining algorithms. The emulation tests in the last part of this paper firstly ana-
lyze the algorithm’s efficiency, secondly indicate that evaluation performance can profit from re-

source semantic tree index and redundancy disposing.
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. ! o
T~ ~—__Subject Attribute ' Resource Attribute -~
Hierarchy Hierarchy
Rulel - -------- P’ Deny
Rule2 :‘ Permit
e ! BRI
o7 I Y
7 i AN
’ | \\
¥ v <
Subject Attrbute Resource Attribute Subject Attribute  Resource Attribute Subject Attribute  Resource Attribute
Hierarchy Hierarchy Hierarchy Hierarchy Hierarchy Hierarchy
Deny  Rulel \ .. Deny  Rulel Deny
Rulel :::\ ! ] ,j RA,
(@)
Bl 2 FRZRAZ R AR B A
State 1

BRI IR RTA MR FRMESFE G, RN conflict.
2B B B w g, Rulel BYHLUDIRZS Staze, F1 1R )2 Uk SE 1 1 JE T2 000 0 47
Rule 2 i) B WK 25 State, &1 % 35 [ 5@ FH #4915 7] 18 >R (SA, < SA,,RA,4RA,) :

(i) State,=(SA, ,RA, . AA)"™ ,State,=(SA, ,RA, ,AA)"™"

State, | =(SA, sRA, ;,AA) "™ =State,=(SA, ,RA, ,AA)™
| State,F=(SAL \RA,  AA™™ > State,= (SA, JRA, L AA) " | 7= con flit,

State, * TEX{T%‘%‘T’E
R BT A T

State,
Smwz

(i) State,=(SA,,RA, ,AA)™™" ,State,}=(SA, ,RA, ,AA)"™
State;=(SA, .RA, ,AA)*™ =State, =(SA, ,RA, ,AA) ™! .
| State,=(SA, RA L AA ™™= State, = (SA, . RA, LA™ [ =conflits,

(iii) State,=(SA, .RA, JAA)*™  State,=(SA, .RA, . AA) >
[State,=(SA, RA, LAA) "™ > State = (SA, .RA; \AA) "™ > State, = (SA, .RA, ,AA)"E"““l;ﬁ>
| State, =(SA, \RA, \AA)Y*™=State,=(SA, .RA, . AA)P™ f
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- State
con flitg,,!

(iv) State,|=(SA,.RA, ,AA)™™,State,=(SA, ,RA, ,AA)"™"

{Sz:az:e1 F=(SA, ,RA, ,AA) > =Sate, =(SA, ,RA, , AA)P=State,=(SA, ,RA, ,AA)P
State,=(SA, ,RA, ,AA)™ ™ =Srate,=(SA, ,RA, ,AA) =it

State

=con flictg,,

(v) State; =(SA,RA, ,AA)P™ State,=(SA,RA, ,AA)P

{Statel E=(SA,RA, ,AA)™™" #£>State, =(SA.RA, ,AA) ™™
State,)=(SA,RA; ,AA)"™=State,)=(SA,RA; ,AA) "

s
} > ConfllClsZ:i;

(vi) State,=(SA,RA, ,AA)"™™ ,State,}=(SA,RA, ,AA)"™"

State;=(SA,RA, ,AA)"™=State,=(SA,RA, ,AA)>™
{&mﬁﬁx&LRAmAAfm"?&mﬁﬁxamRAmAAfmw’”“fmmw

State

(viD) State, = (SA| \RALAA)™™ , State, = (SA, \ RA,AAP™

{Sz‘ate] E=(SA,.RA,AA)™™" = State,=(SA; \RA,AA)"™"
State;=(SA, ,RA,AA)"™=State;=(SA, ,RA,AA) ™

State,

} =>con flitg,,,

(vii) State,=(SA,,RA,AA)"™,State,=(SA, ,RA,AA)™™"
State,=(SA, ,RA,AA)*™=State,=(SA, ,RA,AA)"™

ISIQIGz F=(SA, ,RA,AA)™™ " = State,=(SA, ,RA,AA) ™"

AL LLVE g R R g 2 DL LA R A
(D gk A )2 E W8 PR IE m AR 5 B & e 4L
BELXGH T 2 % 5 P ) 2 b 2, G TR F X R B 5
(2) 4k A )2 3 08 P 0 B 1 AR X T 2 9 R 8
PERIZL S S A SRR w58, Gv) J& T X Fl i 0 s
) BH MR T ERERBENES S A S IE
AR M5 (v g F 3k Bl O 5 (4) AR 7] 5% 5 s 1
JER B A G AR 5 gk 3 B2 SRR
IE AR w28 (vid) J& 3% B A% B0 5 (5) A [ 9% U5 s
PEZ U BB B I AR R4k R 3 E 2 RS
8 A ) AR 52, (i) J& 3 A g . 28 78 (D) (i)
(DAL BN pjoE.

4.2 ETEMBRRIREXBMFRKEN
FIAE 1 J7 AT LAk XACML H i &= k)8

State
State.,

» Flit
JQcon

P 2 R R B SR s 4 R OG &R L fH XACML I3 42
R 1A X 9 U M 2 Ok AR A A O L R
J 2 R B SR I 51 R A I DU e 28 4 L AT A
— T 3L VRO SO Y SR s R 5 A A T W R A
BEUR R PE)Z IR FR L E 7 vh 2 A DG HEmE L £ o
ZERI LR, 3 B —A B HE R IR 51 IR IE
SCR 7R ) S W v s S R A 9E U R M AR AT LR
F IR T2 UL A T SRR R R B0 X T AT A
H B> resource T RLER A — RIS R B SR A7
JBCHE B 1% 0% U5 @ M 1 T A SR I AR LA L AR LR A%
FI 48 1] 52 B 14 1 10 42 1) 5 W o (7] B 4 SR s Dy 30 19
permit Fl deny & BB 43 IS 77 it LA 4R &5 43 BT K
By

Policy identify List
Policy-manger-1
/4 Policy-designet1

/ <
/| Policy-tester-1 .

Permit Deny \ Policy identify List

State,,,., | State,,;, Policy-manger-1

Slule,,”,,,,,z State,,, s,
State,,, pi State,,,

" Policy-lois group-1

Policy-tester-1

P
Permit Deny
Slaieww—/»l State, .,
State,,, ,|State,,, ,,
State,,, pi State,,,
A
! ’
i
A 4 y
Policy identify List|,”
Policy-manger -1
Policy -developer-1-------_ »  Permit Deny
Policy-tester-1 State,,, ,, | State,,,
State,,, 2 State,,, s,

State,,, , |State,,,

B3 T BT IRIE UM B XACML #mg &5
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H BT I SO A SRS R 1 4549, ) 45 1 R
BT L2 B AR IR B b S AR I R0 R A
B A A 32 A P SR pol AT Ak KR b
J2 A P AL R SR W 51 3% L R el T R
WXt pairCrule, ,rule,) 2H R4 G conSet.

Bk L BT m R R R AR DI Y 5 AR
CR7

HA 2 pol / /5 TR P i AR 5K

rePoList //pol HI%5| A5 H M L2 F 1k
T R 55 912

it cconSet /) RRINIT pair(rule,, rule) HE I ES

begin

for each rule, € pol

for each resAtir, € rule,.res
{
get the Node,,, of resAtir,
for each pol, € policyList of Node,.,
if poly € rePolist

for each rule, € pol,

«>

if State,y, ———— State,,., /)5 (5 Fh 2R

v (ressac)
add pair(rule, srule;) to conSet
traverse-up-checking (Node,.,)
{
for each pol, € policyList of Node,., .parent
if polp == pol
for each rule, € pol

il JresAttry Eruley.res: resAttr,JresAttry \

< «>
State,.. DT State,,.,
)

(ac)
/ /55 (3) Fh A A
add pair(rule, srule;) to conSet
else if pol, € rePolList
for each rule, € pol,
il JresAttryEruley.res: resAttr, | resAttry \

>

State,. —— State, .
“» Cac) “a

/)5 (2) Fh 25 A
add pair(rule, srule;) to conSet
if Node,.,.parent isn't root-node

traverse-up-checking (Node,., . parent)

}
for each rule, € pol
for each resAttr, € rule,.res
{
get the node Node,., of resAttr,
for each pol, € policyList of Node,.,
if pol, € rePoList

for each rule, € pol,

«>

if State,,“ e T
“b (ressac)

State,., / /% (4P FEH

add pair(rule, srule;) to conSet
traverse-down-checking ( Node,,, )

{
for each node.,..u € Node,,,.child
for each poln € policyList of Node,.,
if pol, € rePoList
for each rule, € pol,

if JresAttr,Erule,.res: resAttr,JresAttry \

S ~_s
State,,,, < Dtate,,
“» Cac) “a

/)5 O RS A
add pair(rule, srule;) to conSet
if node.qy isn't lea f-node
for each N €& node.1q.child

traverse-down-checking (N)

}
return conSet

end

S BRI RRANR . X pol Y permit &Y
] rule, B 5E rule, IR B P resAter , 2615 LB
ERYH A Node,,, . %t Node,.. FWEAR I 2 b i B4
FMg pol , FEATRLM. B — 73 Hr pol, Y deny 2 7Y
BRI rule, s #5 rule, K rule AR 25 AH &M Ry Sz‘,ate,mp

«>

——State,. »W| pair(rule, ,rule) J&TF L3575
(res,ac) d

Hr B9 26 (5) Fp 280 8 Hoim A conSez. 1 FH 136 5 o 42
Traverse-up-checking (Node,,,) it B Node,,, I JZ77
A B ) AR 2855 AT RE 51 A B KLU i 5. Traverse-
up-checking PREUKLZR Node,.. S R M AR R 5 £
HOE B SR 7 R pol A AR LR OJE A E
dresAttr,Crule,.res, rule, € pol : resAttr,JresAttry/\

2 State,,. 9 E. WP K W pol R
» Cac) d

Node,. TR 2% 5 8 8 X Node,., B 1E 1] AL
PR & A v 58, J@ 505 (3) P 28 1 5 25 L v 7 7F 52 5 s
polrErePoList F1¥|5€ FresAttr,Erule, . res, rule; €

State, .

(ac)
FL BT 5 S pol . X Node,., 1 B [0 AL R 2
&5 pol X Node,. i1 o) KR & 25 wh 58, J& T 56
()R A B F R 7 A 0 J 0] o 2 X5 A conSer
1. & Node,,, 15 37 5 Node,,,. parent IS 5215 X
W AR T a5, ) 4k 22 8 F Traverse-up-checking
(Node,,,.parent). 5 %f pol F deny ZERIBN] rule, ,

pol s sresAitr,  resAttr, N\ Statem,ep Statem[gd N
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AL SRS (5) Fifr 28 U o 5 1) A6 5 vk AT L & B (4) Fif
KRV SR, rule, T 2T 0 S AR 28 5 5 51
SREBERT T J2 1 Y IE 10 ACRR AT RE 51 A& 5 (1) F 25 Y
Mo T B 3 ) BB Traverse-down-checking
(Node, ) b PRI 5. HHARIEFEZEAL Traverse-
up-checking PR¥L, H W& 51 Node,. J HF75 5,
Ao 00 S s AR TR e b Y 5| SRS e AT rule, o f

dresAttr, € rule,.res . resAtir, { resAttr, N\ Stuz‘em/(p
Coy State,., FIGE J S FAFAE NG pair Crule,
rule,) IMA conSet. 21, FIRXT F XMt 5 Fpop

GERANKE I 5T KL LR [\] conSet.

RIS ESE S Y (ROR A3 AR el S N
AR VT WE. 5 5E R LR W ESE B8 M. pol h
permit Fl deny #L W & X 09 &\ T & 4 5 A
D O LD DAL T
Traverse-up-checking (node,.,, ) i i BT B KRR N
Node't,, s rePoList 1 & 19 deny # W & R~ K

E pol € rebolit rule,, 3R W i Dy 45 8 B 0] &2 4= 1 o0

rule ; & pol
OC| Nodeiby, | X [ M), FLI0 DT FL 458 4 14 B i) &2 2% 14
N rule € pol u pol € rePoList
jg@<2 ,-mzln-emz.»/).m- ‘ N()de,.fg,,,. | X ‘Z rule ; € pol
Traverse-down-checking (node,.,,, ) ¥ Ji B9 7 5 #*
7~ N Nodels:, » rePoList WAL & 1) permit # | £
i_\‘ﬂgz /)u/Er?PuLI.\trule/) 55 W S R I D 2

rulel)é/w/
OC| Nodeln, | X M), #LI] UE Fie #5247 B (8] &2 2% K
O I Nodeti, | | D3 vute, ).
FTRG AR AT R®EE XA RERG,
SRR — 8 09 I e 3 35 A7 it R w28 &G
T B 7 T A R U] e VR b L B

rule. € pol ; s pol . € M . N
» N ode oy | 32 R Bh S A T R 1

reAttr € rule ;.res

) AT 2 b @ (D)

reAttr € m[«P res

ruleg|);

node ;o +

rulk} S /)n[, .1’1()[] eM

rule , € pol z
d
E reAttr € rule j.res n()dew‘m" ) >< ‘ M | >< | reAttr € rule;.res

-ule . L. . pol M
node e 1. B/ 1 D" G od e | KT

pol ErePolist

rule | € pol
» up E :
(2 redutr €rule ,.res | NOde""“‘“" ‘ X ‘ rule ; € pol
rule , € pol i pol €rePoList
(O | Nodelsn, | X [ > rule,|) . H
rkAtrerlod.re.\’

rule , € pol
2l node i | X IMIKTF (| Nodeit,, | +

reAttr Eru[é'l .res
| Nodelzis, | ) X | M|, Jir LA T 58 U518 SR [ 56 1% &R
ey SRR =P SWIIRUIE DR SRillEy &3
ik & M 6 )8 PE )2 IR & R manager <
developer< employee , FI| I 15 53 51 W CpOLanager »
rePoList,pioye ) T CPOLinager s 7€POLESE gonetoper ) s re P

reAttr € rule;.res

rule, | )+

0L geetoper IR AL 5T rePoList upiyee Y AL BR R
W& H AT LA Y R )2 AR A B R 1 B U DE TE
AR AR RGN 5 e ) R0 U] T T i ) R I gk
FEAT LATE J5 3 Wi S 45 R IRl B A7, X EBA
Bl T4 R 2R 48 52 B 1 ARG 0 2%
4.3 ETRESHEXMER H b 2B 4G

S o s T I U R RN S C 7 N Y o
KRR AR R W )t TR SR a7
g, Bl U0 State; (group. external, read, docs,
time[ 9am 2 pm]) —permit Fll State; (role.developer
Vgroup.external ,read \| write,code\/ docs) — deny
i 1E State; < State; , [a) B i & P AR A 25 0] 59 U
[7) 37 5K 2% 5 BOM ) o 5% IR 2 A A S TR AN 1 e
ST 5 WA, B Ul State; (role.developer \V
group.external,type.code \| type.docs, read \| write,
timel 9am, 2 pm]) — deny il State; (role.developer\/
role.tester,type.code\l type.testscript,read \| write,
time[ 11am,5pm]) — permit {71

«>

State State; ,

"(sub.role.res.typesac,en.time)
G 3R req(role.developer,type.code,read) FF I [a] Bt
[1Tam s 2 pm J[R) I A2 WA R 285 45 ) 25 S 200 &
2. JyAh i T AR X Z R IEAR G E L 2R
PR T A RIS 2 0 A SR A A AR S AR S
AR RPN T TR A O Y H A S B o
SN Ak L R N Dy RS I A B R M A
node Ky 2w REAL XS HE 5 conSer F w5 g b M
NI X%F£E4 p-conSet.
BiE 2. B TR AA G Ay H: A 258 B w58 AR
k.
A snode / /BRI 1R B PR 1Y AR
i cconSet //h RN XT pair (rule, » ruley ) 2H 5% 1Y
ey
p-conSet [/ % @ FE W XF pair Crule, , ruley)
AR A
begin
get policyList of node
for each pol&policyList
{
for each rule, €pol
if dresAttrCrule,.res: resAttr map node
traverse-up-checking (node)
{
get policyList, of node
for each pol, €policyListy
for each rule, €pol,
if State,.“/(/)<State,.,‘/yll\/Szfate,A,(/é,d<State,.,d( V
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<«

State,, State, .. y

‘v Csub \ sub.attr,res \| res.attr
ac,en \en.attr)

add pair(rule, srule;) to conSet

«>

else if State, .. Slalem,‘,[

» (res\Ires.attr,ac,
en \/en.attr)
add pair(rule, .rule;) to p-conSet
if node isn't root-node

traverse-up-checking (node. parent)

}
return conSet and p-conSet

end

SR BAR A R WR . R E node 19 5K WS B 1 41
A I HE rp A A SR I AL S Y permit 28 BRI
rule,. 75 rule, A7 16 9 U5 J& PEXF 35 45 node, 3817
39 26 B0 Traverse-up -checking (node). PR B ¥ i
I3 node WA SETT i s BB S A6 DU 5 A5 X5 B 1Y SR g
PR g 2%, B H AT B R B pols Y rule, €
pol, H State,.. < State,,., N State, ., < State,..,

«>

State, ..
“» Csub \ sub.attrsres \Ires.attracen \ en.attr)

State,., HEW rule, Fl rule, 1) AR 3 ] 4t 5 (8] 77 7E
B ERZCLE W pair(rule, srule,) A conSet.

«>

pas State,,,,f/ State, ;. ,

(res\ res. attr,ac,en\ en. attr)
HE B pairCrule, ,rule) A p-conSet. M 1 5=
ST R AR VT ) B R SCfE B EAR RN E KR
PERAEAESC S B 7 52 B 1 [a) B0 90 A 1) 3= 4K s 1k
A ] B 9 A2 PR A B U] DT 5 1 7 17 1) A R o 5
WG pairCrule, s rule,) RE SR 28 BB R0 0] X6t 15
A node W R WG AR LI R permir I KR Ky
DI
i gk 1 R E A R OR R ancestorSet,,. 5118
e w7 22 E AT B VT B Y deny MR W] 3R R R

rule, , Traverse-up -checking (node)

P1 permit-override

R1
(manager )
(admin-root/doc )
(write)

eny

(designer, manager)
(admin-root,

(any action)
permit

PS first-applicable

P2 first-applicable

2 tNode €ancestorSet |, ;.
rule ; €pol » pol € policyList 4

@( | Z tNode €ancestorSet

ruley € pol + pol € policyList

rule, B IE TR IRV

pol € policyList, |
rule, ‘ % ‘ E : node
e

rule , € pol

rule,|).

5 HMWTRSHT

AR 1 T RS 55 1 AT LU S AR Rule;
Ml Rule /7 1% Stateg,., < Statery., s AR 2 78 o 1 T
fli 45 A I BIET S Rule, 7T REXT U5 M]3 3R B9 K1 € AN
A SRR FREX 2SI SR ST A AR 5 T AR FL
R E TR NS o D) AR R U 5 O Sk R AT O AR
FE 5 A7 TUAR FL) A SR T o DUJARL 91 A0 00 45 9 530 12
TG I L AT TURHE

XFE A ) SN AR PS HEAT SR N PRI TU AR 4
T 1SR W ) KL 0] TC 4% 43 A, SR Mg P1 o Stateg, <<
Stategs s XAl R3 B ef fect 5 fy permit H Pl
KAV e A IR B DURTHE R0 R2 T4,
WEFE B M, B Rl A R3 Z E /£ 7E X &R
Stateg, << Staters »{H F A 1E [ AR A 23 U5 9% U6 )8 1
BEAR 1N )2 B U 2E . B DARL I R3 & X 1 1)1 2K
(admin-root/doc, write) Jf AR 245 H B 09 2 € 45
. [ BEAT HE SR P2 AN RS JU4R. SR mg P3
R6 1 R7 ff4E & & Stater; <Staters » 3 H R6 )
ef fect Z5RYNy deny, AT LAV 9% U5 @ PR B& A2 ) N2 24
B HET X 15 8] 35 5K (project-root/code, write) %5 H}
FIE 45 R deny, it LAATHE Y R7 2 ICARMN. 58 K
s PR D) T A% 53 BT S i B i — 25 X S &[] B U] T
RIEAT AT X T O 276 5 84 8 TC AR I 3R
W AP A A7 SR W TR) P R DU L L 01 B R g P
P2 A HLIN S 203 % (RT. RO FT(R3, R4)
AT L. ] LVE R R Staters << Stater, H %W 5
PS R 8 UGE FH SR s G IR 50 T AHE ) R6 & IT
AN, BRI TR A B4 SR 3R 1 R,

P3 deny-override

R5
(tester)
(project-root/doc)
(write)
deny

Rz ( 5{4 | ) (tester, developer )
tester, developer ster, developer
(aécriﬁ:ﬁ‘;‘gég/ ) (any resource ) (project-root/)
(delete )deny (read, write ) permit (read, write)

R6

R7
(developer)
(project-root/code)
(write )

deny permit

B 4 SEWAE PS 454
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X1 MUKW ITRERER
SR W P9 LI TT 4% 43 B SR 1) B U TC A4 43 B
Pl (R1,R2): Stater1 -5~ Statery . ‘iﬁl-fl’?)bl (R1,R4): StatelumStarem
permit-override (R1,R3): Stateri <Staters 1rstrapplicable .
- (R3,R4) : Stategs Stategy
(R2.,R3): Stater, <Staters sR2 TU4 (res,ac)

P2

R4,R5) .
first-applicable ¢ >

Stategs < Staters sR5 TUAY

(P1,P3) (RL,R6): Stateri oo = Statexs
first-applicable (R3,R6): S/al¢%1<;;%51alel{(5

P3

deny-override

(R6,R7): Stater; <Stategs sR7 JU4

(P2,P3)

. . (R4,R6) : Staters <Staters sR6 JU4T
first-applicable

A [ 19 R 05 B 0 4 1 A8 0 R ) AT B A
[A] . H2 4 XACML th 42 L ) permit-override. deny-
override fil first-applicable & 32 ¥, /27 T H WY
JEH.

TIE 1. permit-override 3 % F, Rule; i)
effect AT AL, Rule; ) ef fect A permit, {7 1E
Stater,., <Stateg,., s EANTFHE res; < res; s W) Rule, 2
JOAR RN

W, AR B E R VYreq(sub, res,ac, en) ,
# Rule, = req (Csub, res, ac, en), A} SZaZeR,‘,P’ <
Slalewe, HARAEHE res; < res;» ] #E 15 Rule; =
req(subb, ressacyen) s NI #E153 Rule,|req (sub, res,
acsen)|— permit. ffi Jf] permit-override %4 3 4 I H
TR, S combine(Rule; , Rule;) — permit. JH B
TR Reele; AN 532 Wi % A 220175 1] 3 5K 14 ) g 45 21 A I
Rule, 7= J0 4 B W, 2 77 7 res; < res; H Rule, =
req(sub,res;sacsen) , K& permit 28 B AR A GEHr
WIRE A W T & N Rule;=req Gsub, res; ,
acven) TG IE RS Rule, Hreq (sub, res;» ac, en) H —
permit, Rule, 7 J 70 4 HLA. .

EIE 2. deny-override BT ,Rule: 1 ef fect
AT EZEAY ,Rule, i ef fect } deny, T?T{State,g“h,’ <
Stateg., W Rule J& TUAFIN.

W, AL B iE R VYreq(sub, res,ac, en) ,
#r Rule=req(sub,res,ac) B AIFHE res; < res; BT
o, AR Stateku,‘,i <Staz‘,eRu,,j T LA Rule;=req(sub,
ressacs en), i Rule; |req Csub, res, ac, en) | —
deny. 1] deny-override 51 ik 5 6 15 46 ¢ 1848
combine(Rule; ,Rule;) — deny. 1 B BN Rule, 52
M o U 10 37 R 1 ) 22 25 L o PR Rude S TUAR R
N, ZFE1E res; < res; H Rule;|=req (sub, res, , ac,
en) s[RI 2Ry deny & RUAR AT DAY 5% 950 )& 1 % A% )
B AL 3G . N Rule,=req(sub,res; ,ac,en) 0] LA HEFS
Rule; [req(sub,res; sac en) | — deny. X}iE R req(sub,

res; sacyen) i il deny-override 2 ¥ & 31 ) E 45 5%,
84 combine(Rule; sRule;) — deny. JH &ML Rule,
AN 0 6 A B U [R) 3 5K ) e 25 5 S BT Rule, 29T

AL, JIF e,
EIE 3. first-applicable BT ,seq(Rule; ) <<

seq (Rule;) s 1% 1F Sz‘,ateR,(,(! < StateRWJ . & Rule;.
effect = deny, W| Rule; & JU 4y L M| ; # Rule;.
ef fect=permit HATELE res; A res; , W Rule, J&=T04%
HL.

. EEViRE R Yreq(subsres,ac,en) ,
M Rule=req(sub,res,ac,en) 5 . Rule;. e f fect=
deny,H K EH 2 3 H. seq(Rule;) <seq(Rule;) , ff
M first-applicable 5 ¥ & JF A & 45 R, 14 il
combine(Rule; , Rule; ) — Rule;. ef fect. JH B 3 N
Rule; A5 5% Wil X AT 2 U7 18] 3 5K 09 A € 45 8, At
Rule, J&JU A MM, %7 Rule;. ef fect = permit H A
fideres, < res;» A A EF 1 FH H seq (Rule;) <
seq(Rule;) ,ffi A first-applicable 2 ¥k & Ff H| & 45
W B combine (Rule, s Rule;) —Rule;. ef fect. 14§
R HEI] Rude, AN 52 M T 755177 0] 36 2R 19 )5 245 21
I Rule, 527043 L. UE5E.

6 MXFERKHH

AT Yol i BRI AT 4. 1 3 HLI v A
ISR I R A AT A 98 )5 AT 05 3100 3K #r 9%
TR T SR SR 2R 5 | 225 4 R U TC A% 2 A B AR S
PRA P RESRE T

D] e ARG T B 32 AR OC 119 0 1 240 3 A5
K. P 5 Ca) T 7% 118 S Bk o i 9 DR SO 1Y o Okt
B 9 28R A 2y i) Ry 20,40, 60, 80,
100 A 280 AY 9% DR SORE 3 BR RS 48 1) 5
R A CHR 2 200 2% %) H SR S E R 5 132
3 A1 CHR A8 s A 98 U5 1 — 2% SR T ATE AN [] 49
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S NAED L5 BB S I AR SR R IR 3R 0y
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One important research field of these projects is to pro-
viding policy based authorization components for distributed
computing and cross domain applications. The projects apply
XACML to define access control policies with respect to its
flexible expressive function based on attributes. but it lacks
the capabilities of detecting and pre-locating conflict rules be-
fore system makes policy decisions. While the language has
proposed several combining algorithms in order to resolve
conflict decisions, user doesn’t know conflict origin all the
time and whether the chosen algorithm is consistent with au-

thorization intention. In addition, some rules couldn’t be im-
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mation security.

posed on the decisions exactly under a given algorithm, these
redundancy rules will lower the efficiency of policy evalua-
tion.

This paper first introduces the concept of rule state,
then designs an effective policies index architecture using re-
source semantic tree. After analyzing conflict categories
caused by operation association between subjects’ and re-
sources’ attribute hierarchy, two conflict detecting algo-
rithms are proposed. These algorithms can pre-locate con-
flict rules resulting from permission inheritance and permis-
sion implication or conflict rules for the node has been speci-
fied in the semantic tree. Some rule redundancy judgment
theorems for various combining algorithms are deduced.

Evaluation systems that are enhanced by policies index and

rule redundancy would improve match efficiency.



