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Abstract  Inter-domain routing (BGP) directly influences availability of Internet routing which
may be disrupted by misconfigured or malicious BGP updates. Although several secure solutions
have been proposed to resolve the BGP security problem, they have many design drawbacks
(e. g. , large router resource consumption). Considered the design and performance of secure
BGP, this paper proposes a Good-Enough-Security BGP (GesBGP). Identity-based signature
(IBS) algorithm presented in GesBGP guarantees the authenticity of BGP routes in the help of
Trusted Computing (TC) technology. The presented IBS can effectively eliminate the centralized
public key infrastructure (PKI) and resolve the problem of public key certificate distribution and
restoration. Furthermore, GesBGP does not only rely on cryptography functions provided by
IBS. BGP attestation service integrated in GesBGP prevents router from malicious change radical-
ly and thus builds strong trust relationship between different routers. In the optimized GesBGP,
BGP security rules are enforced and the cumulated signature in original GesBGP is eliminated.
The security analysis and performance study show that the optimized GesBGP improves the per-

formance of GesBGP while achieving the goal of BGP security at the same time.
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Notation:

IDjs: AS number

MK . The master key of PKG

Q. : A string generated and kept in PKG

params: The parameters known to all GesBGP routers
sQup: The private key corresponding to ID

SK(m) : The ciphtertext of message m

IBS setup at PKGs:

1. PKGs: (Q:+5Qm) =Keygen(ID, MK , params) ;
2. PKGs —> Routers: SK(sQ,, params) ;

3. Routers —> TPMs: TPM_Seal(sQ) ;

Route Update:
4. Router A: o=Sign(Updates | params|sQi) ;
5. Router A—>>Router B: (Updates | p)

6. Router B:

Verify(p| params| IDas, )

1 IBS Skt

(2) BGP 54 B W% 4 /B iE 4t T BGP %
H #5 H EEE  0TH B R 2 4 A AR T TP i
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&S . IBS 78 GesBGP o () 1 22 550 1 v 2
LJrs . il A JHATSE0E AS 5 X% B 1 FA 9]
Xof I p 45 4 L B R A B ORE S B RL S
FHXT I 0 HIT S8 AR R4 8 E AS AR IRAT LA M R 5
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Interface of BGP Attestation Service

0. Initialization: evaluated by core root of trust
input: BGP systems including programs and BGP policies,
output: IBS private keys including prefix keys and AS keys;
1. IN filter: incoming BGP updates
input BGP updates (prefix| AS_PATH),
input BGP attributes in updates including update signature,
output true or false? //accept or reject BGP update;
2. OUT filter: outgoing BGP updates
input BGP updates (prefix| AS_PATH) .
output true or false? //continue or drop BGP update.,
//if update legal sign prefix and AS_PATH,
//else drop.
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Algorithm of attestation service in IN filter
input: prefix f1;
signatures [sig,\sﬂ LHAS, 1. ASy I
sigas, | {f1)--sigr {1} ]s
output: true: BGP update will be proceed;

false: update will be dropped;
1. vcrify [Sig\s”il {AS,—1,,AS, )];

2. if signature is valid
3 fori=1,+,n—1 do

4, verify [Sig,\sl {111
5. if signature is invalid
6. return false;

7. verify [sig/1 {fi}]s

8. if signature is invalid
9. return false;

10. Q-CHQUCUC([SigAs”f1 {fr)eesigy (11 YD

11. return true;

Bl 3 GesBGP Wpil A O filter 8 3%

AL L 2 B ph A 1T 58 B H R S 7 42 BGP
TR, DU E T B AR B filter BREATRGI
FOL WA ANE 4 Bis. 7EH 1 filter B IRATE S8
T AR A L AS FT A, R R A AS iy
I B AR Hb BT A TR A 4 I R AR
W D056 B T 2 AN 2 AS BT AR T AS
& AS FTAT U AS IR A FASH 43 B A 2 A0
AS_PATH #4174 2 #2415 3 S1 f1 S2. & J5 vl {5

Algorithm of attestation service in OUT filter

input: prefix f1;
AS_PATH [AS,—1,+, AS;];
output: true: continue to send update; false: drop update;
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6 n
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13. return true;
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