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Refining the Inter-Domain IP Spoofing Prevention
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Abstract  The validation of source IP addresses becomes the key technique for devising a trust-
worthy network. Inter-domain IP spoofing preventions based on coarse-grained labels of source-
destination ASes protect wide domains of ASes and provide high incentives of deployments, how-
ever, have the shortcoming that cann’t filter spoofing packets forging other hosts’ IP addresses
in the same subnet. IP spoofing preventions based on fine grained labels of source-destination
subnets solves the above problem, but the complexity of them is very high. Towards the contra-
diction between the complexity of preventions and the grain of filtering, a novel mechanism to re-
fine the inter-domain IP spoofing prevention service, RISP, is proposed. Based on the stable of
the topology of ASes, RISP introduces unsymmetrical fine-grained labels between source subnets
and destination ASes, which could filter spoofing packets orienting from ASes or subnets. Based
on the characteristics of the mainstream attacks employing IP spoofing, RISP combines the anom-
aly detection with IP spoofing preventions, which could trigger dynamic marking, reduce the cost

of computing and storing of labels and limit the rates of malicious flows.
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Background

DDoS defenses are thwarted by IP spoofing, and by IP
spoofing attackers can evade detection and put a substantial
burden on destination networks for filtering attack packets.
IP spoofing prevention becomes a kind of important network
security facility, which detects attacks based on spoofing
packets and filters malicious traffic. Although many IP spoo-
fing prevention techniques have been proposed, none of them
is widely used in the Internet. IP spoofing prevention mecha-
nisms proposed could not prevent all of network equipments
from being attacked and could not filter spoofing packets be-
fore their flooding on middle networks. IP spoofing preven-
tion mechanisms are not efficient, and have high cost and low
incentive of deployment, which restricts ISPs to deploy IP
spoofing prevention mechanisms and causes a serious flaw of
Internet.

The contradiction between the allocation of IP addresses
and the use, such as multihoming and hijacking, increases
the complexity of getting the state of domains, and the con-
flict among management policies of domains enhances the dif-
ficulty of cooperating with other domains. End-hosts are vul-
nerable to spoofing attacks and the cooperating attack emplo-
ying IP spoofing has a serious influence on Internet, so desig-
ning an efficient IP spoofing prevention mechanism turns out
to be an important approach to building a trustworthy net-
work.
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vel approach to refine the IP spoofing prevention service for
filtering spoofing packets orienting from the subnets with lit-
tle overhead of computing and communicating. Based on the
stable of the topology of ASes, RISP introduces unsymmetri-
cal fine-grained labels between source subnets and destination
ASes, which could filter spoofing packets orienting from
ASes or subnets. Based on the characteristics of the main-
stream attacks employing IP spoofing, RISP combines the
anomaly detection with IP spoofing preventions, which could
trigger dynamic marking, reduce the cost of computing and
storing of labels and limit the rate of malicious flows. RISP
acts as an open platform for detecing and response of attacks.,
which would support the building of the next generation
trustworthy network. Ahead of the work, the authors the
mechanism to extend the IP spoofing prevention servercie to-
wards non-members of alliance of spoofing preventions and
the mechanism to enhance the the ability of spoofing preven-
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