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A Secured Access Router Mesh of Mobile Networks with
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Abstract  Performance is always the bottleneck for deploying network mobility (NEMO), and
the delay resulting from existing authentication mechanism makes it even worse. This paper in-
troduces an efficient authentication method for access router (AR) mesh of multihomed and nes-
ted mobile networks, with path selection and fast handover support to promote whole perform-
ance of mobile networks, especially to reduce the delay. First a mutual authentication method is
presented based on fixed AAA infrastructure and dynamic trusted neighbors, integrated with a
behavior evaluation mechanism. And based on this authentication method the algorithms for opti-
mal path selection and recovery of access failure are proposed. In the solution, security associa-
tion (SA) transfer is to cut down the authentication delay; multi-angular routing and tunnel-in-
tunnel problem in nested situation can be eliminated through the Care-of-Address (CoA) configu-
ration of mobile router based on top-level AR prefix; temporary tunnel and reverse routing header

(RRH) may be borrowed to leave out the binding procedure in handover; AR evaluation will pro-
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duce an optimal path to the Internet. Analysis shows that, with efficient SA establishment be-

tween mobile networks and the foreign networks, expected node behavior evaluation, and opti-

mized route, the solution in this paper is more efficient than the counterparts in terms of through-

put, packet delay and handover delay.

Keywords network mobility; trust transfer;

handover

1 Introduction

Here is coming a new era for both communica-
tion and computation; May be one person with
multi computers which are portable and need inter-
connecting and moving as a personal mobile net-
work™ . Network mobility arises when a router
connecting these mobile networks to the Internet
dynamically changes its point of attaching to the
Internet, thereby causing the reachability of the
said network to be changed in relation to the fixed
IETF NEMO working group

gave a proposal called network mobility basic sup-

Internet topologyt!.

port protocol (NBSP) to meet the requirements in
200557,

Since the openness of mobile environment in-
troduces more potential threats, several security
issues, such as mutual authentication between no-
madic terminals and foreign access networks, end-
to-end confidentiality and integrity, credibility or
reliability evaluation of access routers and so on,
must be considered"**. In addition, since traffic
overload or handover delay in mobile environment
brings new problems, fault tolerant mechanism is
also an issue that cannot be ignored in mobile net-
works.

Authentication, Authorization, and Account-
ing (AAA) is a useful solution for mutual authen-
tication and authorized access. A secure deploy-
ment of NEMO into the real world cannot avoid
the usage of AAA protocol'™. Based on key man-
agement of AAA infrastructure, end-to-end confi-
dentiality and integrity can be guaranteed through
IPsec. Indeed, methods that integrate mobility and
AAA for IPv4/v6 exist today. However, NEMO
introduces far more complexity than host mobility
and does challenge the authentication mechanisms
by introducing new AAA issues because mobile
network nodes may rely on multiple mobile routers
to take care of their mobility management tasks in
the nested topology, while it is not mentioned that
how AAA issues are handled in NEMO environ-
ment in NBSP¥*, To address such a situation,

AAA architecture adapted to nested-NEMO con-

behavior evaluation; optimal path selection; fast

figurations based on diameter protocol was pro-
posed ',

Though AAA in Ref. [10] are a frame for
identity authentication in nested NEMO, no de-
tailed algorithm has been proposed. Benefits of
multihoming such as reliable access point, opti-
mized path, seamless handovers of the on-going
sessions are not achieved™. Meanwhile, inten-
tional or unconscious attack or deceit may happen
in the dynamic and uncertainty environment where
the access router’s credibility varies with time, es-
pecially when the mobile networks are floating.
Moreover, additional delay was introduced to the
total handover delay, crucially affecting the prime
objective towards seamless mobility, which adds
fuel to the fire for real-time services or delay-sensi-
tive traffic (e. g. VoIP or streaming multimedia
services )1'?). Traditional mechanism based on
AAA or pubic key infrastructure (PKI) can’t
adapt to these requirements'*!.
Fortunately, some other researches offered
side benefits that alleviate the suffering mentioned
above potentially. For example, there is a profu-
sion of existing work aiming at offering trusted in-
teraction among the mobile devices and their inter-
nal components, trust collaboration among mobile
communication peers, and trust-intelligence sup-
port for the users at the mobile devices!'™. And
Allard defined the IPsec context and then described
a context transfer based solution to transfer IPsec
in an IPv6

mobility environment to reduce time of establishing
1,

context between two access routers
IPsec tunne In addition, there are two ways
closely related to reduce the handover delay caused
by authentication procedures. First, optimization
of reducing round trips between the foreign domain
and the home domain can be achieved by encapsula-

ting the binding information of Mobile IPv6 in the

16-17]

AAA exchange message Second, trust trans-
fer solutions for security context were proposed to
realize local authentication and seamless services
over centralized cellular TP or WLAN architec-

[18-19]

ture" The handover procedures in the existing

work however have to experience a trip to remote
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home network for binding update or authentica-
tion, leading to long routing delay. Meanwhile,
these solutions overlook the complex situation of
NEMO, like nesting, being distributed etc. and do
not support optimal path selection in data trans-
mission and self-healing with less delay when han-
dover bursts, which can be provided by multihom-
ing. Still, NEMO are afflicted by poor perform-
ance in both handover and data transmission, and
also security issues from dynamic environment.

To address these concerns, in this paper we
propose an enhanced access router mesh, combi-
ning efficient identity authentication based on AAA
infrastructure and trusted neighbors with behavior
evaluation, optimal path selection, and self-healing
of access failure, where security association trans-
fer are introduced to avoid accessing AAA server in
home network when identity authentication is nee-
ded every time and periodic identity authentication
based on AAA may be trust-triggered when neces-
sary. The proposed scheme can achieve the follow-
ing advantages: 1) fault tolerance when access fail-
ure bursts; 2) high credibility between access rout-
ers from different domains; 3) high throughput
and low delay in data transmission in nested and
multihomed mobile networks. In addition, with
little modification, our proposed scheme complies
with the NBSP and the related security policies and
recommendations.

The remainder of this paper is organized as
follows. In Section 2, AAA infrastructure for
NEMO and its enhanced solution with neighbor-
based authentication and neighbors” behavior eval-
uation will be introduced. We give our secured al-
gorithms for optimal path selection and fast han-
dover based on enhanced AAA solution in Section 3.
We discuss the performance and security in Section
4. Finally, this paper is concluded in Section 5.

2 Secured AR Mesh

AAA was proposed to meet the need for ac-
cess control of all networks that allow an unknown
user to connect to the network, and to identify it-
self to gain access to services and resources provid-
ed in the network. AAA protocols such as Diame-
ter precisely enable mobile users to roam and ob-
tain service in networks that may not necessarily be

0121 Never-

owned by their home service provider
theless, a legal user may not always behave legally
or properly, or in the way we expect. In this sec-
tion, after multihomed and nested NEMO and its

AAA infrastructure are introduced, behavior eval-

uation mechanism in mobile environment will be
proposed to enhance AAA solution by reducing the
negative impact of inharmonious act there. The fol-
lowing acronyms in Table 1 are used in this paper.

Table 1 Acronyms

acronym full acronym full

RS Router Solicitations RA Router Advertisement
MR Mobile Router FR Fixed Router

AR Access Router NAS Network Access Server
PaC PANA Client paa  TANA /?\Z:rflnt‘ca“"“
Mnp  Mobile Network i obile Network Node

Prefix

HoA Home-of-Address CoA Care-of-Address
HA Home Agent MN Mobile Network
CN Correspondent Node SA Security Association

2.1 NEMO Topology

The analysis detailed in this paper is based on
a multihomed and nested NEMO scenario, where
more than one network with more than one mobile
router each exists. So one network has two mobile
routers available at least and may use other net-
works to access the Internet. According to the de-
ployment scenario, Fig. 1 gives the AR topology of
multihomed and nested NEMO, with multi-HA
and multi-MNP ignored for easy presentation. We

give the formal description of NEMO topology as
{MN,, (MR, ,MNN,,Dep, AR,; ,
TLAR,, ,HA) |i<j},

Fig.1 AR Topology of NEMO

where, for one mobile network MN,,, MR, (n>1)
denotes one of the mobile routers with Dep, as its
current nested depth, MNN, (£>0) as one of the
nodes it serves, HA, as its home agent, AR,; as
one of the access routers it can reach, and TLAR,;
as its top-level AR; and d means the nested depth
of MN,, (the least depth of its MRs); other MR
here denotes the mobile network with one of the
{HA) as its home agent. All MRs and FRs from
the Internet infrastructure compose the AR mesh
of NEMO, where we give related definitions as
follows.

Definition 1 AR Mesh is composed of multi-
ple ARs, including MRs or FRs, which are inter-
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connected.

Definition 2 Fixed AR Mesh forms when at
least one of ARs can connect current network with
the Internet. Otherwise, it is called Floating AR
Mesh.

Definition 3  Top-level AR (TLAR) is the
FR from the Internet infrastructure in Fixed AR
Mesh or the MR with the least nested depth in
Floating AR Mesh.

Definition 4 When two ARs can access each
other, one is the Neighbor AR (NAR) of the
other.

Definition 5 In two neighbor ARs that are
authenticated each other, one with deeper nested
depth (relative to the Internet) is called Sub AR
(SAR), and the other Parent AR(PAR).

2.2 SA Transfer in Mobile Networks

For the safety of a multihomed and nested
NEMO, it is necessary to secure every mobile
router at every level by applying access control for
any kind of service or network access, protecting
against any unauthorized use and any type of im-
personation. Here, AAA mechanism using Proto-
col for carrying Authentication Network Access
(PANA), Diameter protocol and Extensible Au-
thentication Protocol (EAP) is introduced to ac-
complish the task. And overall AAA architecture
for the NEMO topology in Fig.1 is shown in
Fig. 2.

Diameter EAP

PaC/PAA/MR,

MN.,

Fig. 2 Overall AAA Infrastructure

PANA is used as authentication protocol be-
tween MRs or MRs and FRs, with MRs as PaC
or/and PAA and FRs as PAA; as AAA protocol,
Diameter is used between AAA servers or FRs and
AAA servers (AAA in Fig. 2 means both AAA
with FRs as NAS or
as authentication method, EAP is

server and EAP server),

AAA client;

running between MRs and AAA servers, where
users’ profiles are contained.

Also, we assume that SAs and safe passages
are ready always between MRs and the AAA serv-
ers of home domain, between AAA servers of dif-
ferent domains, between AAA servers and PAAs
in the same domain, and between ARs that have
authenticated each other. Then, the way to imple-
ment mutual authentication when a MR (i. e. MR,
of MN,,) switches to another AR (i.e. MR,) that
can access the Internet can be realized with the
help of its trusted neighbors (for example, one of
its previous ARs), on condition that there exist
trust relationship (like SAs) between its trusted
neighbors and the AR to be accessed. If the cur-
rent MR have no trusted neighbors, or its trusted
neighbors have no trusted relationship with the AR
to be access and this relationship establishment
course (a recursive and breadth-first one similar to
what the current MR is doing and will do) is be-
yond the time given, here comes the worst case
shown in Fig. 3, where the mutual authentication
will be done with help of its own AAA server in its
home network, with one round trip.

Pac/MR, PAA/PaC/MR, PAA/NAS/FR, AAA, AAA

——RS—>
(«—RA—

— Request ™|

— Request ;>
e ReQuest -2

[ Res ponse, -
t«Response,|
[ Response ;-
teResponse, |

Request,=MR |[{AAA,||[nonce,||timestamp||(nonce,),.,,}Sign ME,
Request,=MR |[{FR ||Request,||nonce, tizrthan'zp}SignMR/‘
Request,=FR |[{AAA] \Re({u(‘xt,Hnom'e‘\\tiznestaznp}Sigr'IFR’
Request, =AAA|[{AAA,||Request ||nonce.
Response,=AAA,|{{(AAA, SAyg, - aan, |
[{(MR, SAug,-aa, [[nonce||nonce,),,,}
Response,=AAA|{(FR,
I{AAA, ||(MR,
[{AAA (MR, S Ay -, [lnonce)),,..)
Response;=FR[[{{(t MR,
IHAAA,||(MR,
I{AAAJ[(MR,

timestampSign ,,,
!

{authorization}),,,)

[timestamp}Sign .,

S Ak e [authorization}),, )

SAMR,; AAA; llnonce [[nonce, Diest!

\[i/nex[a/)?ﬁ}Sig"Ax.\.\

SAug, MR/,‘ [{authorization}),,,,}

SAMR,; x.x.\,H"“nCel‘"”’7’('e< )):u,u}

SAMR,,—FRI‘|77“77ce\ D}

I{FR||(MR |ISA,x, M,\,/,)W,}\\[imesz‘amp}Sign,,R’
Response,={AAA,[[nonce,||( MR,[|SA,, ‘H\'Hnnm‘eﬂnml({g st}
[{AAA||(MR, SAM,(”,,,,(’Hn()m‘e, Dess )

HFRICMR,JIS Ay g, D)
(keyl,key2,key3, keyd, keys, key6 )=

SHA{(nonce,, nonce,, nonce,, nonce., nonce, nonce, )",

(SAMR,,—.M Ay ? SAMR/,—F A SAF.\,—.\.\.\,’ SA, AA;-AAA,, >

SAMR”—.\.\,\,s SAMR,,—F,\, ))

Fig. 3 Authentication Process
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Here, the session key of the original passage
will be updated according to the SA and the nonce
received in authentication requests, and new-crea-
ted SAs can be renewed through D-H method
if ARs would like to keep them secret to their
creators.

This architecture optimizes the mutual au-
thentication of participating entities in a NEMO to-
pology above by reducing the number of message
exchange trips to one-round. Note that, currently,
it is not necessary for MNNs and MRs in the same
MN to be authenticated each other.

2.3 Behavior Evaluation Mechanism

Existing AAA schemes do not require addi-
tional mechanisms than those required for mutual
As a result, the
identity trust can be established before ARs access

authentication between ARs.

each other, but it does not protect network against
intentional or unconscious attack or lying after
identity authentication.

To address such a circumstance, we propose
to use behavior trust as in our social lives. Trust
here is established between two parties for a specif-
ic action. A trust value is some measure or quanti-
ty assigned by one party to its belief in the trust-
worthiness of other party.

Due to the high and frequent mobility of net-
works, limited-range and unreliability of wireless
links, and sometimes lack of supports from AAA
infrastructure, trust relations may have to be es-
tablished using only on-line-available evidence,
may be short-term and varies with time, and large-
ly peer-to-peer, where the peers may not necessari-
ly have a relevant “home domain” that can be
placed into a recognizable trust hierarchy, and may
be uncertain’™. Here, we argue that in our
NEMO topology: (1) Most ARs are honest and
beneficent; (2) MRs are trusted by every MNNs
from their own mobile network; (3) Trust be-
tween ARs is modified through direct evidence and
relevant evaluation, with the help of existing de-
tection model or behavior library™®?J; (4) AR be-
havior is evaluated “on the fly” to substantiate dy-
namically formed trust relations; (5) Trust in pe-
riod of validity can be transferred between ARs;
(6) An AR may turn to another one for security or
performance.

Different from the trust in MANETs, we do
not calculate the trust for remote nodes but direct
ones to form a credibility-aware environment with
one link as its radius, and then the dependable
path to the Internet by selecting the optimal nodes

in the next section. Evaluation’s goals in detail in-
clude: (1) to produce low credibility for negative
nodes, and vice versa; (2) the corresponding trust
values being decreased fast for negative reactions,
being increased slowly for positive reactions, and
being dropped faster for fluctuant reactions. The
evaluation metric of one specific action B; to deter-
mine whether or the extent to which A believes
that C behaves properly is provided as follows:

Trust(B;,a;) :1*(1*@/‘“ )T o<Zmin(s, f)

A—~C
(D
Where, a,. € (0,1], is the trust threshold for B;,
which is initialized and can be adjusted according to
related policies of A; s, f, o are the number of C’s
positive responses, that of C’s negatives respon-
ses, and time of C’s swing responses?, observed
by A.
And then the evaluation metric of C’s general
behavior for A is given here:
1
TrustZZwiXtrust(B;,a,) (2)
A—=C — A—~C
Where, I is the number of behaviors that will be
considered, and W, is the corresponding weight.
Trust values calculated by Formula (2) will be
used to modify the path availability in the next sec-
tion, aiming at the high trustworthiness of the
path selected after path evaluation according to the
parameters of RAs from neighbor ARs.

3 Enhanced AR Mesh

Since mobile networks suffer from some inher-
ent defects of wireless connection, taking advan-
tage of multihoming to promote whole performance
of NEMO is peremptorily needed. Meanwhile,
AAA relies on frequently consulting the home net-
work by sending back an authentication request
when a mobile network roams to a foreign network
or one of its MRs accesses a new AR. This proce-
dure causes long handover delay and may not be
feasible for real-time applications. Moreover,
when mobile networks lose the Internet connectivi-
ty, AR handover and the following communication
become impossible, since the AAA infrastructure
on which authentication process relies or the HA
to which binding update should be sent cannot be
reached. To address these issues, in this section,
for the multi-AR case of multihoming in nested

mobile networks, the algorithms for optimal path

@ Swing responses: negative or positive reactions, alternately.
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selection and access failure healing based on AR
identity authentication and behavior evaluation,
path availability evaluation, and fast handover are
proposed.

3.1 Optimal Path

In multihomed and nested mobile networks.,
MRs might receive RAs from some routers, inclu-
ding the MR of another mobile network or the FR
of the Internet infrastructure. Here, a new path
information options (PIO) to carry path-evaluation
parameters and also TLAR prefix is extended to
RA. Through the parameters in PIO of RAs and
related metrics, the on-path nodes and then the
path are evaluated. After that, AR is selected for
every MNN or MR, and the optimal path based on
AR load balance in mobile networks is built and
maintained. Also, this solution can be extended
easily to realize comprehensive load balance by se-
lecting optimal MNP for MNNs, optimal HA for
MRs and optimal MR for HAs?,

Different from existing solutions, ours has the
following characteristics: hybrid identity authenti-
cation based on SA transfer or home AAA server;
mutual authentication and behavior evaluations be-
tween ARs; low-trust-triggered home AAA re-au-
thentication; TILAR prefix based CoA generation;
dynamic path construction scheme based on MR
selection for MNNs and AR selection for MRs.
The algorithm in detail is shown as follows.

(1) Dynamic evaluation

ARs attain neighbors’ trust values through
dynamic evaluation in the way described in Section
2. 33 ARs obtain neighbor’s availability values by
evaluating the capability of the paths from the ARs
to the Internet through their RA parameters,
which will be depicted in Section 3. 2.

(2) Evidence collection

(D MRs or MNN s receive RAs that are genera-
ted and broadcasted by TLLAR at a certain interval
or by request, and then updated and forwarded by
the intermediate ARs.

@ MRs receive the trust values and availability
values of the ARs nearby from the PAR.

(3) Authentication and re-authentication

D If the RA received is from the AR whose in-
formation (i. e. trust value) has existed, the MR
and AR will authenticate each other with the help
of PAR in the same way pictured in Section 2. 2,
where ARs’ mutual authentication is carried out
with the help AAA,,.

@ Otherwise, PAR does not have SA with the
AR neither, so MR has to turn to the AAA server

of home domain.

® The re-authentication based on AAA infra-
structure will run at a flexible interval or will be
triggered when the trust value of AR is lower than
the threshold.

(4) Path evaluation and selection

@D MR admits the availability value and trust
value of the AR according to its PAR’s trust val-
ue, if the authentication is realized with the help of
PAR.

@ Otherwise, trust value and the availability
value of the AR will be evaluated in the way de-
scribed in Section 2. 3 and Section 3. 2 respectively.

@ According to the trust values and availabili-
ty values calculated, the best AR for current MR
will be selected, and when every MR has selected
its AR, the optimal path to the Internet is created.

(5) CoA configuration and route update

D If the selected AR and the previously-se-
lected AR are under the same TLAR, then the
CoA configuration will be omitted.

@ Otherwise, CoA of MR will be configured
with the prefix of TLAR carried by PIO of RA.

@ MR sends the ICMPv6-Echo Reply Message
to correspondent TLLAR, building routes from the
TLAR and on-path nodes towards the MR.

(6) MNN-CN communication

DI the MR’s CoA is reconfigured, ordinary
binding of NBSP will be triggered by sending bind-
ing update to HA, binding the MR HoA and the
MNPs in charge to its new CoA.

@ MR updates the availability information in
the selected AR’ s RA, and broadcasts it to its
MNNs, and every MNN will evaluate the MRs of
current mobile network and choose the best one to
send packets.

® MR sends the packets from MNNs to CN
directly if MR and CN have authenticated each oth-
er and the MNNs’ addresses are bound to the
MRs’ CoAs at the CN; or through the MR-HA
tunnel to protect location privacy.

Under security guarantee, optimal path selection
enhances AR mesh with the load balance by selec-
ting the strongest AR in a real-time way. Hence,
in terms of ARs’ local policy like high-bandwidth
first or low-delay first and so on, benefits of multi-
homing in providing more powerful and more adap-
tive performance are achieved.

3.2 Path Availability Evaluation

To evaluate the path availability for each se-
lection, AR metrics for MRs or MNNs based on
PIO parameters are established in this section.
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Availability evaluation is the extensions of behav-
ior evaluation, including the best AR evaluation
for MR and the best MR evaluation for MNN.

There are three steps to evaluate the path
availability for a MR :

(1) Get it from PAR

If a MR has received the availability value of
an AR from its PAR, then

Avai = Avai X Trust (3)

AR—MR AR—PAR MR—PAR
Where, Awai means the availability value of A

A—>C
for C.
(2) Calculate it based on PIO parameters and
trust value
If the AR is only authenticated without being
selected, MR evaluates the AR behavior and calcu-

lates the trust by Formula (2) while computing the
MR—AR

availability value of the path from the AR to the
Internet according to the PIO parameters.

Since load balance among multi-MR or multi-
path is provided in terms of not only throughput
and path delay, but workable link or stable topolo-
gy, we define the best path as the one whose ex-
pected lifetime of MR-FR association is the lon-
gest, whose available throughput is the highest,
whose transmission delay is the lowest. Thus, to
select the best AR for MR, the availability value of
the related path from the candidate AR to the In-
ternet will be computed through three parameters
plus one subjective preference and their corre-
sponding weights, as shown below

D—1 3
Avai = (1‘0 X % 2 Par.a Jrz x; XV, ) X Trust
d—0 i—1

AR—MR MR— AR

4)

Where, Pag., represents the personal preference of

on-path AR with d as its nested depth for its lower

AR, and D is the nested depth of the candidate

AR; V| means the stable time of the path topolo-

gy, which can be calculated according to the mini-

mum interval after which a handover will happen to

one of its upriver ARs, V, means the path

throughput, and V, contains the information of the

whole path delay. P,z and V, can be calculated,

normalized and broadcasted by on-path MR easily

through RA., while V, and V, will be computed as
follows:

Vi =min(V§* Y ,a X B, X Fp.,+
OX NCar.a XRCMzr.0) (%)
v = {1 =0 e
’ X (VP 4V, o7, 1<8d<<D
Where, V¥ and V{” denote the throughput and
delay from the current node, through the candidate

AR with d as its nested depth, to the Internet re-
spectively; B,, means the link bandwidth to the
candidate AR; F| means the {ree time proportion of
the link; NC,z means the number of connections
that the candidate AR can provide; RCM,; repre-
sents the free rate of CPU and memory of the can-
didate AR; V.., presents the link delay from cur-
rent node to the candidate AR with d as its nested
depth, while a, b, ¢ play the role of normalization.

Through Formula (4), (5) and (6), the
availability of every path to the Internet can be
evaluated and the optimal path can be selected. To
get the parameters requested, options such as
NC,r and RCM ,; will be appended to PIO. During
the propagation of the RA down the AR Mesh,
some parameters including Path ID, Sequence, and
prefix of TLAR etc. , are filled in by TLAR and do
not change. The fields of the RA updated at each
hop include AR Preference, Nested Depth, Path
Digest, Stable Time, Path Bandwidth, Path Free
Medium Time, Affordable Connections, and Path
Delay etc.

(3) Revise it after being selected

If an AR or the related path is selected, the
path availability value will be revised according to
the past experience., The iterative process of the

value revision is shown in Formula (7).
D—1

3
Avai’ = (xo X%ZPAR,{J JFZ.T; XV X
d=0 i=1

AR—>MR

YD
(7)
Where, ¢ presents the sequence of iterative calcula-
tion; Pags Vs V, will be obtained as before, and
V., will be revised as Formula (8).
V7 =X (T — T " — O (3
Where, T is the (z) th timestamp of the RA
message from the TLAR and O is the offset be-
tween the ~th RA message and the (+—1)-th RA
message.

Formula (7) and (8) help to modify the path
availability when evaluating the path that has been
selected for the moment, and otherwise, Formula
(1), (2) and (3) will give a hand.

MNNs obtain the availability values of every
path in the same way MRs do, except setting the
trust threshold =1, since MRs take the factor of
ARs’ trust values into account, while MNNs will
trust their MRs at discretion.

3.3 Recovery of Access Failure

Optimal path selection neglects the urgency
when access failure happens suddenly. The au-
thentication process when MRs never know the AR
before and the binding procedure when the MR
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CoA is reconfigured will introduce the unbearable 4.1 Identity Authentication

delay, which may result in session or service inter-
ruption since handover cannot be finished in time.
So, here a handover algorithm based on trust
transfer and/or AR/MR-HA tunnel and reverse
routing header (RRH) borrowing is proposed to
heal the unexpected access failure®’. The algo-
rithm is described as below.

(1) AR discovery

If the MR loses its connection to Internet all
of a sudden, it triggers an Internet-available AR
discovery process.

(2) Authentication process

Instead of sending the authentication request
to AAA server of home domain as in Section 2. 2,
MR sends this message to all ARs that have been
authenticated to authenticate the ARs giving re-
plies. If the AR to be authenticated does not have
SA with all these ARs, they will also send the re-
quest to their own authenticated ARs to authentic-
ate the ARs unknown to current MR, until the re-
cursive process ends with the ARs that give replies
authenticated or beyond the time given.

(3) Handover

The AR that be authenticated first will be se-
lected. If the AR is under the same TLAR of the
MR, MR will forward the packets to the AR se-
lected directly, and then the routing to the MR will
be updated at the on-path nodes; otherwise, the
selected AR encapsulates the packet received from
the MR and then sends it to the destination
through its own AR/MR-HA tunnel. Here, IPv6
Reverse Routing Header (RRH) is borrowed to re-
cord the CoA of the selected AR to realize reverse
routing to the current MR.

After handover successfully, the MR will re-
turn to the normal path selection procedure.

This algorithm also can practically accomplish
the authentication process in floating AR mesh,
where AAA infrastructure is unavailable due to the

fact that authentication process can be completed
with the help of local ARs.

4 Security Analysis

The AR mesh security for NEMO proposed in
this paper will protect against the following major
threats; replay attacks, tampering, masquerading
and lying. In our solution, the AAA infrastructure
based identity authentication is for the former
three attacks, evidence based behavior evaluation
and further path evaluation are for lying, and trust
based context transfer for performance.

In this paper, we assume that, with AAA
servers, NAS and their communication secured, an
AAA infrastructure has been robustly established.
Also, SA between every MR or FR/NAS and its
AAA server in home network always exists.

Then, according to the authentication method
in Section 2.2, any MR and its AR can establish
their SA with mutual identity authentication ful-
filled with the help of AAA
Where, timestamp resists the replay attack; AAA,,
helps to establish the SA between MR, and AAA,,
and in the same way, AAA,; then helps to establish
the SA between MR, and AR;., and then AR, the
SA between MR, and MR,. The confidentiality
and integrity of SAs are protected by signatures

infrastructure.

and session keys; nonce;, nonce;, nonce, make
MR, that  the SAug —aa, >
SAMR”,FAi , and SAMR”,MRP are legal; also, nonce; ,
nonce, , nonce; orderly make AAA;, FR, and MR,
believe that the SAMRanA\AI ’ SAMRanAY ’
SAMR”,MRP are legal.

Definition 7 B is the SA Generator (SAG) of
A and C when B helps to establish SA between A
and C. Where, A, B, C are network entities, like
routers or servers.

Theorem 1  Transitivity of SA: SA between
A and C can be established when both A and C
have SA with the same network entity.

believe orderly

and

Theorem 1 can be easily proved through the
triangular drawing, where two sides have been
there. The problem is that, the SA is not a secret
to SAG, which is not expected. Here, new SA
will be regenerated according to nonce exchanged
and the original SA to against such an issue. With
the SA created, the mutual authentication against
masquerading is carried out naturally. The transi-
tivity of SA can be implemented in the way men-
tioned in Section 2. 2.

Where there is a SA existing, where there is a
fact that IPsec can be applied to protect the com-
munication with confidentiality and integrity.
Hence the tampering will be excluded.

4.2 Trust or Not

After identity authentication, whether to trust
is left to behavior evaluation which is used in AR
mesh to eliminate the negative influences of lying
of legal users.

In this section, the effect of node behavior
evaluation will be estimated. And further path
evaluation will be analyzed in the next section with

path selection.
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Since MR, has authenticated MR,, evidences
for behavior evaluation will be directly obtained by
observing MR, ’ s reaction to a certain action hap-
pened locally. Fig. 4 shows the evaluation result in
the following situations: When the time of nega-
tive responses increases from 0 to 10 while trust
threshold varies within 0 and 1; and then time of
positive responses rises from 0 to 20; time of the
two kinds of responses climbs alternatively, with
fluctuating time from 0 to 10.

Fig. 4 Trust value surface

From Fig.4, we can come to the conclusion

that trust value drops quickly when negative re-
sponses are observed, and drops more quickly with
{luctuation while it ascends slowly when the posi-
tive reaction to the action takes place as what MR,
expected. Also, @; can be used to regulate the trust
value; the larger trust threshold leads to the facts
that trust value drops more slowly while rises more
quickly.

5 Performance

In this section, after qualitative comparisons
with the counterparts are made, throughput and
delay from mobile networks to the Internet and
handover delay of our secured AR mesh will be
checked further by comparing with its counterparts
by simulation. For the sake of convenience, the
solutions in Ref. [10,17-18,20] are called NACA,
NBAI, NACT, and RRH respectively, and that of
this paper is called SARM.

SARM enhances NEMO security as well as
performance with higher throughput or lower de-
lay. Table 2 gives the overall qualitative compari-
sons of solutions mentioned before.

Table 2 Qualitative Comparisons

L Authentication Nesting Multihoming

Criteria AAA Delay Nesting route optimized data efficiency path balance handover delay
NACA yes high yes no low no high
NBAI yes mid no no low no mid
NACT yes low no no low no mid
RRH no yes mid no high
SARM yes low yes yes high yes low

From the Table 2, we observe that NACA,
NBAI and NACT support AAA, where AAA in
NACA introduces high delay while that in NBAT or
NACT does not work
Meanwhile, NBAI has to carry out authentication
through AAA server in home network and NACT

is only favored in a closed environment. What’ s

in nested environment.

more, all these solutions overlook the complex sit-
uations of NEMO: do not eliminate great nesting
tunnel overhead by providing route optimization
and increasing data efficiency; have no balance
among ARs and drop handover delay through
multi-AR. Although RRH may eliminate the tun-
nel-in-tunnel overhead caused by nesting, more
processing is needed at HA. Furthermore, security
and merits resulting from multihoming are not
achieved in RRH. Our solution takes all these prob-
lems into account, and gives the satisfactory results:
(1) providing AAA authentication in nested mo-
bile network while the delay introduced by AAA is
resolved by SA transfer; (2) simplifying the route

and wiping off tunnel overhead in nested environ-
ment; (3) gaining potential performance C(i. e.
more throughput and lower delay through path
balance, lower handover delay by turning to anoth-
er AR and so on) provided by multihoming.
5.1 Throughput and Packet Delay

The throughput and packet delay is of impor-
tance to the mobile networks. Here, we compare
our solution with NACA on throughput and packet
delay from the mobile network with a nested depth
of 3 to the Internet in a fixed AR mesh, with unde-
pendable wireless link and dynamic topology: the
numbers of authenticated ARs for the on-path MR
to select are random within 1 and 10; the trust val-
ues of these ARs are all random within 0.2 and
0. 8; each link has a random bandwidth within 10
Mbps and has random propagation delay within 15
ms and with 5 ms discrepancy to the last one; for
convenience, x, =x; =0 in path availability evalua-
tion, and other parameters are listed in figures be-
low (corresponding weight is regulated according
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to the item that will be checked). We define T,,
and D,,; as the throughput and delay with fully-
loaded data rate between MN and the Internet re-
spectively and between one MNN and TLAR. As-
suming that in the mobile network the number of
MR increases from 1 to 10, and then after being
measured 10 times the mathematical expectations

of T,; and D,, are pictured in Fig. 5.

70 ' 30
—+—SARM
60} | —o—NACA 25
50
L 20
= 40 g
~ ~ 15
%0 Qtlo i
20
10 5 ——SARM
|- —6-NACA
O 6§ 10 2% 6 8 10

The number of MR
(b) Delay expectation
(x,=0.2, 2,=0.8)

The number of MR
(a) Throughput expectation
(x,=0.8, x,=0.2)

Fig.5 Thoughput and Delay

It can be seen from the Fig. 5 (a) that with the
AR or MR load balance, the curve of the through-
put from the mobile network to the Internet is im-
proved remarkably with deepening of the curve
gap. Fig.5 (b) shows the delay curve of packet
transmission from a MNN to a TLAR when the
number of MRs increases.
with NACA, the latency is reduced significantly,

Evidently, compared

and also more stable.
5.2 Handover Delay

As an important requirement to achieve seam-
less global roaming, small handover delay can sig-
nificantly deduce packet loss rate and heal the ac-
cess failure problem. But the fact is handover delay
is a headache always for real-time applications in
mobile networks. We compare our solution with
NBAI and NACT when handover happens between
ARs: (1) under the same TLAR; (2) from differ-
ent TLARs of the same AAA domain; (3) from
different AAA domain. Here, we define the han-
dover delay as the period from when MR loses the
link to its PAR to when MR has an authenticated
AR that it can turn to.

NBALI integrates AAA messages and binding
information of MIPv6, which reduces the time cost
caused by the fact that authentication and binding
procedure go one after another. While NACT pro-
poses AAA context transfer based authentication
to avoid the signal trip to home network every time
mobile nodes access a foreign AR. However, visit-
ing home network is necessary either for authenti-

cation in NBAI solution or for CoA binding in both
solutions when inter-TLLAR handover occurs.

We assume that the mutual authentication of
nested ARs is extended in NBAI and NACT in the
same way we do, and that a MR with D as its nes-
ted depth is visiting a foreign network under the
TLAR whose AAA trip to the MR’ s home net-
work experiences | domains, then we give the han-
dover delay when the MR handovers in the follow-
ing situations.

(1) Inter-AR Under the same TLAR

D

Shar =2( 25 (D + Diee) +

d=1
1

D (Diaar + Dia) + Dy) + 5Dp

i

9

M= L

D—d

(24 + 4C (D + Dige) + Dip)) s

1 n=1

ST
D NACT

d

=1

Mu

(10)

Zd

d
D
DST _ Dd Dd DST
SARM — M1 °® (D5 + Digp) + 2 ¢ Dacr»
d—1

ity =1 (1D)

(2) Inter-AR under different TLLARs of the
same AAA domain

K" Di]’gl\l + 2 (Dl + DAJ\/\P) + DII/\P

NBAI —
D

D%II?AC'I‘ - Di‘&("l‘ + Z (D(\LI + Dif\RP + D{{‘RHA + D(lj—lAP>
d=1

1

(12)

(13)

DRrv = D3irmt + 2(Dyi + Dage) (14)
(3) Inter-AR of different domains

wsar = DRpar (15)

HI}\(‘T = i?\(‘T + 2 (D/\AAP + Didl) + DA[—’ (16)

e = DRim + 2y, X ((Daaap + Dia) + Dap)

an
Where, d denotes the level of nesting and i is the
domain id; D,,,» D, and D, denotes the delay of
wireless link in mobile network, that of wired link
in the same domain, and that of path between
AAA servers of neighboring domains; Dagps Dpap
and Djaap are the processing delays of AR, HA
and AAA server respectively; D,p means the pro-
cessing delay for authentication; Drys denotes the
delay between HAs of on-path MRs or TLAR and
these HAs; y, and y, mean the probability of MR
handover for MNNs and that of AR handover for
MRs., and z, means the probability that a trusted
AR with d as its nested depth helps to complete
the authentication finally.

To analyze the performance differences among
these solutions in detail, we give the concrete pa-
L4 Dy=Dg=4ms, D,=2ms;
D re = Dyap = Daaar = 10ms if packet encapsulation

rameters as follows
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should be processed, else Dagp = Dyap = Dasar =
5ms; Dyp =5ms. In addition, since the hops be-
tween HAs of different MRs from different do-
main, between TLAR and these HAs., and be-
tween AAA server of foreign networks and that in
home network are unpredictable, Digya is assumed
to be random, within 4 and 100ms, and I to be
random within 10. Fig. 6 shows the results of han-
dover delay according to the degree of nesting.

350 100 400,
-8 ST-NBAI | 7 B SD-NBAI 9 = ID-NBAT
300||-0- STNACT 350l| - SDNACT 3501/ ID-NACT
~# ST-SARM +# SD-SARM_ | & - 1D-SARM ZH:]
£ 250 £ 300 £300
: . -
< 200 = 250 = 250]
o g 5
2 150[ —(E 200 . é 200 i
g 5 s
= 100 = 15 = 154
5 100 100
P
0 504 501
0 5 10 7 5 10 770 5 10
Level of nesting Level of nesting Level of nesting
(a) (b) (c)

Fig. 6 Handover delay (y; =y,=0.5, z,=1/D)

From Fig. 6, it can be seen that with the in-
creasing of the nested depth of MR, the gaps be-
tween other solutions and ours enlarge in all situa-
tions. And compared with the other two solutions,
ours significantly reduces handover delay, which
provides a better performance in handover for links
recovery in multihomed and nested mobile net-

work.
6 Conclusion

In order to address the performance bottleneck
and related security issues in nested and multi-
homed mobile network, we present an AR mesh to
promote the whole performance of mobile networks
through balance and fast handover among multi-
AR in a secured way. In the balance algorithm,
traditional AAA identity authentication is replaced
by the hybrid method combining direct SA trans-
fer, traditional authentication, behavior and path
availability evaluation, and optimal AR and path
selection. While in the handover algorithm, origi-
nal AAA scheme is replaced completely by the re-
cursive SA transfer, to heal access failure by sav-
ing the precious time in handover. In AR mesh,
periodical or policy-triggered traditional AAA au-
thentication guarantees the identity authenticity
further, and behavior and path availability evalua-
tion determine the high reliability in entity behav-
ior and path performance. Analysis indicates that
since authentication is executed as locally as possi-
ble, and the most suitable AR and path is selected

with lying excluded, compared with the counter-
parts, our solution enhances NEMO with powerful
performance, like higher throughput and lower
communication delay and handover delay etc.

In addition, though our solution is for fixed
AR mesh, it can be easily modified to support
floating AR mesh. In the future, we are going to
implement the prototype model with more detailed
simulations in practical mobile environment to vali-
date the analytical results.
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