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An Attacked Image Based Hidden Messages Blind Detect Technique
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Abstract  Steganalysis technique is an important part of the security of internet information. It’
essential problem is to estimate if the digital carrier takes the secret messages . This paper brings
forward the blind detect technique which is based on the hidden messages for aggressive. A 2D
feature vector in the spatial and DCT domains is extracted to blindly determine the existence of
hidden messages in an image. For evaluation, a database composed of over 7000 cover and stego
images(generated by using ten different embedding schemes) was established. Based on the data-
base, simulation experiments were conducted to prove the feasibility and diversity of the proposed
system. The proposed system consists of following: (1) The average detection rate is
about 90.085% , the total average for electropositive detection rate and negative detection
rate; (2) It is not limited to the detection of a particular steganographic scheme; (3) It has the
capability to detect the stego images with an lower embedding rate; (4) The test of plain images
which is smoothing, sharpening, image size zoomed out, cutting and recompressing can be

inspected.

Keywords steganaography; steganalysis; digital watermarking; data hidden

Wk H 39 - 2006-10-25 5 fe 25 SR W2 H W :2008-12-16. ARG RITT Y4 20 T RHLEE & 0 H (Gjj08462) | Ll T BB KRS 2R
St R (2008CGB2 D W Bl BERE - U1 . 1970 4F A 1 - 0F 78 A= o @ B8R B RF 5T 05 16) A BT oK BB S A3 S R 5 (5 B A
H. E-mail: maojiafa@2lcn. com. SREB, H . 1948 AL b, 82 L 18 A Ul 3 SEWE S0 GO BE AR B VR BT R AR S AR Kook
EDFIRRS 0. B B 401979 AR 1, EBWFFE 7 1 BP0 B RE R L B 0 A R I R AL B



24 BRKA BT BRI 1 BB S B R I EAR 319

1 5]

T

RITRNZ B E AR 5 R K B2 A5 BB e R AR
P FEZNH, REAE— ) WA e A R HE
MITEEE i A 54 By 07 A 7 2 3L W Z 4b. o
BEPE IR A TGS TEFRE 3 5 8L K EVE BAE
A E 22 A i OB J 1) — A 3 SR i R
5 A3 A A A B Bl 5 B K B O A T Iz

AR SCAAN 2 A A5 1 B A 2 A I O 25 pg
R 4 B £ B ARG . X F RS A E S
BB e R, F AT OB RS S A
b 5 2 s AN 0 H2 TR A B 5 A A 1Y 3k 2
WiZ— A BRI [R] . AT R I R AR
(Z 5 DCT B & — A — 4E R 4F 17 &) . Fl FH IR 4
Pl 2 0 2% 43 2 2 O S B BRI M5 B B R 9F
Matlab fi5 31 52 5 R #5175 1 PEAL

ARSCH 2 RN HIRE AR 55 50 24 A 2L
AR5 3 IR T Il R E SR IG5 4 WA AWM A
W28 o35 i s 5 5 TRAT ESER 55 6 T4 RS S
JEH.

2 BERERESH

1 RR M2 — AR 2B AR B . 4
— S ik A REAE BT LI e 3k B A R A
BRI OsLin 15 B B R % (5 B 2% 5
VS SR R R EU R A PSR L A EH e H
BTEGE L ILF-BeA 2250, 1M 4% 52 4 % B3 % 5 2
Y - 22 B AR s I A 2 B 4 £ R R D I AR A5

[ st g |

=

N

g X
> 8

i
I

[(Fe | [ REREe
A

B EEREEE [ agem | [ nEfsa |

I fE B

%
[ s8]
*

e 48 14 TELB A5 B BRUREAT L 23 D 26« 2 8]
2SO AN AE 9 38l DCT A8 46 385 /1N 9 78 4 380 15
SRR ek A k5 5 R 2 Bk
LA E) [ P A5 R v R A B R G R

= P B AN T A (LSBT | 2 s R b 3
S ER N IR B R G ER LR A 2
Bl RE W B VLIRS R G R i
F X /N 22 5. — 88 T B, i S-TOOIs, Image-
hide,StegoDos,EzStego, #J& £ T 25 Al 2 5 )7 2\
E/‘JD'Q].

BEXE T T B B 0 S R S AL HRTE &
A — S AR X N A B S 3 B B Fridrich
PR T T LT T RS A0 AT S A T R A
SRR R Bk 2 S AEFE AR G L T HL LSB A L
fib 7 AL TR TR AT RGBS B S X R A
Sk 20855 s Kong 61 48 T F 4 11 8 U 2% 1
il UG ) 52 2= 1 L AT 1IN h &5 A R 5 IRLR Y LSB 1
KA ELR Y LSB T HFfi L4 ; Cabanillas 25 %
¥ LSB i A = 7 43 A A5 A0, 42 M e K S B A T 2R
(MAP) I Al 55 85 Kot A28 . 8B i 2, 76 A ] 1Y
W BEBEAT 45 MAP K0 2% 59 52 Pr 0t 3% A7
O B S 4 S L i LAt 7T A B S BT A M
ZBRF ik AJE LSB 26 7 IR A =5 37 4 A fE R
Maes' " IA Sy 5 B 18 52 B0 25 38 0 B3 0k (% 48 1)
LSB 5 720, &5 SR G OK E H 7 BB 3 — A4
Jay FIS WAL T 3K 1 J ¥4 WA L 08 4 — 25 0 B WL A
AN, 3 R B 42 R Sy 2R A LI {E &% (twin-
peak effect) , i Flt 25 A= XU IG (E S0 AT 78 T Bk 5k
JEAS 5 1 B 5 AR, B A G B G Sr id.
R o At I AT $2 31 8RR AR B0 b 2 B o AR AR L
{E s Avcibas S $ W AT o] 5 0 it 467 W s A%
DB JE A 2Rk X R AR AL S ERE BS A RE
GEH —E M ICEOC R, R L A AT R 1 43 A ok
JiE i G AR L BT RS 43 BT

15 B 6 o A 76 728 #3047, 40 DCT 7%
SR SN AR B B AL RS DCT R 38
S /NI A 6 S T Y R BROEC TR {5 S EUK ED Y
AR 48 35, 22 BT PR R ke 136 #8 E EL A R T DL L ] 4
Cheng S8 48 1 T —Fon oy 208 A 2% 15 5L R
FE DCT 5/ I A% 46 35 v s W S50 48 8 T 908
NI W S o (S I DS B
FHR 25 Ok A2 a4 a7 T A B o L R
HETHNAELEES. BREBIFENRE THE J-Steg
Ml Outguess 55, 31 J& F3X P A JmE

FE— B RE At g T 3L F DCT 48
e BB (5 8 A J7 7%, Manikopoulos 4570 #2 H
TIER TR E R DCT R 50 23R % 1 R 2L
(PDF) fI T2 % K14 1) PDF 4l PDF 24 4f— 4~ %¢



320 it =N Bl 2 il 2009 4
TES A B F Ui — 2 ph & W 4 R 47 40 25, TE A AiE 2 R4 e e R AE R 42 7 0 48 i 5 ) RS BE
fIIfae e T2 2% K14 1 PDE & T A R G 14 T 25 R E G B
G E % PDE ()73 H 2 X e i ih T 5 3.1 THEGBME - HEREMEERELL
2 AR A% 26 Mk 2 B IR] B Y. Fridrich 20 0 0 3.1.1 M ELREEAFME

JPEG #% 2 (1 B B 1 15 B 5 HAR 2 Hoks it A
CRP 2 > — AR K BE R 0 B 255). i 2 [ fR
HARF A, WA K LB A ST AR EEE. £
T B % 5 8 % K12 Z 1A) , Chandramouli*" 43 38
MRS AR F B — AR e, 7 — IR % R &
1T R e A D AR AT A B A 302 L ST
al it 3 T (ICAD $R R 73 8 F %I 0] 8. Harmsen
LA R A — e G AR A SRS T RSO
NI R 5 A% A T PR AE bR 5L T v R
180 L5 LR AIE R 50 3R o, G Ao 35K o o a1 Al AT 482
52 UGN T BEUS vh oy 3 R

Lei Z50 B T 56 F 23 [ A1 DCT 25 sk
AR B DU 7 vk, 1SS AE S MR DCT A8 6 5 43
BRI — AR ARG R — > AR AE ) SRR
YERAE ) A )2 A AR R 4 I 45y R 4
5 58 MG 15 o TR 43 T A 23 1) J5 b 42 B I % 1)
B B BB AL A AT A Ry R AE fik A {5 S A B JE R
INTFR A UG 6 BE RE L, I 78BS E I LATIEBA 5
£ DCT 72 e $af rp {55 Laplacian 805 2 4E 2 —
ANERAE AT B 4 DCT Z%0h iy AC REE
MR Laplacian 43 4 ), 3¢ 38 1 4 5 H 5 % &
1419 Laplacian 2407 25 AR e % EIG 170N,

KATES, KRZHRE k258 F 14
BB AR 00 L 5E R R 1 RS S .
Z A4 1k s — A3 Y B B R G AR MEFR 2.

3 ETHHAHHERE

SCHRL22 198 0 T 48 T4 P ke et A5 5 A6 U
i LSB A~ 1 BE AL L AR AR R ) K RE i 2
AR R R B AR A — R UL AN A R —
TIE B % A7 R4 3t 45 418 73 &1 At 15 Dt 2 T AR - b 5 O
AN [6] 51 358 4t B 22 A R AAE ) SRR ALE ] 2 1 2808, L
FREROCR T 47, 2% 1% 31 B AR S 5 # S e P
BEHR ARY : RMZR A 25 B (AN stools .imagehide. ipv.itp
T H) fl DCT 2% #1355 (4 F5. Jsteg. jpide. out-
guess S5 T H) . A, FoATT &R G876 5 A 10 05 4 B
A RE AR B — > AR AR AL [ T A Bk R R
(PSRRI 2 06 32 RE o R AR R0 22 8- 18 B0k JE
FE fig i LU ARAAE 20 B0 X T JPEG A% =0 R 1 W A R

ZWSCHR4-5,7, 14,26 ], — >3l HT BB fE B A
X T -

I'=I'+B+w o I"=I"(1+B+w) (D
XCHLEY TV 1043 9] 36 78 4 4% EGORI T i RS 19 48
FAH w R B 0AE BB e A R 7 8RRk A
SREE. 24 LSB fix AR, (D BRI 8 B e w 1)
fEAE— 1.0 A 15 Qndit BAR KB, fix AW {5 B & i &
Gk B WU A IRBER H L K BN B
g ] LGS B 256.

I I — e 51 AR BE R OO Bk — 4k
FEB 1) s T AT R OB BE 7y C) S A A B A T 51
) 2% «

oy

ritn) =1n)—I1(n—1) (2)
JFH) 1) B ERE R GE & LR
GE:m”Z:Z(TI(n))'
1 <
:m;u(m—nn—nv (3

BRHY N R FFF TG0 K B
RE LSS E A IR AR B
E[GEV TR T4 F B (5 5 7 91 1° (046 1 g Bt 39
E[GE;]™,
SEA.
B
1 N

E(GE’,’):m;E[(r‘,’(n))Z]

W% AR 5 7 5 B
i =1"(n)—I"(n—1)

=" +q(m) —(I'(n—1) +g(n—1))

=I(m—I'nh—1D+qn)—qglnrn—1)

=ri(n)+r,(n) (5
XA gD FRWBFI W g=PFw i g=1" 5+
w, r, () =q(n) —qn—1) I 4, i3 A LG I8
JZERE B Y (EH N

E[GE’,’]:E[ﬁZ(r’;(n))ZJ

o) L IR 5 5 5 41 I i 16 1L RE

4

:ﬁ EE LG G +r, ()7 ]

T DELG )+

2 er5(n) cr,(m)+(r,(n))*]



24 BRKA BT BRI 1 BB S B R I EAR 321

= SHELGE )]+

2E[ri(n) «r,() J+E[(r,(m))* ]},

N1 ~F W S L % R <)
AR we=1 38— 1, % F AT AR IE I (n—1)
BRI ) T30 2R 0 10 Con) B TR0 33 22, T DA ) R — A
Z Y {H 1 & W 5 Laplacian 43 A g2 #1070, B
E[r7GoJ=0, XK s iafE 875 55 % 5 B 7 51
TG M. R, ATIR R ELr G s r,(n) ] =
Elrim]~Elr,(0)]=0. 824

E[GE}] =~ DE[GH )]+

1
m ZE [(7’q(n))2:|

:E[GE‘;LL# SELGr, ()],

N—1
Hk E[(r,(n)* ]=0,H It E[GE] |=E[GE}].
TEEE.

T YRS EUT I 1, y) 58 LOKF B B RE
 GEy flE A ERER GE AT -

GEvaX(lMDi; ﬁ;([(x,y)l(zt,yl))z
(6

1 M N )

GEw = N=1y M Z]l ;(I(zt,y)—l(x—l,y))z
(7

BB AR B GE & N
GE =GEy+ GEy (8)

[F] B, 2% R T oy ) B BB B2 BE B 2 (H
EGEDKRFHETTHER I'(x. ) B ERER Y
i ECGED . Pt FATHE ER  6 BE fE 14 O 25 3
FR 9 —RHALE.
3.1.2  HREERE R L ARE

B F] — I EGR E i AE B IR 2% KR
Tof 55 B B LU T RSB B R B s e TS R Y BB
6 B RE et AN [R] A5 UG AS B 6 32 i s AR K L i A [
805 B RE B AR B AR /D L ) 3R U A S  AE
UG R B RE R /N T S AN e ER B e
JIT LA R P B e A Dy — R AIE 23 JE BB 32 g o KA T34
PG 2J) h H  EA  FE 4 TR 15 R /N T ) oy
T G I B Ry s, AT AR 0 6F P15 A A i o
AR — Ak, 4] 35 U6 FRATT S0 X 75 I QAT 7 1 2
iSRG SR s Ja R B2 B L, 5 Dk 1Y 6 3 R A
17 HOAE. SRS B0 55 AN RRAE BB B i HL AR AE.

EIE 2. WEGSIF I'MEEREES A

-1 2l IS B RS I BE R L RGE ) K T4 TR 5 5
Tof B B RE 5 15 0 F W 20l S RO B R
RGES, H#S K F2%F 1,0 RGE =>RGE; =1 57 .
. TGS T A GHT AR 4 I B 1
WAL S AR A 5 I v AR . R P ek A
M5 Tl g — A P A KR R E S 0 R
FR Ay kR UL 5 1 B R R 2T W Bk I o
IR FEREH K. A A GE| =GE oo BT (GE oo,
FOR G- B S A5 SRR AR R L B B R R IR A2
—MNRFEHEUAEFS RS T ARERE L
#4 RGE, =1 J§3r. HEEE.
Tof 55 B o S ) 2 A5 I O 0 R L XY B B
TR S S B A . W T AR BEE W F
A LAE BORME S AR 2 LSB S 412 T
T 150 0T M s T Mg P 114 0 23— B B v %t T
BG40 Bl SOE A IE B DS . A
Oy PR B T A S 0 R A 2 R TR R A
5 AR A . B R DR A S i AR AR R L
o AR oA 4G L B AR M S R T LA [
5 DAV M IS R BE R L RUR E S 4T i
Je o B B R A K B AN A8 Ok i AR 43 1) B T R
It 77 LA AR M Y BR RE BB . 4 )OS UL I
510 2O W Bk I 0 B B AR O 0 A T R R 1R
SRV W BEHE R ERE R, B E[GELwn 1=
E[GE o AL (E[GEloon ] RN 5 5 &V 1
i J5 s BERE B B E [GE oo 1R R RIG (5 5
268 W ek IS A B R BE R A (ED . SO L T
FOT R R R IR KT T IRIG(E 5 es
RERLMYIME . WA E[GE) J=E[GE}]. FLA
RGP} =gt = ROF = g 7!
(9
bGP = TS = W 1 5 A
FRATH PR A B BB B RRAOE 55 06 1 BB I L ARRAE
P I — A~ 4 FRAE 7] & (GE . RGE ).
3.2 DCT @4 :DCT REEEET DCT REEEEE
3.2.1 DCT ZRKUAEEHHE
S W SCHk[15-17,19-20,23,26 JF13CHik[ 287, %
F DCT 2843 i B 5y 203 vl ik n
! Cu, )=t (u, )+ J(usv) s a s wlu,v) B
! Cusv)=1t"Cusv) « (1+J(uyv) ca s wlu,v))
(10)
X ¢ Cusv) st Cus o) 53 51 378 IR BG Fiig A
SEEEBGE DCT 28 (u.v) £ DCT REHY



322 it =N Bl 2 il 2009 4
P o FEEHIHEF . wu,v) Fn 0% E B oK E = A

5 B (AT BE & kil Bt T BB 2 5280 - T (us v) 258 E[t"(usv) »w(u,v) |[=E[t"(usv) JE[w(u,v) ]
BE A, 2 H R T RAMER W N IR R A B ER R R’ (16)

PER QRS (10) 2 T 19 T Cuso) + v wouso)
AfE o 1.0, 80— 1 iF, Wy LSB J5 ik A ] DCT
AL R R B T4 LA E X
EX L WEMEMERMER [, ) W EE
REHE L
ENZﬁZEE[(I(I,y))ZJ an

Hopr N M ZFon BRI AT RO EG E L 3R B A
EX 2. BB DCT RECY ¢ Cuso) W]
B DCT REAE R E L

1
DEN:NxMZ ZE[(t(u,v))zj (12)

AT A X T JPEG 4 i 72 v, DCT 72 4
A B R FETE RIMR BE B A 45U AG ). BE d i 01k 32
Hh A A AR v T A AR BT R BB AR 2
T AMER. X T JPEG k& i R L H i s 5 R
A5 DCT 22 rp Ay RE S 2 AH W) Y, BIAT EN=
DEN J& oz, B AT RLJG 7 o i 160 45 A it 2
DCT Az 4 ek v i B 2. FATTHNIE X Al i BEAY
DCT 7 # J8f f2 5 T. H., 40 F5. Jsteg. Outguess.
Jphide £ a5 T H #08 Bb % {5 i A B A5 1Y
DCT &b, % 75 B i A Bl AL B DCT R4
bR R R RE B R U

EE 3. HEHKAEREDCT REBPHERE S
g E BRI K B DEN| >DEN].

ik 9. X O W ARB, % o(u, v) =
JCusv) e a e wlu,o) W 10) 1) 248 301 55 5% A8 1

" (u,v)=t"(u,v) +olu,v)
J G PR R

e 2 SE LG o) (glusw)’]

(14)
EEM qCu,v) RS (u, ) EER, BT &E.
¥ FZRE &
, 1 1 A :
DEN’,:WZ ZE[(H (usv))? e (qglusv))?]
_ﬁz ZE [ (o) Fo(u, ) » (qlus))? ]

1
NXM

2t Cusv) cwlu,v)+ (wlu,v))? ]} (15)
WATHGE B G B 5 ERAE B Z AH 5l Sr

(13)

DEN{=

DI qlus )t cELG (us0))? +

ML R TR A IR R — AR e —
AATHERMIE A A 2 U E Lo(u,v) =
0.4 . X A5 A E N

, 1 , ) ,
DEN), :NXMZZ {(qCuso))?  {E[(" Cur0)) 2]+
E[(o(u.v))?]})
, 1 4
:DEN,+—NXMZ§M] {(qCusv))? * E[(w(usv))?])

an

LA EIG D (Cu, ) » E[ (w(u,v))? >0, ff
L DEN'">DEN! % 3 BT

TATE R ae = . k2 DCT &R Ahe = 4 1F
DCT A5 #3585 1) — > FEAE.
3.2.2 DCT ZREAE & 2 R

B4 3. 12 W PE R —#F . A I EE A B e
KA R EG A &G/ X T R85/ 1y B & 1
R b — s By MRS R KR T A B e R Y A
18 o DRI 33k ol [T 5 i A B 9515 5L I 23 AR5 2 W iR
T R . Bk T H B R KR T R
W2 AR5 Ty W A R 4 8 R XA — R AU — >
FRAER A JPEG 4% 2 B 5 37 %52 A8 1.

FEATARE FH Ak $ 4 S ), — A SR
5 CUN MG S 25 ¥4 A OC 11 5 3 1) 2 55 25 1) FH 465 44 4
KM R AE AT Fe 4 1 HLME I 25 TUAR R B
ANEE G RS I — A 1 5008 e 46 07 25 (i 4k
T3 ) AT A A — A~ Y B A R TR 5 AR A
XF T MY R B D TP K
H MR T T TR R B — 2wl 22 Bl
JE 45 i b IR LB b P K A3E A a5 EEF
IR =N s o C AR N [ [ = S S RS 1L e O D ol £
J 3R FATAT AT S B

EE 4. HEHEMBZR 'MW DCT ZEmed 5 H&
EILME S 1 DCT R AR 2 DDEN K F% F
JRiafES I°H DCT R#ERE = 5 Ha w8t 5 M
DCT Z¥fe & 22 DDEN,, Bl 5 DDEn}, > DDEN;
JE T

AL WP BATE X B ERE R
AIHVEIIRE. BB AL %5 B R A 2 T e 46 &
IR FE L AR 2 X 2 RGP T i AR AR R,
ANE A R R W 75 5 3 38 4 A B R 2 AF R
g 75, o B 2 43 MR R L T A AL R 1 fE i i AR
o aild g & m e Bl e i 2k i e & K. ol A



BRKA BT BRI 1 BB S B R I EAR

323

2 4
DDEN'>DDEN/ 7. UEEE.
FHATICE B DCT & % HE & Fr Ak fl & 5 b K

5 ) DCT 2R HRE B 2% 1R Ak A i — 4> Z 4R R Ak 1)
# (DEN;,DDEN).

4 SEIB[RNIT

P 19 RE Fz W LA [ R 1) 5 0F X B £ 8
K e e — N B E WAL HEA — DT
B A W Y 4 e A I 2 R RCR WA 23 K 3. it
— A ERHEAIE N 5 BRG4GB R
F R (L HE 2 fe /N 1 5 3R R 4 530 (1) 43 2R At 2
—ANEBREEMN LR AT S8 DCT 42 4 35 &
18 IR B AR O R I L BE S H 2 T 5 A R
5B & —A 2 2Ky /8] 8. Manikopoulos 2§

2.0
= 1.8
Rl ) S
‘;& 1.4 .,::Ql;z-%“’. :}'{?2};‘;‘}' ‘.:',\ ..-:‘%‘_-:'t'{_-ﬂs
5 ﬁ% e R
1.0 L L L L L L L L L
0 100 200 300 400 500 600 700 800 900 1000
SREISE LR
2.0
1. e e e o el
AR N T ST . T o
BRI IRE v b AR AL
PR R R
At
= 1.
1

0 100 200 300 400 500 600 700 800 900 1000
i V10 BE e

(a) 283k LB S

DCT# $fE & 2

P L0 AT ] )2 ol g o 2 2 ) I PR A R A 5 A
e S P/ =3 EZ B (B R R G L R =
SR R G R KRS T R R IR
AEALAY L A& 2 . [ 2 Ca) F1Ch) 500 1 T4
IR 500 I 8 2% KR B FRAE. Ca) BT b A7 25 3
A 3T R 0 4R REAE T TH D % R I e
fiE. MG AT LR 1 1 AR 00 REAE 85 43 A5 A 6T
T (R AR v 2, T QOB B g i 7E 0~ 850,
B EERE I FUAE 1~ 1. 6 22 [H] . T 448 %% &1 6 2 AE 2 7
0~1000 Z i), & BEREf LL7E 1. 2~1. 9 Z[i]. (b) 1A
ST DCT #8205 i — 4R FRAE 55, T &2 8 5% &
151 DCT #% =20 814 19 — 4 B 4E A R34 T % 1K
B FRAE 5. 7EL0,2500, 0,200 ]38 Fl . 17 48 % R 1)
FRAE A Y% 7E30,3000, 20, 250 JYE . PA g ax A — 2
FEA (HE 2 55 1) ] SR FH 2 b N 2% 1547 43 2%

300

200} .
- 237 --.__-'_. - .
100} sl T el T L
Tou Gs.; F .
= S L e
Lk 3R S - . ‘
0 500 1000 1500 2000 2500 3000
T EEDCT & 5 b
300
200F
' -
100} ,}:r’? 7 -.-':'._¢- R
A S
N b ‘ ‘ . .
0 500 1000 1500 2000 2500 3000

e KEDCT R B e =

(b) DCT 28 35k i 20 B R (JPEG-4)

2 FEASRRAE 2 OO PR G () A (D) TR 445 TR AR 2 MHE B T 4 [ R A
B A B G BT AR 04, BT LA RRAE 18] 20 A5 T AR AR 8D

FERGHIATRA T Lei %5 1 = 2w 5 4k
SRR 8 M 28R A Ry o 2 AR TR AR S A &
TG » B TR AT B2 I S 19 — 4 R A1E i (23 A 2 [
1% & (GE,, RGE;), DCT 75 # 3 & {4 J& (DEN,,
DDEN)) ;)2 & — P Mai. B En ke RE
BTG s PR JZ 2 R A TR T gl R IE A2 2R
FEAREN. L 22 M 45 b FR TR C R 2%
BREL g () =1/ +exp(—aE R4 KW F. HAE
B 0.0, 1,00 2 i {E FE T 1 B 50K Ik BT 4
F A 4 5 AR AR S b 2 (A 5 O O B AR
AR A T B S8R R B e e &%
BRI & DCT 2R #3545 JPEG E50) . ] A
[ A% =X 1 R AR AE A ) S 43 25 45 1 B 2 25 R A T).

AT BN Gk e o e dn N B S50 7E I 25
By B o B TR AR (HE 2% BLAGURRAIE ) S AR R0 T 4 KR
FEAE ] R A YN 2R 25 4 K & AR E s s — A

FE(E. AR X I A B IRE M5 142 7 IR 2 IR T )
P Y ZRAE 39 J5 R 22 L A4 aed ol 17 R AL, Sy 1 9/ i
A TR AR W 25 ] 25 B 3 — A di /) 8% 2 I AT 8
{5 1RV Z5.

Xt TR AR L AR F A 23 [ R AT — A~ 4B P ik
li] 3 s 3Ok SUER L 78 R G LB 28 [ AR A — N HEAE
li] 3, 78 DCT 22 et AR, 78 Y . Cr . Cb =5 [a]
AT — AR i . X 2 (AL B B — A =R T
BARLRME I 22 [ 25 70 28 4% AR 1B 2805 A 2R A2
(L] PRy S S 4 2 i o Ol A g ] v

5 (FEXW

5.1 THHEHR
XTI — AN B E o T Bk IR, SEER kit

SR B S BT R SRR LR LR



324 it "

Hl

AL
-

i 2009 4F

(13 . R AR (Y 52 BUR 5 22 A0 B 1Y 43
FASREB LM XGRS EAREREE AY
XA AR B e R AP BR S T R A ).

(2) VERERF. — J7 D, 0 i 2% B OR UL A s
R 5 55— O 1, % v BARORPR REEAR R

(3) BHETE. 7 AnRE B 8 & R Ak 31 5 i 1
BN L B 46 i, B 40 5D 5 R B R X
I3 7T

FETUEFERATEEE 10 FERS J5 X Gik A
F = DCT B b i S 45 5 MOER R
ML 58 PR . a5 W a5 77 2 J& Ipv. Itp.s-tools, For-
knox il Imagehide 5 f), DCT ZF 38 2 5§ X &
Jphide,Jsteg . F5,0Outguess fll Jphswin 5 F}.

FRATHIE L 24— Wi R i AR5 B 2t
RS Ty R Y 5 B =22 ik AR 25 A JE 80 D gk 5 I
PR BOME 73 T PRI o iR A 238 ) 00 1) 24 25 1 A
KR —ANEHEBERZE. Frif ik AR (ER), 5 & ik A
F B RR 7 55 R A AR 3R S A LG 1L 1) 4 4 8 235 15 5
& Tk P A 2 S B R 40 AR K & 50k,
MAZ ER=(1X8)/50=0.16bpp (bpp & bit per
pixel B 455 )5 2 8 L4507 B % 15 Bk A B — 4
8 X8 K/ DCT Hemt, Mg A% ER=0. 125bpp.
FATH 10 B BRE J5 ik A WA B R TH L 1 40 0L
% 1.

®1 BEIRSHAR
fas5 TR # A%/ bpp RS TH # A% /bpp
Ipv 0.33 Jphide 0.11
Itp 0.0156 Jsteg 0.02
s-tools 0. 195 F5 0.13
Forknox 0. 166 Outguess 0.08
Imagehide 0.21 Jphswin 0.3

A S5 A R PE i A 4000 21 i IR F £
E4, Hoh BMP, GIF %8 3804 5 19 B4 % 1000 £
i . JPG El & 2000 ZiE. HLL LS T Hig AR
J5 15 2 4 5% K 1% 4% 1000 W8, Y 25 F 2R 25 38 1 1%
1000 15 ¥4 E 4% (H: ¥ BMP.GIF 4 500 1) , 2500
MR R DA 28 3R S T B i AR %% T A5 1) 4 2% 1A
[F] A% 1, DCT S8 B4 1000 g 1=+ R A 2500 iR ]
PLE 5 Fp DCT S S T B i AfL %515 25 I 15 1)
2% PSR A AE DI 25 5 30 4% TR 4800 A ik 1145 9
Photoshop ffil#f T %5 5 & 4 #1 DCT 3§ &4 47
ZWE B R/ BT D) CH B BRSO VR 4R (R
% JPG B8 45 100 g o DA AL 3.

5.2 XWHER

A S0 W a5 3 P % DCT 38 - R 9847 A | 7 =X
PEIBCRFAE 23 3% MR AE RGB 25 1) & 42 0P A4
fiE s RV A>3 ] L4 JBORE B2 R 1 ARG J32 BB 6 LU AR AE
4 B, — 4 5 A 18] 4 DCT 8 2 B G 78 2 i 45 (i)
Y. £ 2Eas | Cr, 28 22 25 0] Cb 42 M DCT &R %k
AE A 0 J5 Y BE A LG A RRAE L AR S — > 4R
TE 1) £ FFAE B AT o A B P2 W 25 03 28 R FE AT I 5.
B A TR A% 2 AN ] 25 i) 1 = )2 AR Ze vk i 15t =X Y
P W 248 43 e A 40— W PTG A 0 ) ) ) JHG
AR LA 3.

PRI R

v
MR

7% [

v
FEICh

72 [ AL

IR

7 [R5

IR

72 [

SR

7 [ R A

M Cr

7% [

v v
[RAE®] [6a%E] [Boks] Yaxs] [onxs] [oon%ks

R KA

v
3 iR

AL XF 7000 Z g KR (L rp a3 58 DCT 8545
1000 Wi, 10 FpAS [a] B B 5 5 2N i 500 g i
V- B i N BT ) RS 80 R 4 R
DCT 0 4 100 i) #4700, K45 R W& 2. 3k 2
Hp P AV IR — 300 e, 2 3 P A T R S 5 Fh s
RS Oy 21 4 B P A DU 2. Rl DCT 5 BH 7
Fr i 52 5 Fh DCT BB 5 J7 201 347 14 BH A A6 D 2.
I TE A1 2 S AG E RE 4 AR A

BH P45 0 PD(Positive Detection) : 1E A #8551
e EA.

BHPEA M ND(Negative Detection) : IF #ff #1117
T B R

5 BH 14 (5% fE #2) FP(False Positive) : ¥ T 1 &
AR F R 1% R

B BA P (2% i 25 ) FN (False Negative) : ¥ #t %
SEAPLLIS R RE LK
5.3 XA

MR 2 AR LA L R @ AL 35 S IE i 5
T EAR (ND) A& B 5 A L T A8 35 101 56 U 4 v
R 2 R & B A B i ND 2852 0 e K, A



24 BRKA BT BRI 1 BB S B R I EAR 325

288 & DCT 3, ND 2# WA H 42+ L.
XPT s 8 Mo X SR ND 3852 00 d5 /). {H#R 22
TR 2 b L T S TE B 10 00

it 1 ME 2, RMER, EMEGIEALS
B 5 5 U 56 ik A A 236 U R B . A5 I
H, Ipy J5 R A 264 0. 33bpp, H B K I 2 1K
) 96.80% , Ky BT A B 5 7 2 v 1 1F B S DU e
DCT 5t , Jphswin J5 s ik A 2k 0. 3bpp. ik A
g DCT I fie i HFH PR A 0 (PD) R
91.50 %, Sy DCT 3 ity B A6 0 38 05 8 19, 1 i
B R AR5 PRV I 2 A DGRy H IR AW
B R AR PRI 3R 2 58 2 A R 1YL
s-tools f#R A% K 0. 195bpp & F Forknox Byt A
% 0. 166bpp . (H B R At Forknox [1IK.

®2 AABEAX . FERESR. . FELLEM
FEiE &8 F19 PD.ND.FN 1 FP %=

6 SHEERE

B AR BB AR B 275 24> St b v A
REBUGR 3 L BB R L 48 SR ) A B RO A, B 4 4
IR TR 2 B e #R AE v A (B AE H  TE LT
R E AR AR R AHJR 0 B 5 B AR I (R S
oo B 2 XK. 72X F e SCH 4R T3 T I
ol P9 AR R AL 17 i O3 S0 B JEE RE R B B L
DCT it B % DCT RAfg i KL A= H) 2 J
2% 0 e I KSR AE R AL 7 i AEFRATT A SE R AL
FeA A [ 5 K dh 12 e JL T M DU v AR A 10 Rl
B 5 TR A B 2 P AR A8 X 4 PR 15O K 3
FRATTH2 IR AE 2 s B TE BE.

3 A RELAS T FATHR 0 R Ak 7 2 1R 4
19 SCHR & A 1 D 2 FRATT AT AU 24 2 LAR LA

(1) R 2280 & 48 42 U 45 ik 4R ok A 2538 . DF T

ENGROL PD % /% FN % /%
Ipv 96. 80 3.20 A DCT .
Itp 88. 40 11. 60 (2) FAT5 CHk[11,25-26, 31 JAHRLER 25 &
- tools 9080 L0 Wt 2 % B 5k B A4 B (i LSB =
Forknox 96. 50 3.50 .
B gy 5t Imagehide 95. 60 4. 40 }/Fﬁ#)
e pa . a D S, N DY =
Iphide .20 23.80 (30 % Mt LA 43 1 1 26 5 K 1 R JTT o 4k
ste 86. 3 13.7 . . e e . , .
e o - KRR BT E S RITRE . SCHR23.26]
Outguess 88. 4 11.6 R HAE LR M 45 3 R R 5.
i o1, 50 8 50 () N 3 FRAT T LA7 4 P B 15 BF 2 L1
25 - 35 94. 62 5.38 PN, N S o ]
miew SO SO R E O AT R 06 e EL S5 B 5 A KA
o [l s % ND&/%  FP#/% FHR . AR E BEAE T R o A SR AL R A U 5 AN
LI 87,50 13.70 0 49 B 5 7 R S AR —
DCT s )5 4 92. 30 7.70 o N - .
25 SO 81.0 190 (5) AT R 5 BRI WAL T K& 19 T4 &
IR K% pOT srH 85.0 15.0 R A R AR AR I H AR RS 010
JLIRALH it 610 590 ) [ i A %€ (0. 02bpp ~ 0. 33bpp) I A 7l 1 2]
T DCT AL 68.0 32.0 N L .
MR o5 0 0 1R A T OF- 3 BLAL 5/ BT U0 R FE 4 3 Fh %2 5
DCT 3845 /) 77.0 23.0 7P A AT ) 2R 0 B A0 B S R
S CR & s 80 79.0 21.0 6) o {148 4§ Z 537 3 I 2% (PD & B ND
A e (6) FEf L 0 7 56 -9 W3 (PD ¢ 15
FIRESE R 90. 085 Y0 H HA B 5T A A1) R .
x3 BHEESHENRZSZNISGRER
e FEAE FRAE BT A IR [S¥E] 3k % E1g VIENE] MIFRWES] Yy Ty
HH A, By ST EZA B4 /bpp B B PD#/% ND*/%
k[ 11] 4 755 DCT 2Pk =3 6 =>0. 05 331 KA iE HARE F A iE
SCHik[13] 2 25 5, 2Pk LSB 1 >0. 05 K E 80 97 F A iE
k[ 23] 64 DCT i 25 ) 2% S| 1 0.016 28 14 KA E A iE
k25 1 DFT 21k =S 3 1 20 4 96. 2 94. 8
CHk[26] 2 zs 1, DCT Rl 28 R 2% (=3 6 0.01~2. 66 1716 572 90. 28 70. 56
SCiik[31] 10 z 4 DFT 2k [E9=3 6 >0.01 12 10 72.08 KR E
SCHik[32] 1 254, 2Pk LSB 1 0. 65 Xz iE KR E AR E Kz iE
e 4 5 DCT Mm% 1T 10 0.02~0. 33 7000 7800 90. 37 89.8

T A SCHY P2 PD 32 25 38 PD 35 DCT 38 PD A9 872, BIE T Z FBR L 2.4 SCH -3 ND 35457 572 PD S — #3147, DFT 2455

AL RAL v



326 it "

i 2009 4F

HTHRAN ARG ELY HILH . F—2 T
G LT LA -

(1) % 31 5 A5 %A F5AE 58 05 1R 1 iy K 0 S 46
KREZHBE J5 A B 55 AR L % 70N Bk 3k 181 4%
FRAE Mt — A B9 42 98 . LUE Y JPEG2000 R 8 H
ORI

(2) (i FRAT AR 409 BE A0 335 107 S [R) 0 o 4 0 1k [
% (I JPEG-x, H. 26x, MPEG-x).

(3) BEME % B 45 Fh 25 B0k A 5 0 R 0
S XL E— 2 s K B AR T A L
=y

EPoN

2 % x #

[1] Jhnson N F, Jajodia S. Exploring steganog- raphy: Seeing
the unseen. IEEE Computer, 1998, 31(2). 26-34

[2] Zhang Li-He. Information detection and novel digital water-
marking algorithms[ Ph. D. dissertation]. Beijing: Beijing
University of Posts and Telecommunications, 2004 (in Chi-
nese)

CoRSLAL. B AR 5 A I 55 0 2 % 7 K B B s [k 2 A i
. deat: dEatlgm R, 2004)

[3] Katzenbeisser S, Petitcolas F A. Information Hiding Tech-
niques for Steganography and Digital Watermarking. Nor-
wood, MA: Artech House Press. 2000

[4] Bender W, Gruhl D, Morimot N, Lu A. Techniques for data
hiding. IBM Systems Journal, 1996, 35(34). 313-336

[5] Nikolaidis N, Pitas 1. Robust image watermarking in the
spatial domain. Signal Process, 1998, 66(3): 385-403

[6] Marvel L. M, Boncelet C G J, Retter C T. Spread spectrum
image steganogrphy. IEEE Transactions on Image Process-
ing, 1999, 8(8): 1075-1083

[7] Lie Wen-Nung, Li Chun-Chang. Data hiding in images with
adaptive numbers of least signi- ficant bits based on the hu-
man visual system//Proceedings of the IEEE International
Conference on Images Processing. Kobe, Japan, 1999, 10.
286-290

[8] Chen T-S, Chang C-C, Hwang M-S, A virtual image crypto-
system based upon vector quantization. IEEE Transactions
on Image Processing, 1998, 7(10) . 1485-1488

[9] Petitcolas F A P, Anderson R J, Kuhn M G. Information
hiding— A survey. Proceedings of the IEEE, Special Issue on
Protection of Multimedia Content, 1999, 87(7). 1062-1078

[10] Sayrol E, Vidal J, Cabanillas S et al. Optimum watermark
detection in color images//Proceedings of the 1999 Interna-
tional Conference on Image Processing. Kobe, Japan, 1999,
2. 231-235

[11] Fridrich J, Goljan M. Practical steganalysis of digital images-
state of the art//Proceedings of SPIE on Security and Water-
marking of Multimedis Contents. San Jos: Spring-Verlag,
2002, 4675 1-13

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

Avcibas I, Memon N, Sankur B. Steganalysis using image
quality metrics. IEEE Transactions on Image Processing,
2003, 12(2): 221-229

Kong X, Zhang T, You X, Yang D. A new steganalysis ap-
proach based on both complexity estimate and statistical fil-
ter//Proceedings of the IEEE Pacific-Rim Conference on
Multimedia. New York: ACM Press, 2002, 2532 434-441
Maes M. Twin peaks: The histogram attacks to fixed depth
image watermark//Proceedings of the Information Hiding.
London, UK. Springer-Verlag, 1998: 290-305

Huang J. Shi Y Q. Adaptive image watermarking scheme
based on visual masking. Electronics Letters, 1998, 34(8):
148-750

Ogihara T, Nakamura D, Yokoya N. Data embedding into
pictorial with less distortion using discrete cosine transform//
Proceedings of the ICPR’96. Linz, Austria; IEEE, 1996, 2.
675-679

Cox 1], Kilian J, Leighton F T, Shamoon T. Secure spread
spectrum watermarking for multimedia. TEEE Transactions
on Image Processing, 1997, 6(12). 1673-1687

Podilchuk C I, Wenjun Z. Image-adaptive watermarking
using visual models. TEEE Journal on Selected Areas in Com-
munications, 1998, 16(4). 525-539

Wu M., Yu H, Lui B. Data hiding in image and video: Pat ][ -
Designs and applications. IEEE Transactions on Image Pro-
cessing, 2003, 12(6);: 696-705

Cheng Q, Huang T S. An additive approach to transform-do-
main information hiding and optimum detection structure.
IEEE Transactions on Multimedia, 2001, 3(3): 273-284
Chen Y-S, Kwon O-H, Park R-S. Wavelet based water-
marking method for digital images using the human visual
system. Electronic Letters, 1999, 35(6) . 466-478
Voloshynoskiy S, Herrigel A, Rytsar Y, Pun T. Stego
wall; Blind statistical detection of hidden data//Proceedings
of the SPIE. California, USA: IEEE, 2002, 4675. 57-68
Manikopoulos C, Shi Y Q. Song S et al. Detection of block
DCT-based steganography in gray-scale images. Multimedia
Signal Processing, 2002, 12(1): 355-358

Chandramouli R. A mathematical approach to steganalysis//
Proceedings of the SPIE. California, USA. IEEE, 2002,
4675, 14-25

Harmsen J J, Pearlman W A. Steganalysis of additive noise
modelable information hiding//Proceedings of the SPIE. San-
tanlara. California, USA. IEEE, 2003. 131-142

Lie Wen-Nung, Lin Guo-Shiang. A feature-based classifica-
tion technique for blind image steganalysis. TEEE Transac-
tions on Multimedia, 2005, 7(6): 1007-1020

Jain A K. Fundamentals of Digital Image Processing. Engle-
wood Cliffs, NJ: Prentice- Hall, 1989

Lie W-N, Lin G-S, Wu C-L.. Robust image watermarking on
the DCT domain//Proceedings of the IEEE International
Symposium on Circuits and Systems. Geneva, Switzerland:

IEEE. 2000. 1228-1231



24 BRKA BT BRI 1 BB S B R I EAR 327

[29] Saito N. Simultaneous noise suppression and signal compres-
sion using a library of orthnormal bases and the MDL criteri-
on//Foufoula-Georgiou E, Kumar P eds. Wavelets in Geo-
physics. New York: Academic, 1995; 299-324

[30] Natarajan B. Filtering random noise from deterministic sig-
nals via data compression. IEEE Transactions on Signal Pro-

cessing, 1995, 43(10): 2595-2605

MAO Jia-Fa, born in 1970, Ph. D.
candidate, associate professor. His re-
search interests include digital water-
marking, steganalysis, pattern recogni-
tion, image and signal processing, and

computer vision.

Background

With the rapid development of digital multimedia and
network technology, information hiding has been received
much more attention both in theoretical and industrial fields
during the last decades. The concept of information hiding is
to hide data in the cover medium imperceptibly. Particularly,
steganography is typical application of information hiding.
The main purpose of steganography is for covert communica-
tion. In contrast to data hiding, steganalysis is the art of de-
tecting the presence of hidden messages. It is developed to
block the covert communication with illegal information for
the urgent security demands of network. Steganalysis’ tech-
nique is very important for the security of network informa-
tion and how to search and detect secret messages which is
transferred in network is crucial and practical to safeguard
the national security. So Steganalysis’ technique is an impor-
tant part of the internet information security. For example,
an inlet/outlet content-monitoring program can inspects and
intercept suspected multimedia data which is transmitted on
the network. In addition, steganalysis techniques can also be
utilized to evaluate the security of the channels for covert
communication under construction. The massive variety of
data hiding methods make the design of staganlysis methods
to cope with most embedding methods blindly and defiantly.

Up to the present, hardly any detection method can explore
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