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Abstract Dynamic memory faults are ubiquitous in the program with pointers. It is difficult to
locate faults sources adopting dynamic testing method. Static analysis methods nowadays often
miss some faults and produce too many false alarms. Considering of these problems, this paper
puts forward the notion of pointer mapping algebra system that reflects the mapping relationship
of pointer and memory completely, and gives the construction rules of pointer mapping sets for
different faults class, and then establishes dynamic memory faults model. Through pointer map-
ping sets and fault model, it can detect bad deallocation, memory leak and null pointer derefer-
ence faults automatically and increase the testing efficiency. In the process of analyzing, it adopts
synthetically control flow chart and path condition in order to increase the precision of testing re-
sults. Results of experimentation show that this method can detect dynamic memory faults effec-
tively. Since rule definition is general, the probability of missing faults and producing false

alarms is lower.
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Company software faults testing work, namely, confirmed
the check points (IP) found by static analysis tool of Reason-
ing Company. It involved software of many international
well-known companies and its code amounted to more than
200 million lines. The authors found that the tool omitted
some faults and had a higher rate of false alarm. so, analyzed
deeply faults type and characteristics and put forward a new
testing method. Comparing with testing results checked by
static analysis tool of Reasoning Company, it could find more
faults and has higher accuracy.
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