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Abstract  There is a problem of static status in the existing authorization systems of grids that
don’t provide feedback mechanism to feedback the use of permission by users. When a user or a
service with creditability at the past would become unlikelihood, the authorization systems could
not find this status in time to adjust the user’s permission, so that it is possible for malicious us-
ers to destroy the grid systems. Thus, building feedback mechanism in authorization to adjust us-
ers’ roles by their behavior dynamically is necessary to the security of grid systems. In this pa-
per, we analyze the characteristics of the existing authorization systems and trust models in grid,
and point out their shortcomings. This paper proposes a new dynamic authorization model based
on feedback mechanism to solve static state of mechanisms. This model improves the authoriza-

tion system for CAS, and adds trust degree computing mechanism and feedback mechanism to

CAS. This paper proposes a new trust model with two layers based on behavior in the trust de-
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gree computing mechanism to distinguish important services and common services by using service

weight, so it effectively protects important services in grid from the attack of malicious nodes;

This paper also use a new method to account trust degrees between domains to solve the problem

of dishonesty feedback. By using two-layer trust model based on behavior to get the changes of

trust degrees, the feedback mechanism can adjust users’ roles by users’ behavior. In this paper,

a series of simulation experiments are designed such as validating the characteristic of new model,

controlling to malicious nodes. These experiments validate the sensitivity, astringency, validity

and rationality with behavior in the two-layer trust model based on these behaviors.
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