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An Efficient and Provably Secure Identity-Based Signature Scheme
in the Standard Model
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Abstract Compared with the traditional public key cryptosystem, identity-based cryptosystem
can simplify the key management procedure from the view point of the efficiency and convenience.
Most of identity-based signature schemes are secure in the random oracle model, but for which
any implementation of the random oracle results in insecure schemes. For example, when random
oracle is instantiated with concrete hash functions, the resulting scheme is nonrandom which may
not be secure. This paper proposes an efficient and provably secure identity-based signature
scheme. The scheme is existentially unforgeable against adaptive chosen message attacks under
the computational Diffie- Hellman assumption in the standard model. Compared with the known
identity-based scheme secure in the standard model, the scheme enjoys shorter signature length

and less operation.
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model. However, building a fully secure IBE remained open
problem three years ago. In Eurocrypt’2005, Waters presen-
ted the first efficient IBE scheme that was fully secure with-
out random oracles and reduced the security of his scheme to
the decisional bilinear Diffie- Hellman ( BDH) problem,
which solved the open problem proposed by Boneh and Boy-
en. Additionally, he showed that his techniques can be used
to build a new signature scheme that is secure under the com-
putational Diffie- Hellman assumption without random ora-
cles. The only known construction of identity-based signa-
tures that can be proven secure in the standard model is based
on the approach of attaching certificates to non-identity-based
signatures. This folklore construction method leads to
schemes that are somewhat inefficient and leaves open the
problem of finding more efficient direct constructions. Pater-
son and Schuldt presented an efficient identity-based signa-
tures secure in the standard model in 2006. Based on Waters’
techniques, the authors propose an efficient identity-based
signature scheme in the paper. The scheme is existentially
unforgeable against adaptive chosen message attacks under
the computational Diffie- Hellman assumption in the standard
model. Compared with the known identity-based scheme se-
cure in the standard model, the proposed scheme enjoys shor-

ter signature length and less operation.



