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A New Visual Hiding Scheme Using One Secret Image

LIU Duo”” DAI Yi-Qi”
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Abstract  For presenting a new technique of digital watermarking, a new scheme on hiding a se-
cret image into single shadow image is proposed. Differ from any existed methods of visual hiding
schemes using one secret image, the new scheme based on the rotation of the shadow image. In
the new scheme, the single shadow image acted both encoder and decoder function. Therefore the
secret image can be recovered by stacking the shadow image and the shadow image after rotated

90 degree anticlockwise. The new method has the property of anti-compression, anti-distortion

and anti-shrink. Furthermore, the new scheme can use the shadow image sufficiently.

Keywords

1 5]

T

Naor 1 Shamir 7£ 1994 4F Rl % % 2 25 b4
BT — P B P A AR IR (k) B D7
LY HACY kA B E W] AR R XA
AR T R A TG A 2 5% A AT A £ S
5 UMER B AR L, AT 5% 55 5K A Bl 24
P B 5 PR I TR B D R I AR R R AL
HI . C &4l 7F 2 a0 & a0 80R W46 e X,

WA B #:2006-09-15; S Z A& Bt R Y 31 H 1#7:2009-07-13. At

T

information security; information hiding; visual hiding; digital watermarking

S-4 R AU BRI TR A ) B TR R R R
UUEEIN (€T EUREINICE = )1k B N R SR A A a0
JE AR BT TR TUA A B Jr T B

SCHRL7 M8 o A2 SCBR LT o T 7 22 9 i
EH S A AR B B — A RE K B R B
AR TR Y — i R IR T 4 LA AR TR 4 Ak B
SRS DA P SRR ) B . O T R A 1)
W SCHRL7 -8 145t 1 Y A B 1) T AL R T 4% AU Aok
JH 1 s Vel 6 T LA 5 %5+ BRIV D s P 9 T —
RE 17 SR AL 5 U TR s AT PR A2 B

FIE K B RB 2 E 4 (60673065) % B, X1 8.5, 1978 4EA, Wi+,

PRI BIF T 7 1) 4 4% 100 245 2 4 W [0 o) £ 2 0 2 2B 592k i B3 5 20 BT E-mail: bat@mail. tsinghua. edu. en. 8— 8. Y3, 1946 44k, il
b R AR L T ST AR R B A A e R BT S



2248 it " % iz 2009 4F
{2 3 PR 5 3 0 R B T AR AL Y i HLAS BB L [.ﬁ .s‘z}
Y 3z ] 4l . iy €10, 1VE Tl — A S
o3 F I HE 1R < B %5 I RE BROECTE T Y B 52 0 HHR S8 (O A A
[gl., Vg g V£'2.1+1} |:1 1}
51‘:1<:> = s
g3V g1 gV Egiin 11

Pl 1 T A A BRI ] R R

TEAS SCH BATHR  — ol T 19 B0 LR 10 7 1%
OB T 1R85 77 30k 2 R 4 &1 308 Ik 41 e % 90°
JE A E By B B L BT A 2 R
LR B S R I G R

. S T B 1 £E G )0
s /:I?hk= . 1£HT’E+BE+§90> o
R
S

2 T ) 0 R B
2 EXEiEs

AT SRR A R 1 7 i, 8 e i =2n+
1—i, j=2n+1—j.

FATI 7 58 2 e T e i i, BB iE % 90° J5
KhNiGe S B B E A B — MR RIEs )5S m
HNAS HSEAS— FHILEGAZE 20X 2n 1555
Hb s NEE 1 AR R UF L R 5L 90 A Y T n* A 4
4. BUILIRATES BT e L.

EX 1. HHEGRRRE A 2nX2n 1
0-1FEIE S= (51,j) 2uoczn s I 0E S EME I (24 j) T

Sio Sia
ﬁsmz[’ : }
’ S . S -

i i4]

T SCH AN IRy R 7 W BT 48 e 1) [ 5 1
BN E 1 e SR

I E P BB A

X2 fBUE G = (gl MG = (gl 00
JEPEK ER W E X G G Ry F I ER y (gi; V
FSRDENE

T E ST A R G A TR

811 82a 832 812

\ 831 811 81z 822
EX 3. € {0, 1}
824 K14 a3 833

1.4 834 8L2.3 1.3

L—HE-'.S( 4- {F/%/:HE S:(Si.j)ZNXZn%—‘g‘Klz]{%’mu%
G= (g,-.] )4”><41,7~E11:S E’\J#/Mﬁ[’é"l v%‘

82i-1.2j—1  82i-1.2; 82j—1.2i-1  82j-1.2
82i,2j-1 82i.2j 82j.2i—1 82j.2i

8oj—1,2i-1  82j—1.2i 821,251 82ie1.2;
82j.2i1 82j.2i 8oi2j—1 82i.2f

S, S
%Sw:[ b }E"J*/I\%ﬁ»lﬁi,jén.
Sii S

3 HAENRITESN

3.1 iZitHIm
R T G AWML

ro 07 1 0
A= aAzz[ i|’A3:A2T9A4:A1Tv
L1 14 1 0
r0 17 1 0 1 1 -
B, = 932:[ }’BS:[ i|vB/1:Bsz
L1 14 1 1 1 0
ro 17 1 0
C1: ,sz[ j|
L1 0d 0 1

7L 7E R T B RN LA BT AR R 4 AT
BEELC T AR 2 TR,

N 5B B A DL — A R R A AR
1% BB He 5 (9 55 — A7 B A7 R e W] F-

JLI.
5[ 1.
8.1 82.1 83.2 K12
831 841 iz 822 S1S2
# r[" w4
82,4 814 813 833 Sy S3

814 834 823 L3
1.2 822 £33 813

i P Bl [T
L2 Bia Bia 83 St Sy
g1 831 824 K14
AT
ST A 1T A B T R U w25 P 7 e e T
SCR AR AN [ 1) A7 L

1Pl T B R AR RN R AT R A5
B LS MR BEALE G, Horp j =i +2 8 i 43, 1=



11 4 X BRAE N Y R S T AL BB 56 2249

1 &AM

NG| BT B )
r B; AJ} [C, B,:|
rr 07 LCiv1 B ' B, A; '
(@D
LO 0 r A B By C;
LBi+2 Cy+1:|’ |: A, BJ
rl 07 rB: C, Ay B;
2 ] [ ]
L1 0] LC: By Biis Ciiy
rl 07 r B C; C; B,
&) } [ ]
Lo 1] LCi+1 By Bi1 Cia
ro 07 r B; Cit1 Cit1 By
Y o)
LO 0 LCit By B:  Ciqa
rlr 17 rB: C; Ci By
&) } [ ]
L1 1] LC: By B, C;
ro 17 r B C,n C; B,
® } [ ]
L1 1] LBir1 Ciia C; B;

3.2 MEERWEZERE
1. %}Jﬁé'f'{ﬁﬁ{iﬁ :Al 7A2 ’As 7A1 ’Bl sz vBs vB1 ’Cl #Cz H
2. 5{%%@ S:(-\',,,')z,;xmﬁ}‘ﬁjz?lz]
S,_J S,.;.
{S,.l = { ' :| } ;
Sivio S 1<i<n,1<j<n

Vi,

3. X — AT S, :[\ ” ‘”‘]%ﬁﬁal@ 1 1

i Sil
m R R0 A T T Y 1
&) -.jl g ‘lz-.jl g Isjz & 11 jz
g ,;, 1 & I1j 1 & i1-.j:z g lz-.j:z
G, = : . 5

ij ij

gyl 8y 8 8y
gl &L 8 &k
4. HENFEIER G, EBEE G = (g
Hrp
81,2 =8V 82j 1.2 =85
gz,fx.zy—lzg.{s‘.jz’ gzy—m]—]:gi..{s’
81,2 =85 s 8y 1. =8

ik N
8oj—1.2i — 8120 8oi-1.2j — 83530

oi0j—1 = 85h 0 Bojzio1 —8Vh»
8ozt =&k &uinj 1 =&
8oy =80 8oy =83l
&jooi =82y r 8oinj =&V
1<i, j<n.
3.3 HARRMERES
5, B 1 RN E AL — Fh 5 ik R HE 1K
MG R PR ECH R AR IS 4 1/2.

THE1L i

J P(g;;) =1: H
Pr = rlrlvlgnllmiix1 GiES Hﬂ%ﬂmU%J~J~,
R E A HE K
W pe=>1/2 XAEE L R 857
EW. RBAAE— AR R 15

(Pla =D = %:G RERS )

YS
0 1
M%%%J&&{ll]@%R¢ﬁﬁS%ﬂw

FHENR 1o s BRI R, I p BB 0 H
FLN R, ™ A B HE 1y

gli.l g2.1 géz giz

g'1 gﬁl giz géz

k k k

g,;1 a4 81z 853
0t 85a ghas gl
ny
.
P(g-i.,=1>=2pk-g~f.,.
T
[g’f.z\/gi'.s gé.ZVgé,aJ[gﬁ'.ngh gé,svef;é.q[l 1}
11

gﬁz\/gﬁo gi".ngﬁ,a gﬁ.;ng§,4 gﬁ5Vgi4

e
DVt b= 4 H D) (gh + gl = 45
73— 07 AR ZE 5y B ik AN AE i

1 4
i=1 i=1
) A7 1.

P (g, = 1) = p MBI 1= =0 L

' 4
S D (gl + gl = 8-% .
i=1

E—1
¢ 1
H Zpk°2 (gistglo)=4.
k=1 i—1

AR F WD) eho gt =4 LD et +
O E LR R b E
Zl] (gho+gt) =Z1) (ghitgis) =4,
4 I BRI
WA 1 — K B 7
(PCg =D = :G REIES M1

Vs
Tt



2250 it =2 . 2 i 2009 4
R X TFASCHE T R A TH A B 4.1 SRIGHER

REIE 2. A1 A R LI LS5 R R B
mﬂ*%%P(g;,jzl)ZS/S Xffﬁf%n 1<<i, j<<4n ST

. EERRKUEEAT.

RPN E B U AR SR A4 D5 S8 i HE P B A
MER T E & Al X235 TR A E B T
AR SCTT G A B 8 T B X LU RE

EE3
832 812

812 822

e {O’l}rlxi

813 83.3

814
I L T SR TS PR
fetr

834 823 813

4
5:':1<:>E(gj.i Vgim)=4;

s*%izkg,Vq-J—3

g¢hnguﬁm4m&>

IE. ELIEEUEEp AT,

bE SO = I ] S I S T R A NS D O 5
g BEAT A . B AT S LR 4 ) B IE ARG X B R
15 DL

4 #&

AR SCEY T — A R AT 5 AT AR B R B T
R AN B A 1Y 55 5 J7 3 T2 e i 199 75 3 » i HL
REICE 4, Qi /Nl fE. TR A A & — KK
1M A5 21 5 1A PR e 2% 7 58 R AR O — Fb Rl R R K B
P R ) 3 4 2% T 58 AT B A6 Ak B T T AL 1)
7 5% U %o e A4 AR AR

3 S

&k
& & El

&
& 4

4.2 EHEESHF

FETN L AT T A SCH 1 1 T 58 0 b A
17— LS IG FN U

(D #E &5t jpg2s F44.

K5 MR jpe25 T4 5 PR ik i & 1A

(2) #E A A5 — 2 12 JEE 9 40t (7 [ At 1)
HE P A AT v A5 1) 448 11 e B i e 3 2 1T R P
RO,

Bl 6 B 1A ) S A5 2R

(3) 4.

BT P il 4 e R S B 2 R AL R 4 900 1Y
FEIE A7 [ 2 oy 2 HE I T 7 O 4% 21 B0 B o 1 b AR
S E 5O

m&wma“.w.":
g (Ze BRI 1209
Ry 1R A T R bR TR E B O A5 2 Y & o B
A ESD

4.3 #H—FHITIE
TEARSCHRER L FRATR o — 0P 5T TAE 2

L E=Buy O NVER D

(DR E W E R B E 8. IRATEX )y
T E 22 HUAS T — S5y B SR B 4k 2 Ak 5 3
I 53 8 SCHE A



11 4 X

B A T 1A A S i T RO 2251

(2) Stk B IE Z2 8 B eSS . ik L e L Al
TR 1) f BE G 22 4R v e b

2 % x #

[1] Naor M, Shamir A. Visual cryptography//Proceedings of
the EUROCRYPT’94. LNCS 950. Berlin: Springer-Verlag,
1994 . 1-12

[2] Droste S. New results on visual cryptography//Proceedings
of the CRYPTO’96. LNCS 1109. Berlin: Springer-Verlag,
1996. 401-415

[3] Kobara K, Imai H. Limiting the visible space visual secret
sharing schemes and their application to human identifica-
tion//Proceedings of the ASISCRYPTO’ 96. LNCS 1163.
Berlin: Springer-Verlag, 1996 185-195

[4] Bieh I, Wetzel S. Traceable visual cryptography//Proceed-
ings of the ICICS”97. LNCS 1334. Berlin: Springer-Verlag,
1997. 61-71

[5] Koga H, Yamamoto H. Proposal of a lattice-based visual se-
cret sharing scheme for color and gray-scale images. IEICE
Transactions on Fundmentals, 1998, E81-A(6): 1262-1269

[6] Xia Guang-Sheng, Yang Yi-Xian. A new secret sharing

scheme: Image covering. Journal of Beijing University of

LIU Duo, born in 1978, Ph. D.,
lecturer. His current research interests
include network security, elliptic curve
combinational

cryptology, algorithm,

etc.

Background

Visual cryptography, which is invented by Naor &
Shamir in 1994, is a method for securely encrypting messages
in such a way that the recipient won’t need a computer to de-
crypt them. The underlying cipher is essentially the one time
pad; so the system is unbreakable in the information theoreti-
cal sense. Since then, many extensions and improvements of
visual cryptography were proposed.

However these schemes need to stack at least two secret
shares to recover the secret image. In the case that one share
is deformed or is not be true to the original, the secret image
is hard to recover. To overcome this disadvantage, some vis-
ual hiding schemes using one secret image were proposed.

This paper presents a new scheme on hiding a secret im-
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age into single shadow image. It can also be used as a tech-
nique of digital watermarking.

Differ from any existed methods of visual hiding schemes
using one secret image, the new scheme based on the rotation
of the shadow image. In the new scheme, the single shadow
image acted both encoder and decoder function. Therefore
the secret image can be recovered by stacking the shadow im-
age and the shadow image after rotated 90 degree anticlock-
wise. The new method has the property of anti-compression,
anti- distortion and anti-shrink. Furthermore, the new
scheme can use the shadow image sufficiently.
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