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Abstract  Automated Trust Negotiation (ATN) is a process in which two unfamiliar entities ex-
change their digital attribute certificates in turn to set up mutual trust relationship with each oth-
er. Since existing ATN frameworks require entities to release entire attribute certificates to prove
that they satisfy the identity constraint condition stated by the other entities” access control poli-
cies, private identity information of entities is often over-revealed in many circumstances. In this
paper, the authors propose a novel parsimonious semantic trust negotiation framework in which
entities can build trust relationship by exchanging DL.-TNL semantic identity assertions instead of
entire attribute certificates. This framework can greatly reduce the degree of disclosed private
identity information. Under the framework, the authors propose a correct, complete and efficient
parsimonious semantic trust negotiation strategy to allow the negotiation agencies of participants
to compute and disclose a satisfying set of DL.-TNL assertions which contains least private identi-
ty information at every exchange step. In a word, the parsimonious semantic trust negotiation
strategy can minimize the disclosed private identity information in the trust negotiation processes
and guarantees the resource requesters participating in the processes to get the access rights final-

ly if there does exist a theoretical successful trust negotiation sequence. All of the proofs about
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the properties of the strategy are given in this paper, so are the relevant compliance checking al-

gorithms and their analyses.
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E_Lamp. VIP@Ebey.

Tom X HAEAS T T, 1 9% 5 5 W& 43500 7R
T, : company(license:decoMaterial) @ICB;

T, : reputation(>>500(value)) @ (NetMall@ICB).
4.1.3 By WS e

B0y W 5 IR B AE % T SCHERC10 ] 2 T merkle
Hash B 4H0kL B2 42 ] 3E 45 J& 1 s 19 07 58, oA 5C
EXIF

=

5



10 i WEAE SRR SUEE YR 1995

EXSHEMKFIER. BHWsiEfma
TE 5 BRRAPR AN 2 4 . A TR o AL 4G T UE T s
F VB R E R A ROH LA RO BB AAER 4 1 merkle
Hash R (9 AR 95 50 (8 19 28 44 B FA & 20 A 45 — A4
merkle Hash B, 4> i 555 g #5419 15 A%
B2V (1

{c,assertion,random).

B 7 AN ER D RE o1 KT
EA 8 T 0 & 0y Wi 5 assertion Fl— /> Bl HL 3 58
random ¥R, B — 4> assertion #2162 I 7 1E
B R AR I 8 1 Uk A5 AT LAGE B i A2 Y
H. TR assertion #JE X KA 5L AU
JE&HEUE A Bz AL BR 2 ¢ R AR BRCE 19 X% S EY
4 RE AU PR TE P A8 M — BR P, R [R) — J R R iz
B 13 W 5 1A AH TR AR 25

U R R B W S IR T AT S
T LT R X S T 0 R A I A DL R
H B W55 1 merkle Hash B o |] 35 80, LHS B 6)
J5 T #4 merkle Hash #9485 55 {8 . 5 A FF #8531
Wi CA %45 2 i M 4 o5 (B #E AT LU B 00 . AR %
Bauer 55 A\ Xf 2 F merkle Hash 1 (1 J& ¥4 ik 45 (1 %
S PEHEAT B 4 BT RIE BSOS AR T AR A 3k
53870 B 00y W7 5 4 10 0BT 55 0E 15 18 28 TR 43 3K 0
T 5 UEAS BRI A A LT B O L X O S
I 55 A 0 1 S B E 2l PR SR SR AL T A 2
ARG 3 2 P RATS BB TR B S 5X0r
2 EVREA 1 50 7 5 0E 15 H A B 0 Y (e
TREFLIEFE) - B A1 43500 % UE A5 v 1 o Bk ke
5T T2 AR, Horp T iR i — 25 X E e
5 BT T R,

®2 BGESIERRE

No. Tom F§ 47 1 & {3 Wi & No. BRAENSHEE
E; Ti: credit(>>10000(amount) ) (@BankA H, By : reputation(>>1000(value)) @Ebey
E, Ti: credit(™>6000Camount)) @BankA H, By : reputation(™>600(value)) @ (NetMall@I1CB)
E; T : reputation(=>500(value)) (@Ebey H; By : company(license: lamp) @ICB
E, T;: VIP@Ebey H, B: : company(license: decoMaterial) @ICB
4.2 E X (2) FI A=K FARM R+ B & Principle,

DL-TNL By CEE filt J2 34 22 4, T #5381y
PN 25 AT LG b RSO I 3 R T R R 3

(1) CredOntology H i & — NIk 5 28 % 4k il —
A~ SHOIN(D) I HE A, B — X G @ R0 — A
SHOIN(D) 5 % (role) , 0 #5 & 1 %% 1k 0 45 1iE
(feature). B b Z A4 IE R AR K P RIS X 4R
PE B TR AR AT A Lk BT I A AR B R A AR
FVERAE. UE AR 5 R A (R b (9 B — 2 A B e b
R R B

— PN RRNIEB S Cred. B— P UE 2R ER 2 Cred
)+ 25, 51 A PSR 5 AG H 3R 2 5 OC R (role) .
hasID F issuerls, -/ hasID ¥% principle 2% ] B¢
FEEFWA M Cred 540, issuerls ¥ Cred SE4] 56
1 3| % A& B 1Y Principle SE 4.

(3) By Wr s 5 B Oy W 5 223k 21 7T DUEE 46
SHOINCD) HE & » AT 5E SC—A> e 6 ik % DLP, 7]
UK B — A 5 0 W5 B Oy W7 5 3R 3k U8 4
SHOIN(D) & DLP 4 3 A Fedad BN 3 Fiw.

&3 DLP EHE

DLP(X)

Fey V Fey

Fey A Feg

(Feo)

Fe=credClaim@CAClaim

credClaim=T(opo:Cos**s0pu :Cors po(dpo) sy pu(dpy))
CAClaim=issuer

CAClaim=assertion

DLP(Fc¢;)UDLP(Fcy)

DLP(Fc)NMDLP(Fc¢y)

(DLP(Fe))

J hasID.(DLP(credClaim) N Jissuerls. DLP(CAClaim))
TrCTopo. CoOM==m1C I o0pu. C,)Mpo(dpo)M==T1p, (dp,)
{issuer)

(DLP (assertion))

Bl 4. ] DLP &% 51 1 iy B 0y W 5 %
BT U AR 9 s SHOINC(D) 2 -
J hasID.(Teacher M 3 rField.CScience N>
30Cage)n Jissuerls.{GUCAS})

J hasID.(Credit 1>10000(rating)n
J issuerls.{BankA})
T — By W 5 LB E L R — B
1 3 hasID.E ) SHOIN(D) M 4 . 32 10 3 2 1% % 3k
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K. EREZEREE T JhasID.E ST H—4
A ZA TN A B (5 B E 2 E) A
e hasID 8% &. A TE— 1B HEIES K subject 18
N issuer AT AR 255 Rm W — D B B 5 . K i
DLP 1 a] /i TAE R MR 45 aree B H B AL
SHOIN(D) #£ 4
DLP(atte) =
JhasID.(DLP (credClaim) issuerls.{issuer})
Cattc.Subject=credClaim, att.Issuer=issuer).
D ZAERBF Y T Copo: Cos oy 0p,: Cs
Poldpo) s+ s p,(dp,)) @issuer <—Fc ¥ A AR & 28
T
DLP(FcO)OTDLP(TCopy:Cysery
0P :Cos po(dpy) s s p, (dp,)) @issuer).
5) B fg—4 CA FFA TR IEIED aree W F 925
W L e = N . DLP Catte) Cowner).
(6) Pega s S PRI = 507 A 5 1Y 8 PR IE 45 JF
NG B AR g 0 B, DR AR B R O AR v B R O
NS o SR P R PR B T L BT A R P R S AR AR
FERACAE B CA & Pk A5 DL S S5 B4R 4 20 13011 2
HHRIESE TR AMET ,EMNUMT IS
SR
@ Sy W7 5 B AA K ERSE AR 2 5k A FF
JEEE A B SR A AR — DR B R A
(BIFE Subject AN Issuer W AE B, 24 E 7K
S s Bl KBEACB i, 8UfF 75 — i
JEPEIE B AL S C; i 2 KBEAN-+NA,C
C;H KBFE=C,CEB i AA F H A B 6y i 5 1E 45
T LAk
@ i AR v Bl R A b A By 7 R A L
AU Z Ol R 2 AT & AL X T R Y JE
UE A5 505 W 5 4R B 1 R ZR i 4 iR 2 SR B
WEARAE A SR A BT ol LUE L B CA TR 4
RV AT S5 BT X 14 B 5 1 5l 2 AN b B R SR

5 HEMRNEZX

{55 A DR R PR 52 i 1) — 4 3 2 AR B AT 5 VAR
MR . A BT & PRI 83k 43 D 3 e AT
S 1T HE XI5 R RS 5 e AT A A
19 B DA R G 5 5 2 S8 T TR AT 5 X 5 SR Y
/AR MR B8 (— Bl D e R 15 1 2Rk
MIRETD) s th TAMATRES M Z ML RS —
ARG g TR AT BECRUE P R AL . — A R LR T

AR R ) UE B AR A AR 3 R A AL R
HAAEY. T SUE AT R LA 0 I S O AR
BB AT R AT E et s T —Fhe] LA
TERARE G % 5 5w 11 Joe/INAS Ml B 3 W 5 A 1A 5 3 2%
B ER A complianceChecker, 3 7E Smith ¢
MR 5 3 545 A M S i Bl bR AT ekl it
th extSSGen B9, A 1158 th B A7 9 /& DL-TNL 3
W ) d5c /N B 0 T 5 A G OF N R AL OB R 1 S I
b (22 B S WS R4 Dt R,

5.1 H#3—1TRNGHHEHBIEZ

EX 6N AR . AL A
KB=(OKB,A,D) Jj&—~H 2A JL o 5 15 55 H 19 4%
Fofr 2 SR 5 Ak 9 SHOIN (D) 2138 3 L & r 2
A BALEE 3 R4y . o OKB g 24 S W 35
S5 v B A B 45 S8 R AR R S BT credOntology 4%
RN AL S SHOINCD) A B, A Tl CA £
A K — JE PRI P Y S S AR R SE I A B D
R BT 1) Z2 FE R A B 2 b %) ABE 2 2 T B

LT T AR B R R R I W Rk
Fe. BWEHEIZERERE T DLP(Fc¢)= 3 hasID.E 1§
B — AR PR B AR B OR T EKBE
DLP(a)EDLP(Fo)R)J@PEUES o, RIFTHEW] A E 2
DLP(FO B — AR B @ PEIE 4 o 7T LE
A% 314 DLP () A8 1A [R5 B R R
A2 B 0 BT 35 0E B P B — A B T A e TR
KBEDLP(«)EDLP(Fo) MTAIEH AW EW S
FeikaX Feo UL FRAT AT LUK 3244 7R 1938 I8
/B8 PEE A% B £y i 3k 2 2 OC R
Shy W A 2 5 ) FUA R A7 4

M5y I ARk AU A e i, R AT BB
IR AR/ 5 2 A TR M A R 4R
BRAEWIR %R B X L. b T8 e A 2 —Fh
S FLI) B 0y 7 5 5 FRATT LA T OB B 1 T AT SRR
F Ja M IE A5 B 003 I8 5 0E 1 P i B 0 T T SR
MES. TESMH S E{a a0 a ) BH R H
MFIE T FRW R (arsas s+ sa, ) FrACF L&
AR 4 A% KB=ACTDLP (Fe) , B A] 3iE B 3 4 %
& Fe.

A AH 5] 5 25 114 B 403 W7 55 02 et ] — AN J& PR IE A
T S T R 1 o DL ) B S 2 N AT RE S AR AE TUAY
T2 LT conj R BURNK B 0y W5 % {an,
sa, AL BUF BR TT A 1) SHOIN (D) 73.

EX T(conj BEO. ¥ P R EMEHRIMAMNSE
TS KT 5 R B BRI conj: 2" —>CON H4 P oty

Ay 5
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EETHE A={aapsa, ) il — DR 2 5
W& conj (A)=C,nC,n+-nC,,. & —1 C,ME—
XL T —A 1 A T A TR — bR % o B9 5 6y
A EARR R c BEEIER) cian aim .-
B RIS A T
C.= F hasID.(trim(DLP (a;;.credClaim) M1
DLP(a; .credClaim) )
Jissuerls.trim(DLP (a;,.CAClaim) M-+
DLP(a;,.CAClaim))),
Horpr crim pREVE R 25 R THBR A A& T0 A an Ak i
“CnC”h ComFH AL “=>60(age) N>30(age)” N
“>60Cage)”
BlS. ] conj pRB AT AT LK Tom P4
55 A& {E W E E ) AL RS
J hasID.(credit M>10000Camount)
dissuerls.{BankA}) M
JhasID.(VIP 3 issuerls.{BankA}).
EX 8GE W &), TEAILU ML KB
TR S HWEEN CoAFECHIES T
A MK ERIEX Fo, 2 KBFconj (AC
DLP(Fe), W B 5 iy W7 5 52 A 36 Ui &2 Fe.ig
satgg (A Fo) , A K Fe F—A . AT & A
AR 2 B T4 AW L KB conj (A') CDLP(Fe).,
NFR Al Fe W) — /N, id h msatgs (AL Fo).
W Ah AR Fe i) (/) i A Y 3 — DT R 2
RERR— DB EIE S AR Al Fe i) —4> (i
/N R IE A A
THEIRATE H— 1B complianceChecker, M
R TR 5 3 B & 4 C it 58— Al 2 5y e
& 22k Fe W/
Zix 1. complianceChecker(KB,Fc¢,C).
BN KB: SR AIRIE  Fo: By i 5 Rk,
C: B W7 5 4k
Hith: NS: C il —A> Fe 19 d /M
1. NS=J;
2. DS=;
3. If satxks ((CUNS) ,Fo) is false
4.  return J;
5
6

s Ci s

. While C#£ &
If ((NS==@)&&(|C]==1)»
//HAREIF) C R IR 7 — DT R
//NSAG = Wk C ot RIIA

//NS 85 FAF R
7. PutInto(C,NS);
8. Return NS;

9. E=selectACredFrom(C) ;

/I C AT BB — AN R PR

10.  If satgs ((CUNS),Fo) is false

11. PutInto(E,NS);// LW E G 5 %4 CUNS

[/ TG Fe Wi s Wi E
[/ CHFH| NS
12. Else Putlnto(E,DS); //£W E FEWi 5% 4CU
//NS Tl i Fe B 5, 0l
//# E N CH## 3| DS

13.  Return NS;

R i

TE 3 A7 58 1% 1 TE Bk R 58 A R . AT S 45
TS AL DR FR B AN M

MR HESHEIEES AMSHEEER
K Fe 47 satgy (As Fo) AN MXEF A AR =
T4 A, satgy (A Feo) AT

IEA. ARG cony PR E L X F A AT
F4E A conj (A Cconj (A" s Frsatyy (A, Fe) AT
M KBHconj(A)CDLP(Fe) , BARKBHconj (AL
DLP(Fe) Al saty (A" Fo) A 837 JEEE,

THFRAT X B 1A I 6T A A
while 3 19 & — L AL B J5 C U NS £ 4 4B i
& satxy ((CUNS) Fe) g 3. It while 1§ 26 4%
WG NS=CUNS i 8 satxs ((NS), Fe) J]® 7. »
WA, #5 NS it & — oo R E # I,
satgy ((NS—E) s Fo) AN ST (5 NS o U — 4Tt
K E. B saty (NS—E) JFORESL s 45| NS| >1,
H satks ((NS—E), Fe) i o7 WAE while §§ 3 i 17
K E N C PGB RYES j B NS, UC B5 5 b
BFR NSUC &G RERPEHE T 1, satks ((NS; U
C,—E) . Fo) o E NS DS 5, 7 JE)D.
LA 1 JRIEMAY.

A TWRZERN. XERN. &5 ChREDLf
TE— I /NS W6 2 msatiy (S, Fe) s IR 24 M 45 1
Wi 1, BATE satgs (Co Fo) woSR B M 3 1 — &
AR Bl — e A NS, HARYE 5L 1 1 IE i 1k
H.NS Jy Fe 15/ M.

EFEME A bl Pk i 7 —ik
B4 CoHM AT T | CLIK satks K 55, B ERAT T
|Cl¥ KB N By M & 26000 40 5E - 1 T SHOIN (D) 1
WE & 28 o P 2 NEXPTIME-complete [a] {5, K 1
complianceChecker J& 48 i} ] Py 7] 2% 11 1.

5.2 BIMEAERTZIENBIEE extSSGen
XF TR — AW E R Fo, Bt 3B A m i
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A R VEUEAS T A 25k By W i AT BEA L 2 A Fe
(R S5/ INFilk o AN [R) £ ik 35 % 0045 S s 0T AN AR ) L FRAT T 7
B E A 2 1Y B /) il 37 B AR B D DLORIIE &
T v A B R ) S

EX 9CE XL Zw).  ENILuh iy Ml KB
T HREMNMFE AL A4 KBi=conj (A C
conj (A MR A, 75 KB T i LZETR AL Rom h
A=A,

WAR AW H S ATE KB Tl LA, A,
WAL AVBEREEZMERR, B NC A A AL
HEH A, IR RS B A B 6 R HE A B LT
(BRAE Ay —>p AR FD.

MTE A LR IE S . 5 CA kA T RN
P A<= (B NCOV D, I8 24 5 SR AE 23 34 P 7 6 P 2
KB . &1 LI B KBE=conj ({D})Cconj({A}),
BI{A}YE KB Tif L2 (D} i 27 5 31K o F¢
Wis AFID. T RPE ER 0 FRIE R A" a
RERT R A al R D H RS A BEEME R
Ha FIRESNA D WA RESHA B F1C”, BAR L R
—E WS D i g 095 S S N Az, T
— R T a BB FA.

EX 10URZZIE X G, AR
WE KB T . AERERH—IWEEA M1
By 5 Rk Feo 5 msaty (Ay s Fo) S5 A
FTEARZ AR E R E 8 A 13 A A,
5 msatgp (Ay s Fo) B, WK AN F K o« £ KB
TRF Fe - wREFLZEHEXFEM LR
mostGeneralSatyg., (A, s Fc).

extSSGen & i%x. T H N1 B — 1 extSSGen
BRI EE T N TR 5. (1) C#
DIy AS W Bl E £ 45.Ch AS hF & Fe iy —
/N E R E B i 5T extSSGen (KB, Fe, C, AS)
WS AS it Fe WA TS L2810 C MR
WAT A . (2) C= D, AS Oy )& 1Rk 5 4
extSSGen(KB,Fe,C,AS) IR M 45 5l AS i Fe
1) BT A B/ g P e A i

AL SCHR 6 ] H 1Y SSgen B LY R MK,
1 extSSGen S, 1~5 fT H S HI W C 26 =
B NEE AN=AS, G AS H T A 15 L2
B C kS I RTEES AN P, 6~32 {7 %
SSgen MM AN KT A Fe Byf/Mg . 3F H 24
C AN Ent, f Sk — P4 F i s ik LW S
fif HOT R AR TR — Do/ E R U S

R P T4 BUA /MR AT R T Mg E'
TE KB T E & S0 WK E7R LB IR
EMA R Y4 R gk T AS hifi X
B T C 1Y Fe BT A e a3z XA 6 ik
Bk 2. extSSGen(KB.Fc,C.AS).
F A« KB: oy 3L o iy AR
Fe. Bl Rk
C: (D2 Fe 1 —A~ I /NEA i 5
AS: (D JRPEUE 4R & 50 (2) B 5 R &
Fith: R:
(D AS 1 Fe (¥ /MIEA #8453
(2)ASH Fe WA R X & C WR=IZE X
W7 5 A
5 E
AN:AS T A Zal0 C Ml s MAES
B:E&®BWITA Fe Mi/MrES
E:BHAREE XMHG Fe AN BT EMES
U: B Wit A dic /M I 48 5
n-subset: 5 n A~ HLA 1) F 4R
P .U R4
1. I (Cis &)
2 Let AN=AS;
3 Let C=complianceChecker(KB,Fc,AS);
4 If (Cis &)return & ;
5. Else Let AN= pickSatByC(AS.C);
6. flag=0;
7. J=C;
8. R=BU{J};
9. B=BU{J};
10. Let n=|U]|;
11. Let S=PW) //% S K U Mtk
12. while (n>0)

13.  Let T HFA S 1 (n—1)-subset ££4

14.  For each set DET

15. A=DU (AN\U)

16, HAARBHhRESHBEENTEH
A2 E LG T4

17. J=complianceChecker(KB,Fc,A) ;

18. If(Jis @) E=EU{A}

19. else

20. flag=0;

21. If (C is not &)

22. for each set GER

23. If (G—>xpJ) Delete(R,G);
//7E R HlER G

24. Else if (J = x3G)

25 flag=1; break;
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10 #§ ik
26. If (J\U!=Z) & & (! flag) goto 8;
27. Else if (JAU!=&) goto 9;

//UIBKT
28. B=BU({J};
29. (1 flag) R=RU{J};

0

30. I (Vie TGWUAN\UDCSE)) n

31. else n=n—1

32. End-while

R i

TE 43 BT 53 15 19 58 48 MR R E B MR T FRATT S 45
QR AT R E 8.9 RIS 1 A e i R

M2 AHHWIHA complianceChecker (KB,
AS Fo) LAk — A d/ Mg R IE PR 1.0 AS
ANFEAEAT AT S5 /DN fift o+ B A A7 7E AT A di 23 2 18 AT
£ fif.

M3 HENFES EMEMHEE XKL
Fe, #5 msatyy (E,Fo) AL 46 E X 8. % AL & E
e E'9E 83 E7E smsatiy (E' Fo) # A 8T, »
I # complianceChecker & Bl — A4~ /N E , AF{i] —
A E ) E -2 BB AR RS T BE LA B /M i

HR4 A=A HAUCEX AR
WiE a i A—>xpial.

SR IR PE S 58 45 M 7E SCHRL6 17 Smith 4%
NIEW] T SSgen B9k 1Y 1E 8 P 5 5¢ % 1 » SSgen 5
EAETHEUE B A h T A A6 RN 7Y I /> il I BT
&R SR m 2 2 FR Y T 7E etxSSGen H1 i AT BY £F
A A B 1 complianceChecker A] 1% H AT fi] &
03 W7 5 23R 0 e /N CAnSRAFAED IR 32 BR
TE extSSGen BiEH ., Y C= T, AS £ g Wik
I8 5 AR I L extSSGen 15 SSgen 55 3% 55 i . P i
EAfPE S 58 45 1R AT LAAS B ORI, C#~ T IF L AS O B
W& & extSSGen FIE H S MM H AS FRAHT
JRAESCETR C S WS id R TEE R AN o,
WEJ5 i H] SSgen Sk IHA I AN BT A5 19 Fe B e/
fift CHIPE T 4 A AR T s 58 A2 C 2 HAX Y A,
PIEE AW E AR O. h T hEEE£4
AN 54 Fe W c/Mf L S5 F i 2 i 1~3, 2
DAL 2 SSgen B3k i 52 it wir 42 o A i W 1
SSgen Jrik M AN IS T A Fe i /M iF—
s N B/ ik 4R v B R e 2 2 8 AT A R A
TR N B3 52 AT o 08 A5 19 de 2502 18 AT 6 . I
extSSGen FIETE C 7 O I 2 T F1 58 75 119

C= I}, extSSGen B Ry (8] & 22 ok H T

fliFl SSgen J5 ik Ee R LT I A 2'Y K compli-
anceChecker 2k 18 R Fr 7 & /N IE F % ; C# O B,
extSSGen 53 ¥k By I [|] & 2% ok A 3 A Jr T -
(1) extSSGen T AT | AS | IR sarxs K 5 K i1 5%
AN (2) i Iy SSgen J5 ¥ fe R 1% 000 F 75 248 H
2V ¥k complianceChecker 3¢ # 2& JF H & /N f#%;
(3) MPIT AT Foe /Mg v Bk 32 e 25 12 0 AT 6 il BT e
P sates BB RE| (M—1) XM|<2"" .M
SR B A B/ AR T extSSGen 54k &
iz G TR EZ ST B

6 FEHENIEENERE

15 AT U 77 R W TR E 1 R R R A Y 48 R Ao
T A5 AT B B AW 7T A2 i L B R A0 A — 2D BT
7 B J M UE A5 DL B 5 — By BRI B S 78 Y Je M ik
B REIFA R A — WAL B AR W] BEARTF L H 2 A
R A5 AT T v SR mT A i R 2000 0 A A0 J P e
B LA SGIE A3 PR3P SR M I A T s 1 — A S U v
H AAFAE » 4 B R W AT 19 B 3 P gl — 28 W] 4R
B AT U U R ) B ) SR R FRATTR
v {5 A U A AT Rt o ol I o A
1 78 e Sy A o M R 0 D A R B 03 I R
AN AEAT T RATE SN A Y G F s XAE T
PR SR K T 4 L SR G 1 T R AR M TR B
6.1 ZXHENEETHE R

W SUE AR R AT — A% 7 o AR —
AR 55 S AR Z 6] BABATT A B AT R JE PR A
E 8 client ATTC Fl serverATTC , & B G 15
W F G N clientAS Fl serverAS. T )@ M IE B
A S LR B Oy W75 R FRATA client ATTCE
clientAS, serverATTC C serverAS, X T T &
clientATTC B} serverATTC i E P 4 C=
{Li,Ly,*+.L,},% Gov(C)=P_Body(L,) A\ ++ A
P_Body(L,), P_Body (L;) A L, I ¥ & % W (1)
body #4345 serveAS BY clientAS P IFE—WF T
A AL LUHE SO 2 Gow (O) 4 B sty (A Gov(C))
JRST S TRR A f#81 C.FZm N unlock(C,A). # Gou(C)
s W C np Lk TG & R B B unlock (C, ) 1§
SEL TR T =D E W E RIEAXES Fes={Fe.
Feyooo o Fe, ) A5 WS 48 A A RLTE SO 2 H oy
LA —A Fe,, MR A 3l /& Fes,ig 2l sat (A, Fes),
AR unlock (C,A) BT s sat (A, {Gov(C) ) i,
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ST B v AR AT P RS SRS B PRAT S B B B s T
PR B BT By W S R B B A B B & S
IR 55 it 58 i A 326 41 S5 PR G 4> B B 4 T 3R
SCF A FATH end ()RR KES XS
575,

TR th B BR. U RS B BT A6 T i R R —
A R W5 R 45 IR 55 4% end (0) = client. 4 iR 55
IR XS R TR I B A R A4 88 R, i 2R
R BE—DAZRIBIIRSS &R DL E 45 Ak 25 %)

J7. WL R B EER RIS R Fe(aysas s va,)
I 55 g 0 16) %5 7 S 4 oR AT AW R Fe(anvassoerha,)

) J PR E 2.

DR PR SR GO MRS 5
BRI LER T RSO — D B b E xS,
HAE SRR AT < 25 07 Bl 30X Jr 1 3 R4 30—
DB E RIKXES Fe) Jg . % T Fes Hi 4 —
NG E FER Fe, A extSSGen(KB, Fe, I
clientATTC/serverATTC) , 5K B & 78 # 0] L) 4%
B XI5 3 K 0 Je /D 8 PR UE A %L A5 BT A I Fe BN
FEAE S5/ & P UE 5 ik, DU 560 X6 J7 oI s 2R I e =2 4
e A o N e e o C L Coy e G K 4
BEBAAEFA CH Goo (CH Ry s, B C o ir A J& 1
UEAS AT LG 25 8 3. A5 A7 AE - R 3% 4l 3C“ success”
TR 5 B 28 - B AT e A% 1 A0 B /N e MR TE S
fift o AT LZC AR B R L 0 B 3 W S S B B A
D) ey %of 5 3 R R B i W E R IA SN Fos =
{Gov(C) yGovCy) s+, Gou(C,) } W@ TEIE 4.

MNE AT RN 2 X min (| clientATTC| +1,
| serverATTC|+1)+1 W}, £ A ] 0] Jo 5514 fif 5
18 F5 /I T P I A ik 3 A L0 B DO 0k B R L A B R
SR A ) T O R BBl S B 1T A e Y
S5c/IN 8 PEUE S A o T Bip RS L A 3k I R R AL kT
—HRFINSfos froforrers fumn) s A RIS FRATAT
DIAG 4T 5 HL

EEE L. I R B Be g S 3 oK 4
WA AT

(D) fo=R, f,, 1 =success, H end(m— 1) H
A Lo PRy B E RAK S Fe 17T I8 4% 1 i B
) e/ s PEUE B R S

OAER end GHD A BIEIE B4 C,0<i<<
m— 1, ffif5 sar (C. f) WL 4 HAUG A7 — 4
end (D) WY J/TEUEF 4 C 845 sar(C s fimD L, H
C R Gov(CH I —A @ HEUE T, B unlock(C",O).

. D BARBSL . X T AR 2) R
0O RS B B A B RO T DL A

(a) BB 51 b AT B4 S 2 = {Gow(C) s
Gov(Cy) s Gov(C,)},0<i<<m—1, &4 C,#B
Eend (DX} fioHE Fe i) —A> 5/ @ Pk fig
BAFAE Fe€ f, o smsatgy (C; s Fo) WAL [ M sat (C;
SiD WAL

(b) X F fi = {Gov (C,), Gov (Cy ), =+,
Gov(C,) ), {C,Cy oo, Coy R end (D) RTF fio WET
A B0y W IR A T A /N R R E B R AR G

T R AT S A R (2) 1 = . A A AE
end G+ W YEIE B L C (145 sar (C, £ WAL
F fi={Gov(C,),Gov(Cy) s+, Gov(C)}, 4 E
D — Gou (Cp) g 2. Ak &> F 15— 14
end (D W EPEUE 4 C ffifF unlock (C;, C) B
WIRHE S a.sat (C;y i) B, A C=C;, =

FATFFIE <. AAFTE— end (O WY& PEUE A5 5
C' i sat (C's fio D WAL AR 4 IR AFAE— 4 FeE€
fio 18 satgy (C's Fo) WS, It 2 8K 77 76
end(DXf Fe i) — A /N PEE i ¢ C7 i 13
sat (C”y fi_ ) BT s BRI FELE — A end G+ 1) BYIIF
H4 C 15 unlock (C', C) Wi, N KB =
DLP(Gov(C"))C DLP (Gov (C")) J{ 52, I LA
unlock(C",C) B satxp (C,Gov(C")) W j 7. X H
L b AL Gou(CHEN [ —AF/A), B vl
e sat(C, f) AT, JEEE,

S0 E XM ER. R B E L i
AN B 03 e 5 5S4 B B B ) IR S A A B B o — R K
J eh TR B B B GE B E B (g s s Qo2 s Vg
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£ Holi AR A

(D j=m i, g, & end (m) =end(m—1) i) H
Wrs 4%, end (m) A extSSGen (KB, Fc¢, S,
clientAS/serverAS) E T B I S Z B XG5 H)E
Rl AL Bk 306 T 45 o IR T 35 R mostGeneral Satgg . naom (G s
Fo), H S—>kpgn.

2Om<j<2m—2HW,g Eend HWEHNWNF
Tl end G)PRIE—ANH JE msatgy (Cs fo), fc €
fom—j—o H unlock (C, g,—) W@ MEIEHBE C, H
M extSSGen(KB, fc, C, clientAS/serverAS) 4 %
) e 25z 1 AT A A P Bk T A, B T R
mostGeneralSatyp,oac) (g5 »fc) s H C—kpg;.
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(3) j=2m—2 B, g2, » =R, H unlock (R,
g1 ) AT
6.2 ZITLHI

TEF w18 LU R T L iz 47 3Lt i Tom Fi
B s BN 2 s, Hp 4 1~4 S Hid g b
B, Tom &5 A% 1T il K . B A A XF 3k AT HAT
BT R I ARIP RS L B S R R Tom 1 5 7 5 16

3R F, . Tom P extSSGen i+ E WM& F ) &
INERFEAT, ) AT, ), TRERE F,={Gov({T ),
Gov({T,}) ) 45 B.AESS 4 6 h, B I ] extSSGen i
HHWAFEE Fo i 5/NIEAfE (B} { B, ). B
o AR TIE A AR WT LA TG A% A A B B Pk e — A
oA R B R (B, ) SR JG K 2% Success i T 45 oK 10
P B X
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Step 5: G,={H,: company (license:decoMaterial )@ICB}
< (H)
Step 6: G.={E,: VIP@Ebey }
extSSGen= >
HED Step 7: BRI, R

A

Bl 2 il AT B i s A7 52

A 5~6 By W sc b B 7E A 5 LBt
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iz WS oy (H L NI E R BB S Ho %4
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Sund=1000000) 145 . 1T B & 1) & Ik P E iy B
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TXHEMAE S fund W¥F45r. 72 6 BB, Tom HIE
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i IR E RV AR S FyRY 2GR R Tom 1Y 5 iy
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In automated trust negotiation, the trust between unfa-
miliar principals is established by incremental exchange of
certificates, protecting sensitive certificates in the process. In
recent years, more and more researchers focus on potential
privacy problems in ATN. One of the main potential privacy
problems is that sensitive information can often be inferred
from a response to a request to access a resource, while the
other important one is the unnecessary disclosure of informa-
tion during the negotiation process. This paper focuses on
the latter problem.

Several researchers have proposed their approaches to
solve the over-revelation problem. Li J. et al. designed a
kind of oblivious attribute certificate to hide the sensitive at-

tribute’s value by exploiting zero knowledge protocol. Bauer

FENG Deng-Guo. born in 1965, professor, Ph. D. su-
pervisor. His research interests focus on network and infor-

mation security, cryptography theory and technique.

D et al. advanced a fine-grain attribute assertion revelation
solution which allows certificate owners to show relevant at-
tribute assertions in a certificate and hide the irrelevant ones.
Though these approaches behave well when generalizing the
values of attributes of some data type, they can’t realize the
value generalization of attributes with abstract type or hide
the fact of possessing specific certificates. In this paper, au-
thors propose a novel parsimonious semantic trust negotiation
framework in which entities can generalize both data type and
abstract type of attribute values of their certificates, hide ir-
relevant attributes and conceal the specific certificates” pos-
session status during the trust negotiation process. Under the
framework, the authors propose a correct, complete and effi-
cient parsimonious semantic trust negotiation strategy to al-
low the negotiation participants to protect their private identi-

ty information as much as possible.



