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An Asynchronous Remote Mirror System Based on Storage Virtualization

XIANG Xiao-Jia YU Hong-Liang
(Department o f Computer Science and Technology s Tsinghua University s Beijing 100084)

Abstract  Computerized data becomes more and more critical in today’s digital life. Remote mir-
ror can keep information systems alive with redundant hardware and software, even encountering
site corruptions. Unfortunately, existing mirror systems have some limitations such as relying on
specific storage devices, poor performance, and so on. This paper presents a storage virtualiza-
tion based asynchronous remote mirror system. First, in this system, all data are protected by a
logical container, that is, an asynchronous mirror logical volume, which can trace and transfer
data updating automatically. This way, there is no device and driver dependency at all. Secondly,
this paper presents an advanced non-stop mirror protocol to support seamless service switching
when site corruption happens and automatic data recovery at rebuilding process after disaster. In
addition, all the protocol can be executed on mirror IO nodes in SAN, introducing little overhead
to the protected servers. Finally, it gives design on lock based concurrent access control mecha-
nism for the asynchronous mirror logical volume. With the help of the lock, not only data consis-
tency can be maintained, but also good concurrent read/write performance can be achieved. Ex-
periments and evaluation results demonstrate that the prototype system has the ability to provide
high reliability while only introduce little overhead: tolerated a site corruption while kept provi-

ding service, costing only 14% more time.
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Background

Nowadays, computerized data becomes more and more
critical. Many kinds of data protection technologies are pres-
ented and have their own characteristics. Among them, mir-
ror systems focus on seamless service switching and can sur-
vive even encountering site corruptions.

Unfortunately, existing mirror systems have some limi-
tations. Firstly, dependency on the storage devices and low
level utilities limits their flexibility. Secondly, existing mir-
ror mechanisms always introduce negative overhead to the
foreground hosts due to the resource contention.

In this paper, an asynchronous remote mirror system
based on storage virtualization technology is presented. By
utilizing logic volumes for mirroring, the system is independ-

ent of any storage devices and low level drivers. The logical

disaster recovery, and so on.

An

chronous mirror protocol which supports seamless service

volumes are also ease to extend and manage. asyn-
failover and a lock based concurrent access control mechanism
are presented as well.

The authors have done researches on high reliability and
disaster recovery for many years. They have taken part in
many national research projects. By their studies, they have
a deep understanding of backup, snapshot, synchronous/a-
synchronous mirror technologies and publish many papers in
this area.

The authors also implement a prototype mirror system
using aforementioned technologies. Experiment results show
that it can tolerate site corruptions while keeping service on-

line, costing only 14 % more time.



