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Abstract  There are two problems in current algorithms for IRC botnets detection. One is that
detection algorithms require some prior knowledge of botnets to generate matching patterns. The
other is that algorithms can not perform detection online. To solve these problems, this paper
proposes two IRC botnet detection algorithms based on host behavior. Three attributes,
LLCS_rate, compositive distance and RN_dice coefficient, are discussed to quantify the similarity
of nicknames from three aspects: content, composition and structure. To detect IRC botnets on-
line, extended TRW algorithm based on the similarity of nicknames is proposed. This paper also
proposes a detection algorithm based on the command sequence of IRC clients. Evaluations of
these algorithms indicate that the two algorithms are correct and valid. At last, detection algo-
rithms are used in large-scale network to detect IRC botnets and detect 162 bot channels within

two weeks.
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DETECTIONC flow)
flow= (Source_IP, Source_Port, Dest_IP, Dest_Port,
channel, nickname)

channel is extracted from the command 'JOIN'

nickname is extracted from the command 'NICK'

the function compute_lcs computes the LCS_rate of the

two parameters use formular (1)

the function compute _ dis computes the compositive

distance of the two parameters use formular (2)

the function compute_dice computes the RN_dice

coefficient of the two parameters use formular (3)

1. For each flow

2. I channel is new and not in Blacklist and Whitelist
3. Then generate a new Channel

4 Channel.name=channel

Channel.ratio=1

l

6. Channel. first=nickname

—— TRW
—— TRW with 4

THET
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#
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IE W 38

7. If channel is aready exist

8. Then If Channel. first=="\0"

9. Channel. first=nickname
10. Else LCS_rate=compute_lcs(Channel. first .
nickname)
11. Dis=compute_dis(Channel. first,
nickname)
12. RN_Dice=compute_dice(Channel. first,
nickname)
13. Channel. first="\0’
14. If LCS_rate=>0.4
15. Y=1
16. Else If Dis<<2 & & RN_Dice=>0.8
17. Y=1
18. Else Y=0
19. A=LCS_rateX0. 64 DisX0. 3+
RN_Dicex0.1
20. If A==0 Then A=0.02
21. fy==1
22. Channel.ratio= Channel.ratio X
(1—=0,/0/(1—0,)
23. Else Channel.ratio= Channel.ratio X
0,/ 0y /%)
24. If Channel.ratio=mn,
25. flag Channel as a botnet channel and

move Channel to Blacklist
26. If Channel.ratio=n,
27. flag Channel as a clean channel and

move Channel to Whitelist

3.3 HixiTfh

HATREVLRSE T EHAN—HMA 815 ES A BE
PR 330 4>, IEH IRC SEWE FR 10 20, 3 400 4~ IE
A S B S I i R R S S o 8 X 5 NI
JIT PA F) R i R P4 ARUTE 10 20, 58 STk 8 vk
4 26 4 Rishi 248 W45 2 /MR B K 2 0040
PEPEA R R PR 13 4, BRI 1. 4351
XF 3K 15 AN TEH A E FI 13 A3 A5E R 3 TRW
SRR BEA TR TN A LE B %2 100 6. K HE v An & 6
iR,

—— TRW
—— TRW with 1

8.0

0123456 78910111213
e 7 i

6 N AT R K L ER (0, =0. 3,0, =0. 7,a=0. 01,8=0.99)



1986 it =2 L 2 i 2009 4f
®1 MiKAEPRMRIIE (1) A5 IRC PpisAE i Him) 42, i 35 A 13
(2 7 4iHy W (IRC # FH a4 s
[RzC]—[ Amilcar]—[ Silver]+, > = Y22 ~ - .
1 [ReC)—[Amilear]—[click]+ . CACACAC (2) o 1935 AC B ShbLs o
[RzC]—[BaRaCa]—[DVDRip]+ (3) M AC A ShHLR a2 SCA #4743 18], 24F
2 ebztjwih, hoqrococ, nbitherd A ﬁkﬁé\mi izm%ﬁ 13 /I\E‘fi , /I\)E’@fﬁjﬂlﬂﬁ
5 [FUCKOFF]— 199306 cack fir 4 i 4 SO S B TR R 25
N (4) A~ ﬁ\/\ ptr'-‘-'“ AN
A USA\OO\XP\%FH?I.‘), ACBCACABCE L] | WEE’J%?Z*QUE/‘EX%W I ﬂﬂ?r?
RUS| 00| XP|SP1]317 B1) 1 A DL
o P T - (5 B 1 4 910 06 A O 9 4 05 S 35
7 emox31, cmox32 AB T AEARL M o AE AL 5 T4 R TR ) ) A
5 CHNXPV70L, 'CHN'ZSIGZK i 52 2 W0 (L3 0 2K 3 i A P B A 9 D)
9 Egg}tﬁmfg{z;é;éﬂ CBCACBC B B S T OE R A L HAh 50 % iR A GE 1Y
oK 5P oo " HBLEE 1, B4 P 91 9 A T ) 5 56 4347 0 I
CHNLXP SP100[D]624053 AP R i 4 — B4 4 A . I A0 o
11 CHN[419235,CHN|330608 ACB H"J?gfﬁﬁﬁ“ﬁ/&\?ﬂ )Fﬁ,fugﬁj\%ﬁﬁ 0~ 0. 85’T£B:I‘E—IJ
12 vilr_13, bmdut_13 ACB
- ; 0.3, 0. 7RI b6 2 85 %.
13 [D00|CHN|43744] CABCACEC

[POO|CHN|25836]

4 wTFIIALERNEE

553 1A 4 B T W AR AR DL 09 5 v R AR 4 M
i R AR TR 2 A N i) A8, A4y 45t — > TRC B Y
23 RIE IR

IRC &P R 73847 5 % % 8 IRC Ik %5 4% 5 F¢
FEWC A 4. 3 R SR R R R EWEFR L I A
16 ek B B =R AT X Bl A 4 ik PING/
PONG iy 4 4E 5 1% 4. A7 5] 25 ] i 41 7 2 e 55 5t 3
[ — AN 837 3303 T, 3k 1 A T B AR 56 S 8RR
We Rk F1 FE AL 48 AP AR — 3, IE % 19 IRC P 78 % 5%
Hz 55 % J5 BB 0 B BB Bl IR L BB Bl
BMASHREMRELENEAS - R —E W
Bl AL . AR X (R AL A IE W R AL SRR S A S
KRR A A T A 43 B o A8 7 A ) A 4 3 80 A AL
v o T T AR 1 A2 TE S BE AL B . PRt TR —
A PN 2% S A SRR AU AT DA SRy R R ) 4
1 07 .

152 bR IRC Bl gt it i 72 p & B, 3 ] IRC
A A 13 A4S, 1% BUEE A 4l %) S PRIVMSG,
PONG, PING, JOIN, QUIT, MODE, NOTICE,
LIST,END,PART,WHO #1 LINK. H i 3 {719
{5 451 BE 43 R 25. 31 % ,12. 37 % 1 10. 29 %. 4
2 B iy 4 3 A 1) i BE L FRATT H ORI 13 M.
o i 25 BR faf R 4T

5 RN IR T LR

553 WG 4 53 HINE T PIRR AR T LT
FRAE A IRC 487 0 28 A 0 3500k o ol i 580 12 3 Al 52 56
AT LA 30 R B R AT A R L AR Y S S A
SR DA 1 B T 30 33 — A4 i 1 R 0 245 4l £ °F
AU B ATTIS AT T 55 B W 45 FREE p LA I TRC
e P45 B G L 2% i 1R BE O 4% 4 L7 B R TR
F5 DL 10 2 40 5 R0 28 3t o » 2 Sk #JR 47 TCP/IP
PR ISCRR HEAT B a0 300 J5L K 3 JUIS 18 5080 58 5 45 %)
IO 366 P Ak B
5.1 #iEREE

TRC i 7 o0 238 46 I 28 G % 15 1 0 o0 288 i+ 0k 47
AR RGN AN E 7 PR, 3@ o oAk
P~ 20 B 6 e 0 e R AT S S A2 A A R 2
RE 0 mAL il R G Lo . 70 B SR A7
BORE . 3 55 % 07 303 A U R T AS 5 G
4 o 2% e 15 .

A 3 BRI, I3 B Ak BEAS ) g 1R 2.
B AL BIHLAL BRI 290 1. 8Gbps, R4 1T & A
Py 0. 31X 3 G R HL AR E O 4CPU Intel (R)
Xeon(R) 2.4GHz, 4GB NAE, X 1000MB LL &K M
.5 100MB F il [ <.

5.2 WMER

Rl R GRS E AT A B B R I PLR CPU
R — EARGEAE 45 0 2 A AN 1. 1GB 1
KH) 1. 5GB. ff AL 505, Y A 3k ) 2



10 4 £ OB T LT O RRE B9 IRC iR 7 R 26 A6 1987

IRC W R AFGE 405 4>, WK F 4L 5000 Z &, Ho 4R
FURGE 162 4>, &2 % 4L 4400 & K L 01 F

Border Router

H il IRC P Wl K /4 % 5 s vh 80 %6 g fRE ' &
vty » LR SL N E 8 F .

Border Router

Internet

Distribution
Machine

Netflow

Internet

| Detection log

=D

etection
Information

Database

BT PZ BRI T A 4 4

5000

4000

L

ZEE
Do
(=)
(=)
()

1000

&8 fF H A& R

6 LZRiE

B AR P2P M HTTP 87 W 4% % i %47 . (H IRC
187 I 4 DA OBt OAT 0 4 a5 AR R Tl A T i —
AEERE. AR ST B IRC & 47  FRE AT,
BEXTH AT A AR 5k Bk W B i, s
G 5 T S ARG I 5 R A B L 2 T 3 U B A
R0 A i 4 3 A AR R0 ) TRC AR IR0 45 46 00 5 k.
TR ARG I BB 9 3 T — A 55 S R MR R A 7 A
2k 5k IRC IR 55 4% 5 19 30 1F i 4 34 0 45 35 F
BRRFY . TR E T — 7 2 4 2o
T RUREA — AL, A SCHEA e TR T
We AR AR ABL 1 ) TRC {8 £ A6 339 4R 1 3 N8
R ) DA PR 2L R 485 K = 7 T A R PR A A
b, 42 0 i TRW B3k DL S A pRos 46 ) IRC
B R, 5 A AR SO PR A 21 T 3 T A A ¥ S Al
eI IRC e )7 P 45 K i 450 3k S 58 2 B iz Bk
2 U A R . B i B A ol BB LA R T =X 3%
2 5 1 8 X 25 4 A T £ s S B R R I 4% R B R
TRC 8 7 0 4% 114 52 B A ).

& % x #t

[1] Du Yue-Jin, Cui Xiang. Botnets and its enlightment. China
Data Communication, 2005, 7(5): 9-13(in Chinese)
CREBRIE, B 7 M4 ROCRE . b | 8ol i@ s, 2005,
7(5): 9-13)

[2] Oikarinen J, Reed D. Internet relay chat protocol. Request
for Comments (RFC) 1459, IETF, May, 1993

[3] Zhuge Jian-Wei, Han Xin-Hui, Zhou Yong-Lin et al. Hon-
eyBow: An automated malware collection tool based on the
high-interaction honeypot principle. Journal of Communica-
tions, 2007, 28(12); 8-13(in Chinese)

GEE A, 308, B HMK%E. HoneyBow: — 3T @22
O EHOR Y AR B S 3R A, Sl fE A4l 2007, 28
(12); 8-13)

[4] Malan D J. Rapid detection of botnets through collaborative
networks of peers [ Ph. D. dissertation]. Harvard Universi-
ty, Cambridge, Massachusetts, 2007

[5] Al-Hammadi Y, Aickelin U. Detecting botnets through log
correlation//Proceedings of the IEEE/IST Workshop on Mo-
nitoring, Attack Detection and Mitigation. Tuebingen, Ger-
many, 2006: 97-100

[6] Binkley J R, Singh S. An algorithm for anomaly-based bot-



1988 it =

¥ 1 2009 4f

net detection//Proceedings of the 2nd Workshop on Steps to
Reducing Unwanted Traffic on the Internet. San Jose, CA,
2006 43-48
[7] Strayer W T, Walsh R et al. Detecting botnets with tight com-
mand and control//Proceedings of the 31st IEEE Conference on
Local Computer Networks. Tampa, FL, 2006: 195-202
[8] Goebel J et al. Rishi: Identify bot contaminated hosts by IRC
nickname evaluation//Proceedings of the HotBots’ 07, First
Workshop on Hot Topics in Understanding Botnets. Cam-
bridge, MA, 2007
[9] Karasaridis A, Rexroad B et al. Wide-scale botnet detection
and characterization//Proceedings of the HotBots’ 07, First
Workshop on Hot Topics in Understanding Botnets.
Cambridge. MA, 2007
[10] Gu G, Porras P, Yegneswaran V et al. BotHunter; Detec-
ting malware infection through ids-driven dialog correlation//
Proceedings of the 16th USENIX Security Symposium (Secur-
ity’07). Boston., Massachusetts, 2007 167-182
[11] Gu G, Zhang J, Lee W. BotSniffer: Detecting botnet com-
mand and control channels in network traffic//Proceedings of
the 15th Annual Network and Distributed System Security
Symposium (NDSS’08). San Diego, CA, 2008. 269-286
[12] Gu G, Perdisct R, Zhang J, Lee W. BotMiner; Clustering
analysis of network traffic for protocol- and structure-
independent botnet detection//Proceedings of the 17th USE-
NIX Security Symposium ( Security” 08). San Jose, CA,
2008 139-154
[13] Racine S. Analysis of internet relay chat usage by DDoS zom-

WANG Wei, born in 1981, Ph. D.

candidate. Her research interests include

network and information security,
FO
botnet.
o
-~
Background
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spam, seeding malwares, identity theft, phishing, and etc.
Nowadays, more and more defenders research botnets and
the research can be divided into four aspects. The first one is
detection. Detection aims to find bot samples and make sure
if client or channel belongs to a botnet. The second one is
track. Track is composed of measurement and monitoring ac-
tivities. Measurement aims to find the membership of a bot-
net, combine detected sub-botnets to one big botnet or divide
detected botnet into several small botnets. Monitoring re-
cords commands of a botnet. The third one is mitigation.
Mitigation aims to reduce the destruction of botnets from
C&.C level and host level. The last one is hijack. Hijack aims
to get the partly or completely control of a detected botnets.
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based botnets and HTTP-based botnets become more and
more popular, IRC-based botnets are always the valuable tool
for botmasters. There are two problems in existed algorithms
for IRC-based botnets detection. One is that detection algo-
rithms require some prior knowledge of botnet to generate
matching patterns. The other is that algorithms can not per-
form detection online. To solve these problems, the authors
propose two IRC botnet detection algorithms based on host
behavior. One is based on the similarity of nicknames and the
other is based on the similarity of command sequences. The
authors will study protocol free detection algorithm in the fu-
ture. This work is partly supported by the National Basic Re-
search Program (973 Program ) of China under grant
No. 2007CB311100 and the National High Technology Re-
search and Development Program (863 Program ) of China
under grant Nos. 2009AA01Z437, 2007AA010501 and
2007AA01Z474.



