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Abstract Fault-tolerance mechanisms are needed to protect wireless sensor networks from vari-
ous faults such as node failure due to loss of power and link failure due to network intrusion. A
number of fault-tolerance techniques have been developed specifically for wireless sensor net-
works. One of the major fault-tolerance techniques is the exploitation of redundancy. In this pa-
per, an evolving network model based on the random walkers among the cluster heads is pro-
posed. The analysis of growth dynamic demonstrates that such network exhibits a power-law dis-
tribution of node degree. Mangy research work has demonstrated that the fault tolerance is not

only shared by all redundant systems, but also it is displayed in scale-free networks.
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Background

Fault-tolerance mechanisms are needed to protect wire-
less sensor networks from various faults such as battery run-
ning out, etc and node failure due to loss of power, compro-
mise, etc and link failure due to network intrusion, etc. A
wireless sensor network that is not prepared to deal with
such situations may suffer a reduction in overall lifetime, or
lead to dangerous consequences in critical application con-
texts. A number of fault-tolerance techniques have been de-
veloped specifically for wireless sensor networks. One of the
major fault-tolerance techniques is the exploitation of redun-
dancy, which is often a default condition in wireless sensor
networks.

Many properties of complex networks have currently
been reported in the literatures. A significant discovery is the
observation that many large-scale complex networks are

scale-free. People found that scale-free networks display an

unexpected degree of robustness, the ability of their nodes to
communicate being unaffected by even unrealistically high
failure rates. The robustness of scale-free networks is rooted
in their redundancy, which for networks represents the exist-
ence of many alternative paths that can preserve communica-
tion between nodes even if some nodes are absent.

With the help of the theory of complex networks, we
propose an evolving network model of wireless sensor net-
The

analysis of growth dynamic demonstrates that the network

works among the cluster heads by random walkers.

topology of evolving has power-law distribution of the con-
nectivities, and Barabasi-Albert scale-free model is only one
of its special cases. This work has been supported in part by
the National Natural Science Foundation of China under
Grant No. 60573132, “Topology control based on the theory

of complex networks in wireless sensor networks”.



