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Universally Composable Mercurial Commitment Scheme

XU Hai-Xia LI Hong-Da LI Bao

(State Key Laboratory of Information Security, Graduate University of Chinese Academy of Sciences, Beijing 100049)

Abstract A mercurial commitment scheme is an interesting variation of a regular commitment
scheme, which extends to allow for a soft decommit stage. The soft decommitments are not bind-
ing but can not conflict with the true decommmitments. The original application of mercurial
commitment is to construct zero knowledge sets. The universally composable framework initiated
by Canetti is very useful due to its ensuring stronger securities such as concurrent security, adap-
tive security, non-malleability, etc. This paper proposes a universally composable mercurial com-
mitment scheme and proves its security in the common reference string (CRS) model. On one

hand, the research on mercurial commitment scheme is deepened, on the other hand the result

answers an open problem presented by Gennaro and Micali.
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FAT I 3 A A K R AR I 58 A 20 [) ) A
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NESH. pha.,—TCINFETTE XA 55
pk— N J5 % Enc 124
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WISV 2o sy o7 am €10,10" 1154
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Kk (Com, sidcids (Cyo s y1) scosc)) 4 Py 3F
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—H P; IeF kB8 F P, ayiE B (Com, sid, cid ,
((yos y1)s co» 1))y P; Bl i (Receipt, sid, cid,
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AT P.aH B (Com,sid,cid,((yosy1) sco201)) 5 P;
i 4 (Receipt, sid,cid , P;, P;).

RN FE. XT T (HCom, sid scid by s 21 570 ) »
Kk (Sopen,sid.cid b, xos7r0) % P;. W E] (Sopen,
sidycid by 2y ,10) s P BIEZE T v, = fo (2 Fll ¢, =
Enc (o o) & 8 B W0 2R 48 X7, P, i i

(Sopen, sid ,cid ,P; s P; ,b). AR 1L

A TF. X T (SCom, sid,cid s 2o sy 576571 »
&% (Sopen, sid s cid , b, x, 7, 4 P;. WL F] (Sopen,
sidycid by, .1,) P, IRIEE R v, = fo () Fl ¢, =
EncCxys r) /& 8 M7 a0 R 55 X o, Py fa i
(Sopen,sid,cid,P;,P; ,0). N8 1L

WE N FF. X T (HCom, sid , cid s by xo s 21 5 7))
K% (Hopen, sid, cid, by xos 215 170) 25 P;. WL F|
(Hopen,sid,cid by xy, 21 ,70), P, B IEE X y, =
fo (x0) 73’17/;:f1 (171)%‘[] ¢, =Enc(x, Vo)%zéﬁij;
R S, P, (Hopen, sid, cid, P; s P; . b).
AR IE.
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M HT B S N B A S0 B B g O R AR AR
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1. BBl 2% S AL 25 41 A8 R Bk 2 U B (pkaa
td gow ) <—KGeng,, (1) Fl (pk. s sk )<—KGen. (1") T 58 (Pl »
PROVEN A E ARAT TG (e » ske ). T 355 0 S 7 3 AR A R
A (Pl s pRD JEH S B O 7= A BY 10 A J2& 3 2 Fers”
PR BT SR IR T Fors H— B 19 3 4 AR UL AR T
NLE IS B s i s G S | B A s T R 72 D ) = A7 N
A3 1. AR PR A B AR AL v S 4R FAGH L T B8 A5 AR B R R
A RE. ST LT B RENH T A S BN Z 3.

2. MARAHHZH 2 EA WIS 5 PREKIEE.
N P, % %3 B (Hard-Commit, sid , cid s P; , P; , b) 8] # (Soft-
Commit, sid scid , P; » P;) 45 #L A oA 0, 3 s A5 400 58 7 S i %)
3 [ F B AR BR 5K 09 0 4% (Receipt, sid» cid » Py » Py). B SHA
P45 PRk T — i B & AN B 0 T8 2 W — Fh R i
3 A BE 1B B AR 09 LR (2R PSR B & 0 8 AR B8
SESJERBENL 2o 200 r0r € {0, 1) I HIFE (o s 3n) =
(folxo)s fo oD A 2o = f1 (o) sz = f1 () s BT o s
yi)=Cfo Cxo)s fo (x1)) = (f1 Cz0)s f[1 (1)) (epscr) =
(Enc(xos70) sEnc(aysr ). SEHEHMEF AELIR IS
595 P, k£ B (Com, sid, cid, (Cyo s y1)scos i D BEH
¥P,.

3. AR IREEHL Z 484 P Z i (1 K i (AR 2 T8 L
B0, S Hy FRAR SR B Fue 2015 B LAY 0. ST IR LDy 2y 0 1)
AR ZET R ER T B (Com,sid,cids (Cyg s y1) scos¢1))
By %o Lo & BRI  JF A5 PR B BR ) b — A BEAL A

4. ARFIREEHL Z48S PoAG Z A0 W R (80 E A TT o 1
50, S F PR bR AL Fuc 20153 3 R 0. Sl it $2 it (0, 2 s
21—y 57 B ABFR Z BT A E M S (Com, sid s cid » (Cyo s 1) »
coser)) BIRX) EU A & B 2 AR I 75 BR © 3Bk 5 A — A
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yo=folm)IFH yi = fo Gni) B4 SHI W B P, & Y
TR BB R B 9F AP B & 3% (Soft-Commit, sid
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SoGmi) B ASFIMT UL P& I 7K i 02 % LU RE O 19
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SHFIWTIL I P, & 7 vE J2 0 LR 1 08 7R3, IR LD Py
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cid” s (Cyg s yi) e eI WENTF N R 07 W S 5 Uk 1% K
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LLAE b5 R — AR UESE A BT - S 200 G 7 3. 75 0] CRp
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The notion of commitment scheme is one of the most im-
portant primitives in cryptography. A commitment scheme
must be hiding and binding. Mercurial commitments, pro-
posed by Chase et al. , are an interesting variation of regular
commitments. Compared to the conventional commitment
schemes, the mercurial commitment schemes admit a relaxa-

tion of the binding property. Mercurial commitments change

the regular open phase into a two-stage opening protocol.
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One is the soft-open stage which is not binding but cannot
The other is the hard-

open stage which is the same as the open stage in an usual

conflict with the true decommitment,

commitment scheme.

The universal composability framework, presented by
Canetti, inherits the ideal-process vs. real-world method ini-
tiated by Goldreich et al, but ensures stronger security prop-
erties such as concurrent composition, adaptive security,
non-malleability, etc. In this paper, the authors present a
universally composable mercurial commitment scheme based
on the assumption of existence of claw-free trapdoor permu-
tations and an semantic security encryption scheme under
adaptive chosen ciphertext attacks. The authors show that
their scheme securely realizes an ideal mercurial commitment

functionality in the common reference string (CRS) model.



