31 T it A HL =5 Eire Vol. 31 No. 7
2008 4 7 A CHINESE JOURNAL OF COMPUTERS July 2008

— M E T RSN IAR P2P REREMIE A 5%
W BB

D (F Rt R 2= AR DF SR T Mt 210003)
2 (R MR L KO 2 Bt M A 210003)
DR KA ENRAETEARERESLEE e 210093)

OE TR IO S Al AR BT i O TP A IR R A S 1T A A IR 2% T 2 ST S RO 4
SR BEE N T AE P2P 3 AR rh AR T — il R AR T A A ORI IR 3 U5 i FCD. FCD BORIR A Ji ik 8 S5 X
o0 4% 5 B AT AH A 4% U AR OB B A 4R R R AT 2 M 0 G e O SRR G I A R AT A A B AU M X Sk
SEEAE LA PP RO B 0 2 A 19 D0 L A5 B AT A0 S B o K A D VRN B PRI AR L B R BRI D ik R E E R R
T  4 OEFTL SC v L 45 Y % i B g {9 R AT S L S g A5 SR UL T FCD BOWIRU i AT LR
A%l X 2% 4 K 5 T L T 5 B

KR TS s B L 5 SR T 5 O AR 5 O 4% U K
FEESES TP309

A Kind of P2P Fuzzy Recognition Method Based on Flow Characteristic Description

SUN Zhi-Xin"®  GONG Jing?
D (College of Computer of Nanjing University of Posts and Telecommunications, Nanjing 210003)
D (College o f Applied Mathematics & Physics, Nanjing University of Posts and Telecommunications, Nanjing 210003)
P (State Key Laboratory for Novel So ftware Technology . Nanjing University, Nanjing 210093)

Abstract  Some characteristics of network application flow are inconspicuous, and they can not
be simply identified by keywords, ports++IP. The paper applies fuzzy mathematics theory to P2P
traffic identification, and presents a kind of Fuzzy Recognition Method based on Flow Character-
istic Description (FCD). FCD fuzzy recognition method analyzes captured network data first, and
then describes uniformly key processes. Subsequently, the paper analyzes distributional state of
those data in key process, and obtains their membership functions, which can be used as com-
ment aggregates. Finally, fuzzy judgment method will judge whether the data are some kind of
network application. The proposed recognition method is put to test through a popular network
game. The experiment results verify that FCD fuzzy recognition method can identify network

game flow and its accuracy is high.
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fc 4f ce 59 00 00 FCFINEH 95 63 ca 4e 00 00 OO O.Y..
PIZLNNC? 00 £7 69 Of 14 o1 0b 07 f

P 6 e Xk s i AR A £ 4

AC (Alternation Characteristic) 3X J5 20 3% £ ¢
P B K [ € O 20bytes, I AT [ E 7 Bt WAL 6
L 4

(3) WV R S REHY 73 B

2000 00 03 e3 B4 t1 48 04 04 04 04 04
2010 00 52 74 f4 40 00 80 06 16 4f 0a
2020 39 30 05 2c Oe Bc e5 3 01 b7 do
2030 41 do a9 26 00 00 26 02 f3 c3 46
2040 07 00 00 00 61 A1 61 81 &1 61 &l
2050 61 61 61 61 61 61 61 61 &1 61 &1

TEUF R o 0 0K B A2 A« aaaaaaaaaaa
aaaaaaaaaaa, JR Jg & 5 JC 5 O I 1 B £ TR
AR B A1 5 48 3] Client & 1] Game Server [ 43
CanE 7 pros).

04 08 00 45 00
0a 50 a3 db &5 B SN DR
3a ¢ &6 50 18 90.,.... ...:.TP.
83 03 00 00 00
6l 61 &1 &1 &1

aaaa aaaaaaaa
6l 61 61 &1 00

aaaaaaaa ddddaad.

Bl7 0K A A £

AT LR B JEE A A T K e 4 A P A
W SC A - B4 IR A0 1 25 B2 7 19 #B 2 0x00. Jf H.
(GRNPNGE-SREEI S RE S (M PN RSy Sus ) &y

18284 23.178277
18421 25.321627
18422 2

10.10.80.180
61.135.177.59
61

10 lO 80 180_

61.135.177.59 TCP
10.10.80.180 TCP

5, 0] LR # 2 C/S AL midE P2P gL,
(4) 3B H S R4 B
Wk AE 1B H i P2 AR f PR o T i 8 s

1881 » 3724 [FIN,
3724 > 1881 [PSH,
3724 > 1881 [FIN,

ACK] Seq=392 Ack=15284 win=65535 Le
ACK] Seq=15284 Ack=303 win=2264 Len
win=2264 Len
Wir=0 Len=0

B8 i R I i i

AP (Alternation Process) : A% i Ji7 X% % 7 ¥ 1
RKIBH . \@E K FIN=1 TCP it 3C Bt . #: 6 K 55
o OB 2 v R O SRS A0 2R R 45 % i Y
B G R AL R G A W AR AR Sk Rk Bl S L R B R
1 AR IR 55 = P4 % 7 i ik FIN=1 9 TCP
B 1 SRR e o 2% 7 i £ WA B R 55 4 i 1) R
TR G S IR 55 i i © 22 BN AT SU VR P S
255 Mk 55 i 2 8 — 7225 LA A
4.1.3  FELHEHd R

CJBE F5 T 580 ) 11 R 2 i o 1 B K B K B I
I EE AR BT A4 A S e BT 0 5 W B AS 1 W] L 3%
TR BT TH AR S A e 25 1. (885 1 570 ) A 7 e o
7 3, — B R AT 3 N & T AN T Cnl AT 3
) R B X 2 2% H SRR s A7 TH kb T B A] 58

BT 5 73 b — Tl o2 78 8 Bl 1) A AT R A L 4
SR I RRCAS U AT AR T 5 2 Client [n) 8 5% /K5
il 55 4% (Login Server) &% F P 4 M Bt )5 #7 Jo
B HA%EHE Game Server #E A #A BB W
T I BT ARG TR AR A A TR LR
ST P2P Oy Ok T 3h T 4.

AU(Active Update) ££ 33X H & 75 76 % 5% A9 i 45
HEAT R A A ST B RRAS U] 3 Bl b R AT AR 2 T 4R
JBE 5 T SR i ) R 1 B A — M R KT B
HHT LT A% C 2 pl i A B CRE B ) 1 e 3 2
Jerb, — BAH A HE O H B B T3l T 84h
TG4 —B AT CRE S ) i X 25 B 3l
TTTEL T
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4.2 REEBEZHSH

AR SC LA R 4 AH B A 18] A — B A ) ) B
eI AR BB SR 2 AE LR RS T D R AR B Tk
10 SR Je8 BE R RS, AL 9 TR

(1) % 8w B R 4

W9 T 7R » 8 S FF 46 1R I i 5 A b 4l 1 =
S B SR A B R A HEAT B SR I R AE @ a5
Lﬁ%?%ﬁﬁ*ﬁ*%ﬁﬁ%%ﬁﬁéﬁ%%

SUN T N IS T

(2) YR se B2 SR I B eR 4

mE 10Ca) ~10Ce) s, 7E U X A8 B A, ff 8
Bl T LA GRS R o B SRR ek L

HH T X = b AN () [ B 2R K de £ 9 R e, f =

201 2.y =
Il e T R R T M

500 T 5 25 0 9 R B

1.2

fy T T 2 2 AL 7.
£ G=1,2.,3)%F I A {658 3 . 1 60 B L %GR B9 BRI SRR I R AL
1.2 1.2
1.0 ;
| | | 1 I
I 1 0.8 i i i
- | I . I | I
; ] 1 \.:/ 0.6 | | |
- 0.4 T
S 02 T
‘ L R I !
0 f—k f  ftk fts 0 f—s f=k f Stk It
(a) PREC1 (b @ﬁﬂtz
1.2
1.0
(. |
0.8 | | |
~ o
06 [
b [ |
0.4 AN | |
[ |
0.2 RO P | |
| | |
" [ I
O s SR Stk fs
(o) PREL 3
10 iRk 5 B K s U B i
1.2 (3) TEL% 3 3 5 2
1.0 W 11 5% 78 2R 5 T 1 B o, R G — B
0.8} : ] B 7E 2 B H AR S e PR EZ R,
S0 ! M 0 (5 BR BOHE f BHE BOR F RE  F BE I a3
ol . N ot B T S AR 4 A B 1 B
o o TN,
0 L 13 GRHH
n 7'10+m’l é’ﬁﬁjﬁiﬁ’ﬁaﬁﬂﬂ\ 'j H:IIE; unﬂ:jﬂJIEEIE@
CRINE T Y Ty i B G R 22 R R
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F= {85 B o) 3 i Xk 3¢ B Y AR 68 i 1S
B A B I A A X HE B ()
iR R R CFD S R B L R (f5) ).
23 — B il [R] A 4 3 T8 2o & A B R TR B
(3R I B B TE L 45 21 22 41 % 4 b (R 2R A R 40 1 1
PEHA.
PEBEE . C= (IR IE# () 1B () s — B Ces) s
ANIE# () ).
XFE p g — E R #FATIEALE L G=1,
2, SYRTEH A Co L il
C,=(0.2,0.5,0.3,0),C, =(0.1,0.3,0.5,
0.1,C, =(0,0.4,0.5,0.1),C, = (0,0.1,0.6,
0.3),C5=1(0.5,0.3,0.2,0).
FhT I T LAY SRR B 4 4 B R
R =(,.C,,C,,C,,C)T
0.2 0.5 0.3
0.1
=10.3
0.5 .6
0.1 1 0.3 0
5 P8 B AN [ f) PR 28 0 10 45 2R A4 I 7SS ) s PR ke
X AN PR 3R A — A AH B A
HE 1~5 BAEMKIK H:0.1,0.1,0.3,0.15,
0.35,. £ 7 MM 4% A= (0.1,0.1,0.3,0.15,
0.35) kAL IEH B 45 5 B=A-R=(0.35.0.3,
0.3,0.15) , - #47IH — 1075

0.35 0.3 0.3 0.15
( I ﬁﬁﬁ)N (0. 32,0. 27,0. 27,0. 14).

MR 45 Rk A AT 14 % 1 ] BE A R o A
JIT AT AR 1 B A A SR St LAY B LA FRATT AT LA
FE JIT 43T ) T H 2 B A 1 A ) B A
4.4 FCD #EHIR A 7 & B FiR5I HE /M % A

Skype [ PR 28 3 % 19 — Fh P2P [ H P
BB —FIRRAEAS B A L DRI R 2 FF 9 P2P 3
TC VA T8 32 5% B S A I sy 10 AR 0 ) A R S ke
BAL I X 122 288 102 FH 18 U1 45 43 A b A TR g

X Skype BYELH 53 BT FATT A LR A R 2%
T R Py JEE ST R ARARL  ZE R A I AR E B A L
AN BRPE R PR T A] LAVE A R SZ A i i ) A R

JH FCD R R 3 J7 2% Skype #4735 19 52
%%IE'J‘::

(1) 4 2R B8 247 70 . KB Skype 19 G B 1
B LA B 88 A« 8 05 45 (Super Node, SN) 8] & 44
% ;i (Skype client, SC) B2 HE £ AL BY <027
TES ) 5 A2 . TCP i & A R ik 1. TCP i & 19

(@)
e~
o O O

.1

o O O O

o O O
al
(@}

R4, 2.

(2) W N EHE N {F={SN & SC 1%k
Cf) AL F 027 R AF 5 19 B8 41 ( /), TCP i i
PRRIEAL 1), TCP i AR E AL 2( /) )5

() Xix 4 MHE G —Hiid

D1 (K JFE, UDP/TCP, §ii %, ¢ ) = D1 (11,
UDP, & i B R 9020, 28 4 AN BI85 7 71
3 SN ) 1P k) 5

D2 (et M X B BT e 5 S s LK,
R AR ) R OB R S R AR R S
g, R IR W& O =D2(18,1,3,
TR ) — R P 5

D3 (K JE, UDP/TCP, §il %, ¢ ) = D3 (14,
TCP & F0 2R 80 % » % i ] ui.skype.com
IR 55 % K ik — A HTTP #3R) 5

DA R X B BT e 15 S B K,
SRR T B AR U R AR R S
P, KRB TR E NS O =D4(72,16,1,
5505 () 443 g 1 HE S ).

D5 (G~ 0 H T e i 1 A 8l .
SR A R T B R R U R R R S
A7 AR S TR 5 SO = D5(93,16,1,
X5 E A I 443 3 EiE )

() S B Hie A R A7 — B[] i A%, 45 1 4% I
0 JE ek R i A TR R AR A

(5) R 4. 3 /NI R 1 F 58 7 ik R
I B 45 R 5

(6) HR4f PF ] 45 5 mT LA o o A b 1 5 9T i )
f 3 5 2 Skype B

[FIFE S 2RI 7 i ok T FCD B0 R 31 5 3
AT A A P 45 3 i IR TR B A SR A
A FPEAN S AT DA R 22 5000 2% 7 FH ESCHR

5 B %

&4 O 1k o R T A AR] R 28 R A AN T A £ R
25 0 ATS IR AR AE B ST R VT Bir B, A< SCHR i FCD
BRI 7 1 R A A 4y 1t 1531 T 4% I o o (7 L
P 45 T8 FH AL - Xk B A IR 4 7P A DR (R AR
F» B AT B vy A A A AT SR A

& % x #
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