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A New Algorithm of Elliptic Curve Multi-Scalar Multiplication
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Abstract The main operations of elliptic curve cryptosystem are scalar multiplication and multi-
scalar multiplication for a pair of integers. In this paper, a new encoding algorithm, which trans-
forms multiple integers into a new kind of signed binary representation of them, is presented.
The new encoding algorithm needs only to handle two adjacent columns, and thus is fast and easy
to implement. Using this new kind of joint signed binary expressions, a new elliptic curve multi-
scalar multiplication algorithm is proposed. The analysis about its time complexity is given, and
the comparisons of traditional methods and the new method are also presented, based on which

the authors draw the conclusion that the new multi-scalar multiplication algorithm requires about

7% to 15% less running time than the known ones.
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6 4. 000 1. 984 1.912 1. 700 88.9 7.000 2.969 2. 824 2. 400 85.0
7 4. 500 1.992 1. 941 1.717 88.5 8. 000 2.984 2. 883 2.434 84. 4
8 5. 000 1. 996 1. 961 1.731 88. 3 9. 000 2.992 2.922 2. 462 84.3
B2 5E 3 Hrgiih 7AE m BUAS [A){H B & Fp5A 2.0 — =TT F
W A L O T I N A T
BEE 1), 0§12
) H N N = 1.0 0 %123
AT LT th A SCHE H 5 3 55 €A 10 46 B ol
AHEE R H M YA A m=3 B, Z AR a T 05
B[] B2 2= s> T 700 ~15%. 0



74 X1

R R s 273 S LU RV S USRS 1137

2.0n O 5572
O 593
1.0H O 5ik6

m

K3 T
2 % X

[1] Koblitz N. Elliptic curve cryptosystems. Mathematics of
computation, 1987, 48. 203-209

[2] Miller V. Uses of elliptic curve in cryptography//Proceed-
ings of the CRYPTO'85, LNCS218. New York: Springer
Verlag, 1986 417-426

[3] Silverman H. The Arithmetic of Elliptic Curves. GTMI106.
New York: Springer-Verlag, 1986

[4] Institute of Electrical and Electronics, Inc. IEEE P1363/D9
Standard specifications for public-key cryptography. New
York, USA, 2001

LIU Duo, born in 1978, Ph. D..
His current research interests include
network security, elliptic curve cryptol-

ogy, combinational algorithm, etc.

————
i
-

Background

Elliptic curve cryptosystem (ECC) was proposed inde-
pendently in 1985 by Koblitz and Miller. Recently, many ef-
ficient algorithms and implementation techniques related to
ECC have been proposed.

The basic operation of ECC is scalar multiplication.,
which uses a given point P and an integer £ to compute £P.
The multi-scalar multiplication, which computes the point k,
P, +ky Py +++++~,P, for the given point P, ,P,,++, P, and
positive integers k; ,k; ,*** 1k, , also plays an important role in
ECC, for it can be used in the following three cases.

(1) In some protocols, such as the verify step of ECDSA
(Celliptic curve digital signature algorithm) , multi-scalar mul-
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putation of multi-scalar multiplication;

(3) In some countermeasure designs of scalar multiplica-
tion to resist Simple Power Analysis (SPA) ., an integer is de-
composed into multiple integers, and thus scalar multiplication

can be securely implemented as multi-scalar multiplication.

[5] Chen T-S, Huang K-H, Chung Yu-Fang. Digital multi-sig-
nature scheme based on the elliptic curve cryptosystem. Jour-
nal of Computer Science and Technology, 19(4). 57-inside
back cover

[6] Menexes A J, Oorschot P C, Vanstone S A. Handbook of
Applied Cryptography. Boca Raton: CRC Press, ¢1997

[7] Lim C H, Lee P J. More flexible exponentiation with pre-
computation//Proceedings of the 14th Annual International

Cryptology,

LLNCS389. New York: Springer Verlag, 1994: 95-107

Cryptology Conference on Advances in
[8] Clavier C, Joye M. Universal exponentiation algorithm//
Proceedings of the CHES2001, LNCS2162. New York:
Springer Verlag, 2001; 300-308
[9] ElGamel T. A public-key cryptosystem and a signature
scheme based on discrete logarithms. IEEE Transactions on
Information Theory, 1985, IT-31(4): 469-472
[10] Solinas J. Low-weight binary representations for pairs of in-
tegers. Centre for Applied Cryptographic Research, Univer-
sity of Waterloo, Ontario, Canada: Technical Report CORR
2001-41, 2001
[11] Morain F, Olivos J. Speeding up the computations on an el-
liptic curve using addition-subtraction chains. Theoretical In-

formatics and Applications, 1990, 24(6) . 531-543

DAI Yi-Qi, born in 1946, professor, Ph. D. supervisor.
His main research interests are information security, net-

work security, cryptology and combinational algorithm.

The most trivial method of computing the point &, P, +
ky Py 4«4k, P, is as follows: compute the m scalar multi-
plications &, Py, ky Py, **+, k,, P, respectively, and then sum
the m points up. However, the efficiency of this method is
low. Thereupon. the trick named as simultaneous scalar
multiplication was proposed, based on which some new
multi-scalar multiplication were designed.

Solinas introduced the Joint Sparse Form (JSF) presen-
tation technique for pair of integers, which is a special kind
of joint signed binary presentation, and proposed a new
multi-scalar multiplication algorithm for a pair of integers
using JSF. An open problem, (the joint sparse form for)
Three or More Terms, was also put forward in his work.
This paper gives a solution to it by proposing a new encoding
algorithm, which transforms multiple integers into a new
kind of signed binary representation of them.

On this basis. a new elliptic curve multi-scalar multipli-
cation algorithm is proposed. Its analysis and comparisons to

traditional methods are given.



