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Abstract Based on the Instantiation Space Logic theory and knowledge reasoning, the authors
implement the totally automatic verification on the complete SET certificate registration proto-
cols’ authentication and secrecy properties using SPV, and improve the protocols. SPV can effi-
ciently verify whether the security protocol satisfies the goals in CAPSL(Common Authentication
Protocol Specification LLanguage) as well as multi-level epistemic specifications using modern SAT
solvers. All protocols should be simplified before being verified by logics or tools. As to the SET

protocols, it is the most complex industrial protocol at present, which has the document of over
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1000 pages. Therefore, it is very difficult to simplify and there are few research works about it.

Besides, some existent simplified models are not complete enough. Consequently, the paper gives

a simplified model which is more close to the original SET certificate registration protocols, and

introduces the model’s formal description in SPV with the verification process and results. More-

over, according to the hidden danger of the protocols brought by the unsatisfied epistemic specifi-

cation, the authors improve the protocols and show the effectiveness. The work also justifies that

SPV has the ability to deal with complex industrial protocols.
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B A PR TE TT T8 M 45 v A Bl %2 it A 1 3k 3] 7%
R =R RN S S el = R AN B K R
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WU A5 BE A5 1 2 JE 222 P ot DL Ak B R 3L A I
PE. S Ak 25 (6] 32 38 & — D AE Dolev-Yao F81F Xf
B APy BCIEAT IR Ak 43 BT 16 35 1 UE B B ikt
T DA UE K AR Tl 90 52 7% P U TIE 1
R o S e o L L U R S L G R /N
PRAETE SR b n) 58 4 S B, HoAH N (19 B 3l A 56 ik T
H. & SPV(Security Protocol Verifier). SPV {ii Fj %1
PUERE 7 R SAT SR i #45% . BB U8 /=5 8000 UE %8 42
PRI 75 il 2 P UL

L4 W, T 32 55 (Secure Electronic Transaction,
SET) thil & VISA EFrd 4 MasterCard [E R
HERE T &, 454 GTE.IBM, Microsoft, Netscape.
RSAHP 24w il & B i 7/ 55 T Z 2 755 5
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Isabelle! ™ 15 2 3E B . {H 1 55 92 B0 52 2 SET il
(14 b 25 P L TAIE P 4 48 4 1 J5R 1% 5 42 A sl AR IE B (1)
T HJE SPV. — i & - 0 ik &2 4% Tl Z b il iy 25
R i & A Uy P T8 AR R B, AT/ B 3l
5o TE P ISL s AR 5 45 SR X PR G AT 43 B ek L B AL
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JE R S DN R I T O 1) 28 A e AR S DT S PR AL
JtH SPV IE B T gl itk J5 PR A Rt (SET 324
PRI 30 UE K AE 73 A SCEE A 48D FRATT Z i SC
2P R SR PR e SPV %R B B Y 35 0E 5
P VE MM FE A SC AR IE 7843 Ul B SPV R L AL B
5250 Tl 2 L.

ASCES 2 5 S g S 4k A5 (8] 4R F1 SPV
THME A5 3 WA T i W iR A i Y
AR 5 28 4,5 4943 0 B3R T SET H¢ -~ AGE 15 H
T PR SCRI R 2%/ 3 A 0 S AE 45 B 3 U a8 a7 Ak L A
SPV T (R 3 Uk A 55 6 5 Oy SPV SR ik X
PSSR B3 43 5 25 7 719 S A oG AR Y LA
ERR o

2 LBl =EiEES SPV

T B S AR 306 X S Bl Al A E) 2 4 5 SPV
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2.1 ZflE=EERE

B A W I — YD B R AT LR T L. S B
A2 18] B T B AR B (ML KO IH 48 5 T 1 8 00 1R &
FUREME. AETH BACEO Al b SO SCT — AN T
Bag e (CME) B Al = (M, K. e, Ag, Pk, Sk,
Stamp, Nonce, Init, Recv, Sent) , F T Ui, W 2 H&
2Z (A B ey AT 00023 9 L 0SS 4. O — O T S 38 T HE XS
IMSGHEATIE XA IR I B AT 5 A T il
) BT s A5 L A M P 0K S B R T B A
SHEMP SRR R Z oo, P R T A E B A S H
MSGp kRN, Hr s 1Y 25 A M R A B C R R
PR, T 20 B B CHATA.

PR ISLA (0 14T O 5 5 AR RE 1A 1) Bl 1 e i 552 41
b R BB R X T — MY P AT CME FEA! 3,
Tt (o) o LLBE LA B B ¢ AR RE B Y
BRI o R BAT. X TR R EZE1T (e o) 1]
PARE C—H B RAE R 8 /- MSGp— M. X F 84>
Me MSGyp . f(MDJETE P Y R #8547 (o o Hr 4y
WP E SO M RARTH R 2 f R T RiEkis
1o ) B REIR o WY SIVE S fA 8 A BYAT A ) 1 )
N F N f o AR S Ak R AL

S A9 A A% ) g — A~ B T S8 ) 4k ek B R CMEE £
TP 22 A PN TE 322 i o SORE A, — > S 45 1 25 ) 2
— N4 0=(3,F,S): 3 £ CME fi#l, F 52
B RS . S R TR BEIR Ag 17 MR AE.

S A9 A 2% 8] 32 B 02 D S0 Ak s (8] Dy i OB
ZHIIE Op. Op &L T — 41T A BB 58 A5 1Y 4l 1 8
R 2 B, b i B A 20 BN A 8 RO E
FRAN (1) -Secrecy 7 Bl X 220 B L BLA 1Y — L 55
UEZ 5 20 1 — M B T IE . n] A RO X e 4
PR AT B
2.2 SPVIH

IETR AT T H SPV B ARW 413 T ik
BRI TF A ok 0 A 3l b 4 U LB W] B TE A R
(1) b ) 2 4 P BOVE . HE v, s 4% MR B A o
CAPSL"" ffj “SECRET” #L¥5 ; TA UE ¥ 9t #% 1L A
CAPSL i& 55 (9 “PRECEDES” MLiti Iz 4% Ff 8 J22 F1 &2
SN FLAE.

SPV 13 1 FliE SOKAE I3 S SR A 41 (2
[ http://www. cs. sysu. edu. cn/~skl/spv. htm).
X HLOR RUGA 5 1] B 21 32 S R 4

# macro(ZZ & CHEB 40D« A P AT DUAR 40 91 B 1Y
S AL RE SCTE S J7 d A AR B Bip L.

# variable(Bp i A B E XF D) 2 XL T
CME #8Y i) BRI B4 M b iy 28 5 LA BRI P 1Y

HEAFS 5% MSGy h iy 48 5. 140 . “agent: p” IR
o N REMR LAY s “agent_term: A”FRIN A FAH
BTS2 B Eh A £,

# initialize LA FR 73D < 5 ST S5 4k ok 55
14 & variable F 43 B B AF 5 48 fE 5241 16 s L A
BB name (o, A)” s B B BEAE o SE 1L K
AR o X9 P A AL

£ protocol (PP E AT - 2 T Pp il A7 25
B HA cryp (ks ) FZom B X m JN% X H &
ATDCRAY RV R B A L B A % Hash R %K
N Xor pREKL.

# role_assumption (ff o R %4  fiik T A
oA B, 20 1 R BE A B b 47 A €A Y AR 0
. D : “seesCosc) +said Cosc) >role(p,c, A)”
FRARRER 0 B BBV AR RIS o AT HED o
TEJREIBAT Cos o R T M8 A5 + RRHr
B, >FoRA 5.

# define (R i B LHR A1) « 28 LS4k =5 (6] Q
S F oA 6] I R BCH AT BB 25 A A [A] 19 36 E
gEAL.

# goal (CAPSL Ll & SLH 43« i L CAPSL
MG, n“secret N”RR M EAT 5 N 25 %1 4
N i f e A P Z R 7R 52 Bk 2 [) 2 48 vh Al
LR N

(reach(psc A L) N (P =p) A NP =p) A
(N" =) =secr(p 015+ 50, s N”).

“precedes P: Q| N, M” E/RTE M 4 Q Wi /5
REEF T QR BRIASHA PN M, A7 —
A P AR BRI FREE Y Q. N, M. %
LG AE S Ak 2 (8] 2 4R vh ] Rl

(reach(t,c; ,Q.lg) N (PT2=p) N (N"2=¢))=>
(rolepsc; »P) N(Q" " =) N(N" " =c) A
(M1 =M"2)).

# specification GAHIFLIE & L) « 8 L2
B2 2N MG, B know (o, said (z,m))” Feon
BRER o WA feAK « Bhat 2 m. H W] LLAE
£ goal FIAER 43 e ST 2290 Uk 1Y) 2 4P i

B A UML), SPV g S M4 A2 L S92 491 1k eR £
AR B o A S0 Ak 25 8] AR 4 DSl 20 R AR i sk
Bk R B P T A A E K E B AHMESE
56 F 1 B0 9 2 A BT il 2 P 1) CSAT) 8 TP
R Tl 9 SAT KAk 2% K i o B Jo fan th 45 28

3 SETEH HiFHIHEK AN

SET B SR 4 Al fie S 4% 19 Tolk b il e oy
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PRAEZE 2% R T 22 B 1 & R HoR
X AR R X o 4 i AR UE T B 0T B 4 1 BT
2 AR PR TIE T BRI AR 1 s Hash bR 505 05
o BRSO IE T 9 B 0 e s, R IE
SET k43 B i U 3, & e 2 X H AT A Ly fh 5
fai 4.
3.1 mEHBEALEHAN
SET i+ ,EXH & k4 EXH(r,M,m) =
{{M’H(n’l)}l(’{K’7n’H(M)}pubEKr}%%zT_\‘EE,MS 7’1@
X PR 8 K XHiH 8 M 8 m (% Hash { H(MD
PEAT AN FEH A pubEKr 3 K om (M 1) Hash
. HOVD 37 s WTARUE 1T Mom 1) B0 25 14 Fi
SERENE. 7E Dolev-Yao BRI A BT A Ji% 48 hy 5¢ 5
Jin% (perfect encryption) H 1 %5 £ %2 4 i) R A B
e 1M SE 7] Ak 23 [R] 22 #5 JE F Dolev-Yao 15, [H JL A
A 1.

L Y LU Pk POARIM.m) e, B
e P rh A I{{M, HGm) } s {Ksmys HOMD } ek, |
A3 B R R B L. Q. Q 5 9 P, P SE 4k a8
M, N (2 F=secret (M, m))=(Q F=secret (M,m)).
Hop secret iy SPV 5 X F i CAPSL K.

il 1302 5 T B S 1 B T B AR ]
FE B 5 13X — il L 14 & BEPE & B Dolev-Yao
() FE AR B R E A AR SR [
FE B AN XE 55 0F 12 i e ) 1 B . TR R T PR, X
BN FEBCAR. SPV 3 ] T 50 ik B 180 04 B 25 P FA
UEVE S PRI AR A i R 1 AT R P SR R BT AR
ML HGn) b s AK sms HOVD b ek, Y BT BTN
{M aM}/thKr-
3.2 IEBERFHEHM

PP BLGBAT R RO ST SRS A R G
JEAEAS B PIE O 75 S48 AT el AR DR 0 28 44 1
LB A ZUEIEN B 2B, 5 FE LR
TE A5 H AR 1A RRAS S A RO R A B N 2
SR b g UE A RS 24 UE A B X 43 DL RGIE A5 1 Bl
Bl S TE 5 A DR B A TIE M R 5% Pk I IR AN L A
WAEA SCRIE Bl R b & JF 1 IR 0 19 0 %55 %
BIX GIEF5) R 2 B AR GEAD) A& W THE B iy
WO IR AR 1 AT AE 1R,
3.3 REFIERBHN

5RO s A SCR R e 5 T RIS 1
X#E‘ﬁﬁfé XOR H@ALI‘IE lrx" M1®Mz € Rng(Qa D,
M5 XOR MH5CRY 84> T2 E BT .

B 2(poss Ay ).

=, reach (z,c,Q,0) A possCo. M, DM, YA

possCo, M, " )= poss(p. M, ") .

R 3(seceing Ay ).

=, reach (t,c,Q.0) A\ sees(p,m”) A

[)oss(p,ﬁzm):>sees(pyﬁlr'[ ).

R 4(saying fiydl).

=, reach(t,c,Q,0) \said(p.M,EOM, ) A\

possCo, M, " )=said (o.M, ") .

a2 fli iR TR REIR o T SR EGH B M D
M, R AT My s A 3. 4 43 B IR T o
WRAER S YT T M, OM, W EWE B st 1
M. %F M A A 204 i L.

M, M, T SPV T ik H cryp(xor, (M, ,M,)).
K hy B8 B4 Ak 3 S 5 i 0 B DA SCHE A iR SET
TUE A5 R BRSO SR IO B S A g R DU

4 SET #+ NiIEH BB X B I8 iE

4.1 HNETESRE

AP H R 2R R A C IKIE L CCA Ab 3R
A UEAS. B 58 C Bk R 46 35 5K Card-
ClnitReq %1% % CCA, 315 3| CCA W %% Card-
ClInitRes; C T %& 1% 1 W 32 i ok RegFoemReq %
CCA ,CCA $ A0 & M R ALY RegFoemRes Jz [l
%4 CidcJa - C ¥ BRI S 1 10 38 LA KT S B A
CertReq , Jz ik 4 CCACCA A %2 B IIE 45 I ik
A CertRes , %4 C.
4.2 SPV THIRE XL
4.2.1 AHEE N

APPLAE SPV 3 A8 H g SCANE

# variable

agent: cardholder, authority, rootauthority;

agent_term: C, CCA, RCA;
«o+, cardholder_secret, authority_secret;
, CardSecret, CASecret;

publicKey_term:; kca., kc, krca;

nonce:
nonce_terms: *-*
privateKey_term: _kca, _kc, _krca;

dynamicKey_term: kcca;

generalMessage_term; PAN;
Hodh, B GE1K cardholder. authority. rootauthority
L)) G LIRS e SN OIE &l SNS IS LTI
CCA MUINIEH & RCA By 1 €4 bR T 0 BUE £5 B
T B BEBLEC LA SN o S CRIE R P A SGIE 43 I I 1)
A% 5 CardSecret .CASecret 1 #%1% 7 nonce &
Bl skca ke krca 5_kca._ke._krca 435 h CCA . C,
RCA WA RBARTS o ke B R R NZEG05E
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FEE T P A AR S s keca MFER NS E B 2%
PIFFS T s b il e e — A v A A s R
A5 PAN 2 KA BHE B A5, IF Bl ae v 4
B BT  BIAE SPV gl ik o 353 7 B AT 5

1 X BICFE B S A R TR
SRR S0 A 2 1] 32 5 v Tt o A Il S R R M U
ANBBLETTHEL e.
4.2.2 SEfife

SR ER o 2 T PR (AT O S B RE A
SRR O &R L DRSO B 2 S A i R AR

# initialize

name(cardholder, C) ;

name(cardholder_secret, CardSecret) ;

nonce(C, CardSecret) ;

inverse_key(C, ke, _ke)

inverse_key(CCA, kca, _kca) ;

inverse_key(RCA, krca. _krca) ;

dynamic_key(C, kcca) ;

initial_general_message(PAN, C);

2. SET k45 Wil Uil i B bR & A SR 1)
oS A A AE S s BT DL 3 58 RO R] 3% D B
RCA [ 3E X5 FR % B A1 At S A 18 3F X #2551 7T R
EVGETT R B s B @ BAEIR R T iR £
AN PR N X S 0 A 4 A e, . S
RO ] A TER) Ba Ak I 2 2 8 R A4 (B 17 RCA) Al
FCR AR A 3l A8 A A BT ik (S BN
FR 23 B 5 OGS 7 1 FABH AR Bt b 2 1 3 8 B B fel 2
B A B SEAARTE PP AR AT BT 8 BT 24
HIT A AR X BR85S % X G SPV AT SR 7 52 4] 1k Bk 46
BREAR S AR, SCHRL9 Y J5 4k RitA SCEk[6-7 ]
R T SR R Ik
4.2.3 IE B

FE SPV T ik A5 A8 4b Bk 2 5K

(D) MRAEIEH N AR AN, Al 1% CCA BYIES

CertCA=cryp(_krca, (CCA, kca));

(2) F R W3 IR 452 2 4 Uk 15, S AR IE+F
RS PAN B f %V, CCA 24 1k 5 42 &%
M2 PAN 5 %45 & PANSecret 1) Hash {8, 1M
PANSecret=CardSecret@dCASecret. CardSecret .
CASecret 53 51k C .CCA H Ak % 25 . 4 fifk
C 2L N
CertC=cryp(_kca,(crypChash,(PAN, cryp(xor,

(CardSecrets CASecret)))) s kc));

i 3. CertCA Fl CertC B 2 X B SC it 47 %%

2o TS 2 %o LA 2 A7 28 44 1 it TR 7 52 s v 1]

SO K5O 2% o J0ORE A TIE A5 B X A A
4, 2.4 ik
2 i Ak, SET R AGEAS B i P i 7E SPV o
AL 6 25
# protocol
C,CCA: C,Chall_C1;
CCA, C; cryp(_kca, (C,Chall_C1)), CertCA;
C,CCA: cryp(Ckca, (C,Chall_C2,PAN));
CCA, C: cryp(_kca, (C, Chall_C2, Chall_CA)) ,
CertCA;
C,CCA: cryp(kca, (C,Chall_C3, kcca, kc, PAN,
CardSecret, cryp(_kc, crypChash, (C,
Chall_C3, kccas kcy PAN, CardSecret)))));
CCA, C; cryp(kcca, Ccryp(_kca, (C, Chall_C3, CCA,
CASecret)) , CertC, CertCA)) ;
Hop . CCA 10 C Rk B #f 2 R CertCA IEH
FWIE . 1T 4 25 S W) s Al 5 T 2 B0 3 SR N2
55 5.5 6 NI AL ER Ay C B M KRG,
AL keca s ¥ PAN . CardSecret ke kcca 244
s & w45 CCA; CCA F3 4 ONIE ke () CertC,
X} CASecret 2545 HAEH — 8 ] keca MG K
[l 25 C. X FE CtRE ] CASecrer 650 W03 HIE 45 72
AR A 6 L] keca N AR C 9 AH
ke TN 9 Dt PR 7E DR ISCAR Y38 A7 45 R ke i R 3R
(GRZNTT
4.2.5 fEE
A BB o3 A AR B R T E
# role_assumption
sees(cardholder, cardholder_secret) + said(cardholder,
cardholder_secret) >role(cardholder, cardholder_secret, C) ;
seesCauthority, cardholder_secret) + said Cauthority ,
cardholder_secret)>roleCauthority,cardholder_secret ,CCA) ;

4.2.6 LAV

TEA IR 5 56 91E 22 4 1 B R, n] AR A 5 2 0 S )
b2 ()5 SRR 5 SCA A 9 e AT R 5. AR
PRSI B L AT Suppl BB AR T ik
3 norm AT BIMR B4 6 M 4 PR BEAK o 19 )R
FRIZ AT H BE 5T B T HL 3 2 U i rh BT A 38 {5 Y Ae A
A FLRRN X — R B SPV iR F iR IR

# define

normal_state=1;

(1) B 1k

AU ILFT E AR SR R ANk S PAN #l PAN-
Secret W) Fh % %, M PANSecrer 1 F % M X iy
CardSecret 1 CASecret WIFL % PEPRUE. X — Ml 7
SPV ik 2y
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# goal

secret PAN;

secret CardSecret;

secret CASecret;

(2) IAUEHE

i)} CAPSL iy PRECEDES {5 52 . £ )2
SENHFLTE Z BB AR SPV e (1 38 45 4 34
W

# goal

precedes C: CCA|Chall_C1, PAN;

precedes CCA: C|Chall_C1, PAN;

# specification

know(cardholder, (role Cauthority, chall _
CCAY));

know ( cardholder, (equal (local Cauthority, chall

authority,

authority, PAN) , local (cardholder, chall _authority,
PAN))));
know(cardholder, know(authority, (said (cardholder,

authority_secret)))) ;

H A, “precedes C: CCA | Chall_Cl1, PAN” £ 7~
1E CCA 1 fe Ja RS 45 A 9 B CCA 19 0 BE 1K 1
£ C.Chall_C1,PAN,J 44 — A4 C 98
REAR YT A IR BE {1 9 CCA | Chall _C1, PAN; JE U0l
“know(cardholder, (role(authority, chall_authority,
CCAY)) 7 LN LG W) R 7R 78 Ry #8147 (chall _

authority ,authority) | , cardholder i authority

FE UM B T 5 €5 CCA s T 6 41 knowo Ccard-
)Y B #
& 17 (chall _authority,

holder, Cequal (local Cauthority, ==+
7~ cardholder H 186 15 J7) #8 18
authority) 5 (chall _authority, cardholder) p ]
PAN A [A] 33 26 B3 57 B W0 4t il 38 1 9 5L DS C
XTAIE M+ 4 | E; B W know (cardholder,
knowCauthority, =+))))” ) % JZ N 71 #l 5 £ 7~
cardholder 138 authority 18 cardholder 15433 11 B8,
authority_secret s [ 2y ¥ J¢ B AS [R5 68 44 (8] (Y 211 144 4
L, BT A3 B 2 B oA 0 2 B 5 ) DA TE

F 4. 78 SET IEBHIEH B [W—4 CA #i
R BYUE 5 HONIE B 2 3 & —— Xy, R T
B UETE A5 B ME— 1k, SCHRL6 -7, 9 ]t CA & i 19 B
A X R — A5 B HE AT DCUE B9 UE A5 R TRl — 3 B
TEASCHY 0 A vy AT O Ik A5 M — 1 A9 ) 1) 2
CA PR FE A A 38 AT, S AR B oK
ELARAR G, DR A I 1 3K — P BT ) R R
4.3 WIELER

SE s 47 1E 2. 00GHz CPU, 1. 00GB DDR 4
£ sRedhat Linux 7. 0(gce 3.2.2) 1§ PC L. Jf+F
N UE B BP0 20 Bk 4 SR 5k 1 Fis.

R WL, R 1 HIE A0 K said Cauth
<) "HIR RN “cardholder FITE -+ 1 B Z N FNHL
W55 Kaa (oo =2+2) "R IR“cardholder F1IE -+ 55 -+
[7)” ) TH BV FE R 5 % K v Ko =+ 7 3R 7R “ cardhold-
er F3H authority HITE "M £ JZINHHLTE.

F 1 FHFANESBREFEHINE 8 E B RIE S

4 M JRIGIESS RG] /s) Bl B TR S R (I JE] /)
Keaasaid(auth s chall_cardl) Yes (2.03) Yes (1.16)
K.umsaid(card s chall_auth) No (2.05) Yes (1.18)
K aaroleCauth, chall_auth, CCA) Yes (2.04) Yes (1.16)
K.unrole(card, chall_auth, C) No (2.04) Yes (1.17)
K card (LocalCauth y chall_auth, PAN) =local(card , chall_auth, PAN)) Yes (2.04) Yes (1.17)
Kaun (localCauth s chall_auth s PAN) = local(card , chall_auth, PAN)) No (2.04) No (1. 16)
K ara ClocalCauth , chall_auth , CardSecret) =local(card , chall_auth, CardSecret)) No (2.04) Yes (1.17)
K.un ClocalCauth s chall_auth , CardSecret) =local(card , chall_auth , CardSecret)) No (2.07) Yes (1.18)
K ara ClocalCauth , chall_auth s CASecret) =local(card , chall_auth, CASecret)) No (2.03) Yes (1.16)
K.un ClocalCauth y chall_auth , CASecret) = local(card , chall_auth, CASecret)) No (2.03) No (1. 17)
KewaKannsaid (card s chall_cardl) No (114.15) No (48.45)
Koun Karasaid Cauth s chall_auth) No (109. 88) No (47.33)
secret PAN No (382.81) No (197.03)
secret CardSecret Yes (476.48) Yes (238.91)
secret CASecret Yes (594. 14) —
precedes C: CCA|Chall_CA, PAN No (2. 04) No (1. 15)
precedes CCA; C|Chall_CA, PAN Yes (2.03) Yes (1.17)
precedes C: CCA|Chall_CA, CardSecret No (2.03) No (1. 14)
precedes CCA: C|Chall_CA, CardSecret Yes (2.04) Yes (1. 14)
precedes C; CCA|Chall_CA, CASecret No (2.05) —
precedes CCA: C|Chall_CA, CASecret Yes (2.05)
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1M R U BB UE A5 R ok SPV IR T
CardSecret Fll CASecret WL % VE, H AU PAN
R PE. 6 SPV T, 22 4 M B oK ik B iy it R A
PRI (1) PIRSCAS B A7 AR T8 AR 1 Ty, 3 802 4 v
ANBERIIE AL 5 (2) T2l Ak 28 ] i2 40 10 B R G2 R 2
% 5% 85 R UE WL BT T AS o 2R G AT %, IR 2
SR L2 PR AT AR FT R P BUE AR L
T A& & BLRE S B 3K PAN Fib 25 M 1 v 75 2 < 5
I A S A A 2 8] 322 B 1Y) 2 L 2R 498 1 O 455 L 2 1 1Y
FHOCE B, NI HIE B PAN 9 RL 25 MR 2 R AT R —
1 TAE.

FHid B SET £~ AUE A5 #F Pr A GIE
PEARME R AIE. 3% 2 P 1% 00 i 5 385 3l B OA [A] L 72
CCAWE C REMAHZHE.C AREXTHEE 4.
PR Iy CCA ik A BXT C % 2401 18 2R 17 it
WP 3 AR N ERTHE TR RIE
THEH C & T8, KN & i — 2 2 50 5 4
EAETH S R AT e Y R AT RS e A Y 3 LA
B . X 5 UE I PR Bt B A G SET B
WA FR T IE 45 89 3 1A = ke 52 A+ 3R Rk i
A EME P ANE R CCA LW 4. M
CCA TE Dp AN AE T4 5 iy 5 BRSO HE 7 7 R A
SR SR BB AT B R AN D E . S s 7 e ik
¥ HCHEH SRR AR S 9058 UK U R AE
)SNAIT

TE H A AR SCHEFE b, [RIFE 25t SET E 45 1 7 B
WS BR B 25 R 1 A 3 2 SCHRES TR SCik[6-9 1.
FHorb, SCERES 8 A AVISS R4S I T EL 36 3IF Y Py
WHINIETEA 2 IR B B CardSecret
S5 QB B B B % s SCR [6-9 )4l Y s B UE W] 4%
Isabelle LB 1 P SCHHE 2 B 25 1 0K, dL 42 Y 1 Ppal
FEINEAE J7 T A7 7E [R) R, AEL A AT O R & 11 56 TR
PR AR IR GE LS 2R R TCRLR R SO gk 2)m)
LA L AT A B A 7 SET UE 1 E Pp il
4 b 25 MR FNDIEPE L JF HZ g0k o 722 4 5 2l .
4.4 hillei
4.4.1 o)1

Jo e BRI H R A0 e . s i IR DIE 1 L fE
T8 52 B o i OIS0 i) 22 Ak B I AE AR R NIE A5
FH P, Ko role Ccard s chall _auth , C) FRIE A g
W2 F B 5 L h CCA RHE C & 2ZHi
HZMAER C EIAESS 5 B n ae s HoAb C' i Aiz
PRS0 IR C )5 BRARE S -

CCA, C: cryp(_kca,(C,Chall_C2,Chall_CA)) ,CertCA;

C’,CCA: cryp(kea, (C", Chall_C3', kcca’ s k¢’ s PAN',
CardSecret’y cryp (_ke' s eryp Chash, (C', Chall _ C3',
keca s ke’ PAN', CardSecret’ ))))) ;

4.4.2 [ 2

JRHR L PANSecrer 1 5 8@ 757 4k, F 8 Y
FRIE T BE B A W SE 1 CCA Sl T A ik 7 A i R
—A> PANSecret s W 9% 22 T8 %5 4 . #7 CASecret =
CardSecret @ N, N PANSecret = CardSecret @
CardSecret @N=N. J3 5, L5 6 A FH 3N &%
B keca fEETH S 31X R R A — O O L R i
CASecret g R g L™,

4.4.3 B it

HAES 5 L C R e 4 LB Chall _CA
— IR IEL CCA L, CCA BITT N C 1) 5 033 fiff e ]
1. SET JR i, Chall_CA =& H K& Bl 245 CA
HSR AT E Y. i b 434 R E B SET i 2 500]
TEFEME AT BB 23 ok — 202 S PRy ). 53 oh  FE DRl
55 2,3 2 vt w28 AR vz 24 AL AR 2 A TE M L X
HLR A s

[P 2 1) — > fif Pk J7 15 02 B i CASecret,
hash {8 BB AE, HI3EX CardSecret 1% H K
PANSecret. X FEAEPPILES 6 2 1P CCA R i f% i
CASecret %45 C iR R] B MG INE ) keca LI B 5
H RS keca, AL T HRIL.

L ERTR BGH IR 1) CertC UEF

CertC=cryp (_kca, (cryp(hash, (PAN,
crypChash, CardSecret))) , kc));

ik JE B AR 5.6 B

C,CCA: cryp Ckca, (C, Chall _C3, Chall _CA, kc.

PAN. CardSecret. cryp (_ke. cryp Chashs (C. Chall _

C3, Chall_CA, kc, PAN, CardSecret)))));

CCA,C: cryp(_kca, (C, Chall_C3, CCA)), CertC,

CertCA;

WO IS R R E 15 I8 BIRSGHS 43 36 uE 25 S
1R, fER % PEJ7 T “secret CardSecret” 45 4%
AR AT A6 A U B I IS S AN 5 0 s 2 A s [
3k B, 1 ) 2 5 A AR 5 T 5 — 46 5 51 AN s
8 B2 DA IE RS 78 ok 2 IS A B0 380 4 s R S 1 B
WOk J5 s T A uE . A, “ Ko, role Ceard
chall_auth, C)” K B F /R authority 8 2 card-
holder TEREA BB AT T MA@ C. Wik h T
IRUEPEAS 77 AR 10 () 2 AN PR A7 AE. (H 248 T Y
& B T ER A B it B bR iy R B SCGH S A
RE 58 42 Tl A2 B2 DA UE R 45 s A UE



1042 it

#L 2 it 2008 4F

5 SET @&/ MXIiEH
FHIF 1 I B9 38 HE

5.1 MUEESR

SET Fi 2/ A W Ik 45 H 3 BRI b ¢ R AIE
5 HE PSR L AR R O L L AR R R R MO
B 2R O MCA - LR 3R A5 %5 0k 45 A1 2 44 Tk 45
e, MKk Bk I AR AR R 0 3R R 46 1 oK
Me-AqClInitReq %5 MCA , 3115 B4 5 W R B AR 1
N Me-AqClInitRes ; Z )5 M ¥ IE#IH S 0 7R
B DL R 2 BH CRLAE 85 2 BH L TE 48 44 19 24 81D i
A CertReq, &% % MCA,MCA XF/5 47 4= 1 %8 3k
TR UET LA CertRes & 0l 45 M.
5.2 SPV TRy L

I AE SPV R RIHIA S 4.2 R TR
i T R 3 B LA 4 il 3

B HEK merchant ., authority . rootauthority 1F
PRSCHR 2 ) B8 R 2K MRS ZAIE R MCA AR IA
HEH L RCA WA 8 s keaskreca 5 _kea_krea 53 %)
A MCA .RCA W B S s ksm kem 5 _ksm,_kem
G390 MBS TE A E 1S TR N 2 B R G A5 44

AT MR Form 2% @1 AR 5.
HT T B 2K 1 2 44 AN %5 R T T A [ 1) 85 0
JIT LA 2 43 ) R N B UE A5 Cert EM I 25 44 31 43
CertSM T HAE A H A & ik 5 5550 % 11 B
CertSM=cryp(_kca, (M, ksm));
CertEM=cryp(_kca, (M, kem));
21/ AL » RAE SPV p Al DU RS LIE 4 25

# protocol
M, MCA .
MCA, M.

M, Chall_M1;
cryp (_kca, (M, Chall _M1, Chall _CA,
Form)), CertCA;
crypkca, (M, Chall_M2, ksm, kem,
cryp(_ksm, cryp Chash, (M, Chall _M?2,
ksm s kem)))));

MCA, M: cryp (_kca, (M, Chall _ M2, MCA)),

CertSM, CertEM, CertCA;

T MCA Uk B UE A5 A & B % 15 &, B BBy
W 4 B TET s s e
5.3 WIEHR

JERT K/ ST T SGAIE 45 3 IR IR #4356 iR 25
RN 2 Fion. 85 R BoRTEN R Form ANl 2 1 %
Y R Form ALK RGO, 73 50, 5 85 R Nk
B I PRICR AL AS DR ISR DA P o AR A fR I

M, MCA.

R2 BR/ZINMRERLHEDUERHBHLHBRIESER

G LR JE 550 45 R CHF [ /) o5 B HIE 45 R (iR /)

K, ersaid Cauth s chall_mer2) Yes (0. 24) Yes (0. 24)
K.unsaidCmer, chall_auth) No (0. 24) Yes (0.24)
K, errole Cauth s chall_auth , MCA) Yes (0. 24) Yes (0.24)
K.unroleCmer, chall_auth , M) No (0. 24) Yes (0.24)
K, ClocalCauth , chall_mer2, Form) = local(mer, chall_mer2, Form)) No (0. 24) Yes (0.24)
K.un ClocalCauth s chall_mer2 , Form) =local(mer, chall_mer2, Form)) No (0. 24) No (0. 24)
K, or K aunsaid Cmer , chall_mer2) No (4.69) No (4. 8)

Kouh Kpersaid Cauth s chall_auth) No (4.73) No (4.76)
secret Form No (28.17) No (29.13)
precedes M; MCA |Chall_M1, Form No (0.24) No (0. 24)
precedes MCA: M|Chall_M1, Form No (0. 23) Yes (0. 24)

5.4 e
5.4.1 [a]

54 4 1 py 12, Pl e K., role
Gmer s chall_auth s M) TE R %%/ 32 A W OGE 35 B35 P
WP S B ILER 3 2P b MCA A HE
M JEZ A5 Z 8 AE W M. R 0RO 5 kS 48
SE 1 HLEE AN L B Al & MO A S
IS PIAE R RAEOE S L 7E S A ER L 28 5
49 28 M 3R A

M, MCA: M, Chall_M1;

MCA.M: cryp (_keas (M. Chall M1, Chall _CA,

Form)) , CertCA;

M', MCA: cryp Ckea, (M, Chall _M2", ksm’, kem’,
cryp(_ksm’ scryp Chash, (M, Chall _M2’,
ksm’, kem’))))) s

cryp (_kea, (M, Chall _M2", MCA)),
CertSM’, CertEM’, CertCA;

MCA, M.

>N ':Fl ’

CertSM' = cryp(_kca, (M, ksm')) ;

CertEM' =cryp(_kca, (M, kem')) ;
5.4.2 gt it

GRS 3 . M 2 L p B Chall
CA —Jf k&% MCA ,MCA BRI Hfik C 1 & 1y, i
P baA n] L Bk fE PRI A 3 2R
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M,MCA cryp(kea, (M, Chall_M2, Chall_CA, ksm,
kem ,cryp(_ksmcryp(hash, (M, Chall_M2,

Chall_CA ksmkem))))) s
WCHE T I LR 43 B IR 25 SR a3 2 o DR

MO S AE— R B T A UEE.

6 IHIERE ST

SET JiF - i i Br i 7E SPV T 1) B 4iF 8 % W
2 3. W UE B[] LLRD Ry B

% 3 SETEH RiFEHILE SPV THRIERE

N A % K AR

L A ERE EmE

JREEM R RO 196038 415740 408447

iR ES R PN 121975 237141 135628
NG EIS S ES) 33630 47874 5319.13
WU B CRB R/ SAT R) 33630 48111 5065. 77

M 1~ 3 pa] LU . SPV B ik — B il
R o R 235 [ 1 7 7 A A 5 R B T 98 IE 22 4
Jit HU s ZAR A ) A7 S FE R 1 RDL g A ek
Ja B RF R CUE A3 1  Bp B8 T 2803 K 2 s T
GRAIE 15 F I PRSI 56 TIE A0 R B ey L T B R
1A 7 [ 32 B 114 A2 k0 B RE A B9 )R A iz AT
Cos ) RS S BRI — AR IE B, ¢ I A 80 722 8 A
E B K D

7 MEXIE

SCHRL14 82 8 7 —Fh & 1143k SET SCAY Bl
M98 5 AH I R X5 P 0 HE AT 56 Tk SCHR 03] & okt
SET A B i 7 1 1 Ak /4 T8 =X Ak A5 284 5 fiff )
FDR X} 32 458 B g 47 A BUAG I L GiE 8] 1 SET i /2wl
L& PESE AR BT B S I AR R A B B P LA
UEPEHEAT B3, STk L4 1 75 5 A B B A ) T H
NuSMV 5 iE SCHER [ 3 ] rh 5 AL B T Uk | %% P 4k

SERENE R T P BE AHIZ S T A —E 1)
& T A A 6 58 % 19 SET B i3 A2 1 . 5 A
1 TEvEie SET k45 B Uil i F AT i A4 )
PERL R 7 ¥ 25 Y 1 S S8 810 SET P87 {6 AR
R JF X6 FLB 2 PR O UE PR A 2 R E AT T B E
i 0 H T PR SOAN T 2 A RS, w] BEAE SE By

Bella.Massacci Fil Paulson'™™ 4> #1 SET P
BT Ra AR I 1 0O SET GIE43 H1 i PR i =2

AFPMSCHE N7 T 58 1O 2k B T L R BEE B
Isabelle B E F-3E B 1 B 10 A4 b 25 1k 2 22 4 P Joi . (1
AT A AR 43 A B A DA IE . T L Tsabelle J&
N H B SR BT B P T O B P R A
FEAE TR ARG &l 45038k 0 . AR EE 30 i . SPV X
SET Bp i 0 50 UF /2 58 4 B gl /1, 1 B f1 T SPV
JIT AR 1 S 451 £k 2 i) B 150360 I 32 6 0 1 1 0 S 4
BRI SPV /i ATE 5 42 05 Py B AR 3
A TR WYV WA, AT A P (5 fef A

SCHKCS 1 H AVISS 58 #  T H 20 B T 3C
BRLO g7 SET $5-R AUE 5 1 i BRSO AY iy TA
TEYE 8 BCIE P 9 R 2 7T R 80 CA 3 &
SR A5 WA I K O B S RTE  1 0 2 A AR Y
SEIATE 1 F SO 48 ek i B AR B4 O ik, 52
br b CA EE & 03038 5K 0 I AS 52 i XUy 1) 1E % 38
15 T FATER T I PR A A 1) S 5P 42 4 n] L % B
WHEAT Rtk . I F SPV IE B T sk ik J5 P Y A sk
M. 5ARSC AR A R SCHERC10 ] iz E 4 1 ie
T SET UE5 B35 PR, R 0 2 7 58/ 3AT I DG
HE DM DEME B R 2 80 e (RS g
WA L8 A UE I 5 T2 56 E.

HEATZ A0 TAE " g, A SO Y SPV
JAS AR R RS AN T % B T xor (AL FE.

8 # it

BRI UE SET Pp U2 i it — A~ %2 4 Uh i 3 ik
PG B T HL 75 AE 98 A B A 2% Tl S b 150 B4 b o
SR ZS (8] B A SPV T H i 48 S0 B T % 52 4%
SET Wpisl i 8 2 Pk IAAIE P 45 4 4 v 5 i 58 42 A 3
WER. A SC SET UE A5 B B s T e DATE B 52
#HE T PR R AL 2 T B EE SPV R
T A A R 5 56 0E S5 5L L IF X R MY 2 4 n]
X RS T AT R i k. X — B FE 4 B SPV R]
PAAL B 24 1 Tk S i

FEASCRIE A W58 AR i 3kl b i — 25
P SPV IIERCR , 583 SPV B g JL a2
A AL FI B 22 1) %% 4% 5T i L A Diffie- Hellman p8 %% LA
T A5 T A 22 4 B L, v 45 S DO BB 4% 3R
HEUMLAE R T — 05 TR E AL

2 % x #
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It is widely acknowledged that logical flaws in security



6 4 H 9% . SET UEH HOEYMIAE SPV T /Y A 3 16 5 ik X% it 1045

protocols, especially in complex industrial protocols, are
hard to analyze. Instantiation Space Logic is a new justifica-
tion-oriented security protocol logic under Dolev-Yao model,
which can prove whether a protocol satisfies concerned secur-
ity properties. The tool of this logic SPV (Security Protocol
Verifier) is designed and implemented, which can efficiently
verify whether the security protocol satisfies the goals in
CAPSL(Common Authentication Protocol Specification Lan-
guage) as well as multi-level epistemic specifications using
modern SAT solvers.

All protocols should be simplified before being verified
by logics or tools. SET(Secure Electronic Transaction) pro-
tocol is an e-commerce protocol devised by Visa and Master-
Card. At present, it is the most complex industrial proto-
cols, which has the document of over 1000 pages. Therefore,
it is very difficult to simplify and there are few research
works about it. Besides, some existent simplified models are
not complete enough. For example, some models do not de-
scribe the XOR calculus, while the attacks in some others are

not realistic.

In this paper, based on the Instantiation Space Logic
theory and knowledge reasoning, the authors give a simpli-
fied model which is more close to the original SET certificate
registration protocols than before, and introduce the model’s
formal description in SPV with the verification process and
results. Moreover, according to the hidden danger of the
protocols brought by the unsatisfied epistemic specification,
the authors improve the protocols and show the effective-
ness.

Actually, whether a theory or tool can verify SET pro-
tocol has become a standard to demonstrate whether the veri-
fication technology is mature enough to cope with the com-
plex industrial protocols. Some parts of this protocol have
been verified by model checkers or semi-automatic proves
such as Paulson’s Isabelle. However, this work is the first
one to implement the totally automatic verification on the
complete SET certificate registration protocols’ authentica-
tion and secrecy properties, so it justifies that SPV has the

ability to deal with complex industrial protocols.



