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Privacy Preserving Approaches for Multiple Sensitive Attributes
in Data Publishing

YANG Xiao-Chun WANG Ya-Zhe WANG Bin YU Ge

(School of Information Science and Engineering , Northeastern University , Shenyang 110004)

Abstract  Current privacy preserving data publishing techniques concentrate on tables with only
one sensitive attribute. However, most of the real-world applications contain multiple sensitive
attributes. Directly applying the existing single-sensitive-attribute privacy preserving techniques
often causes unexpected private information disclosure. This paper firstly discusses the problem
of secure publishing data when sensitive data contains multi attributes, and then propose a multi-
dimensional bucket grouping approach on the idea of lossy join, called Multi-Sensitive Bucketiza-
tion (MSB). In order to avoid exhausting search, three specific line-time greedy based MSB algo-
rithms are proposed, which are maximal-bucket first algorithm (MBF), maximal single-dimen-
sion-capacity first algorithm (MSDCF), and maximal multi-dimension-capacity first algorithm
(MMDCF). In addition, according to the differences among published data, a weighted MSB
approach is further proposed. Experimental results on the real-world datasets show that the
addition information loss of the proposed MSB methods were not more than 0. 04 and the suppres-
sion ratios were less than 0. 06. The weighted MSB approach can guarantee more than 70% pub-

lishing ratio.
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MMDCF (Maximal Multi-Dimension-Capacity First).

Hik2 ERAERRIRERE
%AU./\: ?é/% T<A| 7Az v""Ap 7SI 7SZ 7"'7541}7gﬁ‘ré§
Bl

B MEAR AT R MR QIT R Mk ST
/)54 B
LXR T EMYA G =T, 3 T ME 4 R
VEHEST d 4047 Bucket (Sy,Ss #4545
2. WA — 4 b T A A R LR R Y 25 6
3. while W[ DL HGE 544 B 441
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4. MR MBRBEKARIC, 0 G=J ; s,
5. HEAES AR Select (buk{sy +s5 420+ 4si)) =
6. fori=1.. Maz,—;—sCapa (s3)+size(buk(sh o2 e v52)) (2)
7. if B3 T B AE 25 ) b } ]
AT A SR B AL 2 2 1 4 th 45/ 2 X8 A A
8 TR B ORG H 8 1 R 5 BT e KA buke s $2 I — . . "
e e E ) Capa {HFN (=3 B MSDCF &3k & i 1) B4 .
Kind CRINE G PR y
9. ARG MR 0 BAR size(buk) = size(buk) — 13 %/ﬁ?ﬁy‘\‘\ﬁfﬁﬁiHiﬁ{t#ﬁﬁﬂ”ﬁgf/ﬁ*ﬁgiﬁ
10. TR buk 15— 4 (9 B 0 75 5t 5 0. i Select (buk { Anne, Gastritis)) = 4, i
UL JRMOFTAT 5 ¢ A6 580 e 1A A A buk(Anne.Gastritis) 3 1% £ JZ B R WM Z —. £E 4
12, else 454 4 id 72 5 (Anne,Gastritis) P HEBGL SR 16, I 5 MO R A B —
13, end if 4 bR 5 EOE A R A Al 25 . A TR A A b gk 2L
14. end for A 18 6 R A7 3 5%, I 43 S AE AR (Bobs Flu) FIAH
15, FH RIS AL G BRI E Gs s (John,Cancer) "PHEHIC 3¢ 3.4, ¥ {4 H {13, 14,
. (6} SEVE AR R 17 B I T A5 4L 13 . 14016 ) A
o E/ﬁi; fj;ﬂ; 5}:;; R (151829} I AID T (11 12.07) . 2R A0 FUF) A i 5
e EAPRERLLEE SEFLL TS o7 SR ANEVES 2 4 AL I B A L
B R AR 5 S5 575 MSDCF #4344 X . s
) . N RN {e3.t4,06 ) F1{e5,7,18,19 ) s T Rid 7 {el. 12},
R i A B ) 25 B Y i KA 5 A 1Y DR/ 18 AR Dy ik o SO .
AT ‘ W3y 2/9 WA 3 LA FE 240 0,17,
T%J_E ’ ,[J:[: ’ 1:% /)u/e<s0 2805t s SO > E/‘Jlﬁ*%&#ﬁnit (2)
QIT TS
Flu Preumonia Gastritis HIV  Cancer Tuple ID| QIs Gr0171p 1D || Group ID SensitiveﬁAttr?l{ute
John (1 (12} T E 13 G, , (Anne, Gastritis)
t4 G, G, (Bob, Flu)
Bob {t4} {t5} 2
t5 G, (John, Cancer)
Anne {16,17) 2 -
6 G, (Mary, HIV)
Sam e8) ! t7 G, G (Bob, Pneumonia)
Mary| {¢9} 1 18 G, o (Sam, HIV)
3 2 2 1 1 19 G, (Anne, Gastritis)
Bl 4 d Al (d=2) 5 — 4k Y25 i MSDCF 5332 %2 A7 1Y 4
BT AR AT R AT DU L R OR QIT TS
$2E§§1t%ﬂg MSDCF %/ﬁgf%%%ng%/l\ﬁi TupleID| QIs |Group ID||Group ID| Sensitive Attribute
?EJ:E‘J{EXHL@E"JﬂE'ij(@%vﬁwmﬁﬁﬁﬁﬁiﬁﬂﬁ% t1 G, (Anne, Gastritis)
%%%B/J\ﬂ:%j(ﬁﬁt%ﬂg MBF %:]% , Zl_\%ﬁé&ﬁ E,(J 2 G, G, (Bob, Pneumonia)
. 5 N N, PN 3 7, ohn, Flu
TR (LS P 0 O S A 0 T - - NS
o o / A F 5, ob, Flu
BB LR $ iy M‘B’E %{£Eﬂ< 5 G, G (John, Pneumonia)
4.3.2 Eﬁﬁgéﬁ@%{t%ﬁ?f t6 G, (Anne, Gastritis)
R Z4E2s AR ) MSB 8.3, id 2 MMDCE. 17 G, (Mary, HIV)
S RBAER BT EAN, i8R, 18 G, G (Sam, HIV)
MMDCF B3 A A 25 JE A 0 50 4 (A X R Y 9 G, {John, Cancer)
25 T HL AT 2 R 1) B — 4k b B A O 6 Bl 5 MMDCF %5 3% % i (9 50

A2 B R AL R . Al buk (shastyeee
3 .

Select (buk{sh st s+ ,siy)=

2 Capa (s))+size(buk (s s ,s8))  (3)

1=j=d

+ 5 ) 1Y 6 5 B A

TR AR 5 (3D SO b 45 A7 70 1. A3 4R
PAPE 4 ity 2 dE A o ] . 4% I8 B R 22 4 25 4 10 S I
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Select (buk{John, Flu)) =7. TE¥§ (John, Flu) {2
W21, IR MOZ AR R I 1 B — 4k b T A (B A [R] A AR =3
A R A v A 2 T SR R R R AT B 20 i) AE A
{(Bob s Pneumonia) M ( Anne, Gastritis) %1 3¢ B i
15,06 MO {21, 25,06 )RR AT e n]
BRIy t1.25,16) 5 {t2, 24,7} FN{t3,18,19}. AN
BeA T Al s BRI 35 0, B 5 B & B2 0.

MBS -l LU S T MMIDCF 55325 1Y
TE PR TR MG 255 5 JEAE 25 4k A AH W) RCE 1 T A A
RANZ AN AR S e B 2 4 45 i 2 M R 15 21 1
LR 23 25 R S R A R B B AR
4.4 MMESEBIAREAR

o7 MSB J5 2k H 1 — i i€ 3 RN L
M2 I S e A AR o T ORI B FA
B A B B R Ay u 4. AH L A 52 B ] o
RUETTH P EEEENEL . HERIEREE
SAT R L DT f i 2 A R B a] . 4
T H TR 2 A E SR UG BRIl sk R HIV R
HHE B E L Flu B8 05 BB E 2, it
RV TR 1) BT R B3R i % 8 B {5 &
BELG 1 N S A TR B A A ) B
L Y8R KR R I B B e w] AR & A BaE Y
B 55 R8s 09 068 25 19 225K B9 AN [ T AS ). O 1 i
PRX — ) R, M T — R A Z 44 oy H R ——
WMSB(Weighted Multi-Sensitive Bucketization).

WMSB {4 J A S8 AE 2 AR 48 T P 9 5 KR4 A
22 YA A% A2 I O B 2 dER R E — AU
TE 53 20 I 255 25 18 AU R T 53 45 1 A 19 Jn AL 32k 4%
J& DR UETE & A i B b Ok B SR 2 R AR R AU
R4 o€ T Hy P X T B0 Y 75 ok AT IROE . AT
AR 4> BR84S [) BB 48 o — S AL B XS
TSR S —ABUE s P R EAUE R w!
w! € [0,1]. BAX THH buk (s ys%, -, s, FAUH
ieHN

weight (s',s% o ,5¢) = %Zw'}f 4

XoF T dw KRR e 51, 2R 2% EAE L 78 53 20
AN 2 0 2P 1R 3 A DR 1 A 23 A 2 IO S Al AR 20 4 T
BB EIMALE LT WSelect (buk(s',s* oo, s9)) =
sizeCbuk(sy s s, e ys8)) Xweight (s', s, o, s7) 8k
J5 1 W Select B f5c K MY A0 56 14 1 4 20 % T B
R YE 28 B S 58 10 Al [R) A R AT XA 9 i sk 35300
B BEBE. M buk (s' o s oy s [ AL 3 B 1 4
H (5 PR,

WSelect (buk(s',s* = ,s')) =
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(5)
T AR AT S AUE S AR KA 80 R OR B
MPAEXEZFENE. A TP AEE
FL{E KL AT & A (Publishability) 3 47 £ & . 41
2 (6) s,
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Zsize/(bu/ds] soona s Xweight (buk (s, ,59))
D sizebuk(s' s o5 Xweight (buk (s -+ 157))
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Horrsize’ (buk(s' 5% oo s Fe 7R ¥ & A BUiE b (5
BA 1) G 2 T S 3 22 4EAR 22 05 B I R B
eI & e ST S BT A A B A B
TR A P SO B B RS R Bl T
AR 503 0 SO T S B A0 LU (R PR, T
B E SCH S B AT K A M RO U ) A ) B s
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14 AT R P gl
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John| {z30.1| {z,}0.8 {t,j1 |3
Bob | {2,)0.8| {z,}0.4 2
Anne {t,,1,}0.9 2
Sam {t,00.4 1
Mary | {£,}0.6 1
3 2 2 1 1

B6 A d 4R (d=2)

DU K2 25 s A e 537k MSDCF g 3] i 47 15
AR B 6 25 R AU He IRX 5D TR
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19} AT DL 7R BRI AR 8400 2% BE R B b e BE AR AN AR
IGO0 T R AT ECE 45 B b & T B R A
W R S 2 OB EEA R AR AUy YR B A 5.
IS AR A Ty 25 i B SR A B AT R A P S
Bk 0.915 Fi 0. 847. W UL JinAX 2 4k 4 43 41 U7 i e
FEA B AR AL Ty 2 A O X T R P ok Ul B T
(i u] A

5 XWHERKNTH

2R FH 9 P B0l B Xk A SCHR H 0 R0 3k R AT R 52
B 45 DU SE g 25 28 9 k47 X Ee o B SR
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tion privacy, and so on.

Privacy preserving data publishing problem is an impor-
tant branch of data privacy. The problem of linking-attack,
one of the main cause of revealing private information, was
firstly formalized by L. Sweeney and P. Samaranti. And they
presented the k-anonymity model to prevent such linking-at-
tack. Generalization and suppression are the general way to
achieve k-anonymity. Then many work have been done to de-
sign efficient, scalable, and flexible k-anonymity algorithms,

which balance the trade-off between privacy and data usabili-
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ty as well as possible. The classical k-anonymity algorithms
include Bayardo-Agrawal's &-Optimize algorithm, Incognito
algorithm, Mondrain algorithm, and so on. There are also
lots of researches focus on the ineffectiveness of the k-ano-
nymity model under some circumstances. They present sev-
eral models as complementary to the traditional k-anonymity
model, such as [-diversity, t-closeness, m-confidentiality,
and so on. Recently, there presented several lossy-join based
methods. The most important advantage of those methods is
that it can assure the accuracy of the published data than

those generalization and suppression based techniques. How-

ever, all the current privacy preserving data publishing tech-
niques concentrate on table with only one sensitive attribute.
As far as we are concerned, most of the real-world applica-
tions contain multiple sensitive attributes. The existing sin-
gle-sensitive-attribute privacy preserving techniques cannot
guarantee the security of the sensitive information with mul-
tiple sensitive attributes. In this work, the authors firstly il-
lustrate the multi-sensitive-attribute private data publishing
problem and present several efficient algorithms to solve the

problem.
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