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Abstract Network storage techniques facilitate data sharing but also introduce new vulnerabili-
ties. Cryptographic file systems provide the confidentiality and integrity of file data stored on
servers that are not under users’ direct control by cryptographic methods. The key management
schemes for current shared cryptographic file systems cannot satisfy the security, flexibility and
efficiency requirements simultaneously. This paper proposes a cryptographic file system called
CKS-CFS. A trusted Group Key Server (GKS) is introduced to manage file encryption keys in a
centralized manner and to enable the employment of flexible access control policies. The computa-
tion and storage requirement for GKS is reduced through the use of access control blocks and
lockboxes so that the function of GKS can be implemented by hardware to provide strong securi-
ty. The overhead of revocation is reduced by block granularity encryption and key versioning
technique. The authors have implemented a prototype of GKS-CFS based on Luster and evalua-
ted its performance. Compared with other systems, the cryptographic cost in common file opera-

tions in GKS-CFS is reduced by an order of magnitude by avoiding the usage of public-key cryp-
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tography; Bonnie+-+4 benchmark test shows that the performance of sequential read/write and

random file operations are reduced on average by 42. 0% and 8. 4% respectively.
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Background

This paper addresses the problem of key management in
cryptographic file systems. A secure and efficient key man-
agement scheme is the one of the most important factors to
put cryptographic file systems into practical use. However,
this problem is not addressed well by existing solutions. Two
key management schemes have been proposed: The file group
based scheme and the user public/private key based scheme.
But neither of them can satisfy the security, flexibility and
efficiency requirements simultaneously. They either suffer
from poor performance due to the use of public-key cryptog-
raphy or fail to provide flexibility and security due to the
coarse-grained key management based on file groups.

This paper proposes a key management scheme for cryp-
tographic file system based on a trusted group key server
(GKS) that securely and flexibly manages keys in a centralize
manner. We also present the design and implementation of a
cryptographic file system call GKS-CFS that adopts this
scheme. In the design of GKS-CFS, we make efforts to re-
duce the computation and storage requirement for GKS so
that is the function of GKS can be implemented by tamper-re-
sistant hardware, guaranteeing strong security. Efficiency is
also achieved by avoiding the usage of public-key cryptogra-
phy.

The work of this paper is part of the project "Study of

the on-demand deployment model and quality of service
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pervisor. His research interests include parallel computer ar-
chitecture,

parallel and distributed computing, compiler

techniques, grid computing and network storage.

(QoS) for the next-generation internet-based storage" sup-
ported by the National Grand Fundamental Research 973
Program of China under grant No. 2004CB318205. This pro-
ject aims to provide theoretic models and key techniques for
the construction of the next-generation networked storage.
Our research group has been conducting research on sev-
eral areas related to storage QoS, which include data distri-
bution, storage virtualization and storage management, stor-
age security, etc. Our group has proposed techniques and de-
veloped systems to enhance various aspects of QoS for stor-
age, including performance, reliability, flexibility, manage-
ability and security. We have published a number of high-
quality papers in these research areas and some of the sys-
tems developed by us have been used by governments and en-
terprises as their information infrastructure, such as the Bei-
jing police office and the National Audit Office, etc.
Research on cryptographic file systems is an important
area in the field of storage security, which provides confiden-
tiality and integrity for data stored on entrusted storage by
using cryptographic techniques. The work of this paper con-
tributes to our research on storage security by presenting key
techniques for key management in cryptographic file systems
and by designing and implementing a real cryptographic file

system based on our techniques.



