$31E A2 it " HL =2 Eire Vol. 31 No. 2
2008 4F 2 A CHINESE JOURNAL OF COMPUTERS Feb. 2008

SRR RERSNANEE NG
HEE 4G T B0 B A 5

%j%l) ﬁé%}j’” %%/%2)

D CEPIR AR K ETTENERE KY 410073)
DRI ENE S AR M 510275

i FE Clarke f McMillan $#2H 7R mu #5550 OBDDs £ 4558 1 A 0] 2532 55 19 07 1. 1 46 77 3% 2 48 7 A AL
FY» BE T T 9 TR VR 22 LA B R 25 2 () 19 SE B R 48 CIRZS A BT DU A 1070 (HURE L 3 26 )7 3 O RE A6 ) 91 1RG22 4R
TIPS 25 DA A0 22 88 RE SRS 0 b it o 2 A X 43 b 2 8 A B SR M. SCRE T S5 THiE T Kripke Z5 M3 A mu 8 58 (9 47
JELRJEIR T AT R mu B OBDDs #4545 R4S I s 25 A 1 12 5 159 7 3.

XK##iE  OBDDs; mu i B ; BF 25 5032 i 75 SRR 5 28 2 Pp U 38 iE
FEESES TPIS

Symbolic Model Checking Knowledge and Time in
Multi-Agent System Via Extended Mu-Calculus

WU Li-Jun” SU Jin-Shu” SU Kai-Le”
D (School of Computer Science, National University of Defense Technology, Changsha 410073)

? (Department of Computer Science and Technology . Sun Yat-Sen University . Guangzhou 510275)

Abstract  Clarke and McMillan presented symbolic approaches to model check temporal logics
via mu-calculus and OBDDs. These approaches are very efficient and can be applied to verify man-
y practical systems with extremely large state spaces in excess of 1020 states. However, these ap-
proaches cannot model check knowledge logics. But temporal logics of knowledge can describe
more accurately the desirable specification of systems and protocols in distributed systems. In this
paper, the symbolic approaches for model checking the temporal logic of knowledge via extended
mu-calculus and OBDDs are discussed mainly. First the Kripke structure and mu-calculus are ex-
tended. Then the symbolic approaches for model checking temporal logics of knowledge via ex-

tended mu-calculus and OBDDs are presented.
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Function CKKtomu(f: CKKn formula) : extended mu-formula;
Case
F is an atomic proposition p
Return p;
F is of the form — £
Return —CKKtomu( f1);
F is of the form f1 A f>
Return CKKtomu( /1) ACKKtomu( f2) ;
F is of the form f1V f>
Return CKKtomu( f7) VCKKtomu( f3)
F is of the form EXf
Return (a) CKKtomu(f);
F is of the form EGf
Return vQ.(CKKtomu( f) A(a)Q) ;
F is of the form E(fU g)
Return #Q.(CKKtomu(g) V (CKKtomu( f) A{a)Q)) ;
F is of the form K, f (i=1,2,+,n)
Return [ R; JCKKtomu( f);
F is of the form Csf
Return vQ.(CKKtomu( /) ACA]_ [R; JQ));

End case

End function
Bl 1 CKKn #4624 mu i 519551
4.2 i#@iT mu EEF1 OBDDs £S5 #& 848 M B 75
INFIIZ 5E
HBE AU ARG W) 2 ) S AE — D e AR MO e A
XSG NEM R FEA T FATHE e 0o i

1 mu §E A OBDDs it i 25 T %0 12 58 2 47 8 25 e
TR, 1 5 F AT 3038 W 7K 4 ' 1 Kripke 25 44
M=(S,T,L,R,,R.,++,R,) %ifi% i OBDDs. ix
M gt 25 L+ SCHR 10 5.2 95 42 1 Kripke 45
PR . 3 S A% A n AN A JRAE B 205 205005 2,
MR E S B S G 5 B BE R o 049 A K o] i 55
). A B AR AR B oy sy oo s, I EEAE 5 xR
FR. GE AR TR U R ok AR T
mu A AR A OBDDs.

(D HA T8 p A —4 OBDD 5 Z # X,
iefE OBDD, (2). — /R i y € {0, 1} 2
OBDD, i 78/ b B 55 i y € L(p).

(OB KLR T A —1 OBDD 5 Z A % icfE
OBBD; (x,x"). — i /R il (y.2) € {0, 1) AL
OBDD; [ 7543 b 25 2 (y .2 € T

) H—PEWRRR G=1,2, ) H—1
OBDD 5 Z #1360 F OBDDy, (x,x"). — /M7 /K ]
H(y.2) € {0,175 )& OBDDy, ) 78 43 06 B2 45 1 12
(y.2) €R,.

B — Y EmuE A AR Q. Qs

Case
F is an atomic proposition p
Return OBDD,, ;
F is an relation variable Q
Return assoc[ Q]
F is of the form — f3
Return OBDD-NEGATE(OBDDF( f1));
F is of the form f1 A f2

F is of the form f1V f»

F is of the form (a) f

F is of the form [a]f
Return OBDDF(—<{a)— f.assoc) ;
F is of the form [R; ] f(i=1.2,++,n)

F is of the form xQ.f
Return fixedpoint( f,assoc,False-OBDD) ;
F is of the form vQ.f
Return fixedpoint( f,assoc, True-OBDD) ;
End case
End function

Resultobdd := Obdd;

While (Resultobdd Oldobdd)
Resultobdd := Oldobdd;

End while;
Return (resultobdd) ;
End function

Function OBDDF( f; extended mu-formula, assoc: association list) : OBDD;

Return OBDD-AND(COBDDEF( /1) ,OBDDF(f1)) ;
Return OBDD-OR(OBDDEF( /1) ,OBDDF(f2)) ;

Return Jx" OBDD-AND(OBBDy (x,x") , OBDDF( f,assoc) (x)) 5 (here, OBDDF( f,assoc) (x)
is the OBDD in which each Boolean variable z; is replaced by its primed persion xi)

Return Vx'(OBDD- AND(OBDDg; (x,x") ,OBDDF( f,assoc) (x')); (here, OBDDF( f,assoc) (x)
is the OBDD in which each Boolean variable x; is replaced by its primed persion ;)

Function fixedpoint( f: extended mu-formula, assoc: association list, Obdd: OBDD)

Oldobdd := OBDDF(f, assoc(Q<Resultobdd)) ;

Oldobdd := OBDDF(f, assoc(Q<Resultobdd)) ;

A 2 @y B mu A OBDDs # 2K I s 25 A 8032 i 09 53 ik
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MRFAD R Q FKE —4~5Z X M OBDD By,
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R mu R OBDDs #5750 56 ] B 725 T 152 4
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OBDDFO H [y 45 1.4 2.4 6 T4 7 g TE.
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25 ) FUVAVR TR O AT DL 3R 1. F eR K
OBDD-NEGATECQ), OBDD- ANDO) #1OBDD-OR (),
EFESCHRL10]H B Bryant #47 T #fiiR. False-OBDD
F R %% False iy OBDD, True-OBDD % 75 %t i
True ff§ OBDD. F &%k fixedpointO) 5 3CHk[7 ]9 iy
L. FE A A 2 piR.

PUTEH RIAE M 22 . (BRI R G Kripke 45
¥y M=(S,T,L,R,,R,,*,R,).

WA 9. JEIYE mu R OBDDs £ 5K;
TR 25 DA 2 A 1 TR I I R R s R O () X
Hon=[ S|k PRI 23 3 [ o5 BT 09 SRk
EURRE. PR 2 20 2 v [ f 5 I i R B TR
— B B e AN T RERE RS
0 2 15 ] £

AT 9 [ UE B B SCERCI0 T LAy R J5 AR 45 5

AR SCAESCHRL7 JRLI0 0 7 vk i it b 4 /R T
Kripke £5 44 Al mu i 5, I @ o 9 & mu 38 5 F0
OBDDs, #1458 504G 0] 5 25 DA 61 32 58 1) 3k, fiff
A5 SCERL7 IR 10T J5 7 DA e 20 A TR0 4G ) B 25 32 %
P B\ AT AG I s A5 O 32 . AR SCE 5 1 RS
BRL7IRLI0 A XER 55 vk 78 55 B A J dE 5 A &K
(4 BB A% 1 50 UE B AT A R A 25 B 1 R 48 (iR
ol 102).
5 = 4

FATH SSL 2. 0(Secure Sockets Layer) 2 p
WA S S48 5K #E AT 43 Hr
5.1 SSL 2.0 #2F X

SSL 2.0 Pri f2 4% SSL 2.0 3¢ 5% Wi A1 SSL
2.0 BT UL, Ay F2 B0 A FRATT A vk A AL A

SSL 2. 0 48 F-pill. 2 Pp s nT AR R an R s

C—>S.C,SuiteC,N¢;

S—C: SuiteS,Ng,signea {S, K };

C—S.: {SecretC}ks. s

¢ {Ns } Master (Secreec 3
S—C. {N(r}Mamr<sm—m?> 5

: {SessionId ) vasier(Seerec -
XHECREZE .S IR 4, SuiteC Fl SuiteS 4y
Bl C FIS MINeE %4 Ne 1 Nsap il & th C A S
RATH) B AR K &S A,
SecretC 2 C 7= 2L BB ML RS %5, Sessionld 245
2E IR IR AT s Master (SecretC) J& )\ SecretC 77 4
B F A (BB 4. signea {S.KS H 2 S BT A 4.
LGS ATI B & E C Ml S Z a1 #E 7 — AR . X
ANFREA T4 J5 R A A
5.2 RGpRE

FAVBRBA — DBl # LOIB A% 7 i
SEH Y T REAS B L4 -

= C,S, Iz ¥—~C0C,S,I;

=7 C,S, I §n% & iy SuiteC, SuiteS,
Suitel ;

=Ji C.S. 1 #) Nonces CH A7 i ff T 1) B HL
B)——N¢yNs, Ny

=77 C.,S. 1 W FEPLRL
Secretl;

=7 C,S,I ) £ % — Master (SecretC),
Master (SecretS) , Master (Secret]) ;

=77 C S, TAY— K Ks WK s

=T CS. TR — Ko L Ks s Kp s
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=R

PEAEFATER 70 F ROIR S R R AEH F
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vis C K245 B AC,SuiteC,Ne ) Z i C [ R HRZS
s ={Kc ), k54 S RHRES R ss1 ={Ks s
WikEH THRMRER s =K W HHAESEN L
JRRA SR Csar s sprssn ) FER P C RF(R B AC,
SuiteC,Ne ) Z )5 .C B JRmEIRES 2 {K: ,C, SuiteC,
Neb kg5 4% S W RFRE & ss. = {Ks »C, SuiteC,
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BN E B b A A SSL2. 0 B R R 1 K 4
Ja& 1.

(D A — s T I8  FE LR A2 b % P C
IR S5 25 S Z 8] 1Y H: 2 H %5 J& Secret C7 4G IR
i C FIAR 5588 S 22 8] il 28 2L R,

(2) X F A Wis A7 e, dohi 8 1 B2 AR HNE
“& P C FUIRSS #% S Z I A LR & SecretC”.

(3) H1 45 J7 85 19 F % A 15 B UGIE
B DRY C S SR AL T B i, AT T
P 3 LR Oy AR AL e R d S A7 HLF %
C W Z U1 SuiteC 5550t C K% 1 % 5 %
U5 4 — 30 RO Rt an . [ 6 SuizeC J2& C 19 %
T Z 4f "R SuiteS J& S 1% 15 & 4f " 50 J& % P I
C FIR 55 #5% Z 181 1 28 JL .

WATH £ FRARE P CHIRS 28 S Z it
R IE SecretC” ] Cof GX B G={% i C, Ik
o SHFMRLIEE 10 C MRS 48 S Z A2
FEHIN” ] g R “SuiteC & C B ZL", H h
FR“SuiteS & S WHEMEI" . H Cog £R“g 2
& C MRS 2% S Z I A JL AR H Coh %
NSRS PG C RIR S5 2% S Z 1] A 28 S 7. AR
LA L 3 MERRER R EF(Co (f Ng AR,
oMM AER RN AG—K, f. I RS H I AE £
RN EF(Co(f Ng A NAG—K , f.

5.4 HEEARNRENTE

EF(Cs(f Ng N W] DL 56 AL Y™ 8 mu 3 5.
N pZ. wQ.(f Ng AN A[R:1QA[Rs Q) V<(a)>Z) ,
AG—K,f Al A# e AL iy J& mu 3 5 0 A —pZ.
(RO V<D ML RGEMIE EF(Co (f Ng Nh))
NAG =K, f et AL ¥ mu HA A X 1Z.(0Q.
(fNg AN AR JQALRs Q) V< (a)»Z) N(—pZ([R, ]
PNV 2. K T 2 BATEE T &
48 (SSL2. 0 HpisO Al 2 FLE EF (Co (f Ag Ah)) s

I HARE TR A0 TR 2 A

C—S(D . C,SuiteC,N¢;

I—S. C,Suitel ,N¢;

S—>C(I): SuiteS,Ns,signes {S,Kq };

I—>C: Suitel ,Ng,signca {S.K{ };

C—S: {SecretChgs, ;

C—S: { N5} Master(Secrac) 3

S—>C: { N | Master(Secraac 3

S—C: {

Bt Tl g C py % 24, 5838 C #1 S
e P L 3 5 558 10 o 48 O vk B4 4% B s X FT RE
Wt T ER S C B A e 5 B AT i

SeSSiOn Id } Master(SecretC) «

6 LRiE

AR SCAESCHRL 7+ 9-10 9 F& At b AR i R 2>
R S, 8 1 i Y7 mu 55 A OBDDs,
P T — b e 200 A5 TR A ) 2 A 1 B Y T 1
155 AP Kripke 458 F1 mu {8, 4R J5 01 52
AR AR 2 S P AL Y mu 4 5
SRJG Y mu 5 A OBDDs , BRG] i 2590
HIB . B JE AT SSL2. 0 B AR R 52 BT e K
7 G A 2 i BRI AT

(D) RE AT B RURS I A A1 TR A SRR
)R

(2) AR T ¥ & mu 8 5 2 A F OBDDs,
VLA SCHERL7 M B —FE AL

H AR AT 1E 7E 9 55 A R A B DA S B 58 4
ORERSIEIA AT

2 % x ™

[1] van der Meyden R, Shilov N V. Model checking knowledge
and time in systems with perfect recall (extended abstract)//
Goos C C ed. Proceedings of the Foundations of Software
Technology and Theoretical Computer Science (LNCS 1738).
Berlin: Springer-Verlag, 1999. 432-445

[2] wvan der Hoek W, Wooldridge M. Model checking knowledge
and time//Stefan Leue C C ed. Proceedings of the 9th Inter-
national SPIN Workshop on Model Checking of Software.
Grenoble, France, 2002;: 1-16

[3] wvan der Meyden, Su K L. Symbolic model checking the
knowledge of the dining cryptographers//Proceedings of the
17th IEEE Security Foundation Workshop. Asilomar, CA,
USA, 2004 280-291



252 L2 I S 1 SR 2008 4

[4] Su K L. Model checking temporal logics of knowledge in dis- tion, 1998, 98(2). 142-170
tributed systems//Proceedings of the 19th National Confer- [8] Fagin R, Halpern J Y, Moses Y, Vardi M Y. Reasoning
ence on Artificial Intelligence ( AAAI-04). San Jose, CA, about Knowledge. 1st Edition. Cambridge: MIT Press,
USA, 2004: 200-207 1995. 111-120

[5] Wu Li-Jun, Su Kai-Le. A model checking algorithm for tem- [9] Kozen D. Results on the prepositional mu-calculus. Theoret-
poral logics of knowledge in multi-agent systems. Journal of ical Computer Science, 1983, 27. 333-354
Software, 2004, 15(7): 1012-1020(in Chinese) [10] Bryant. Graph-based algorithms for boolean function manip-
(RS VIRTF SR 28 REAR 2 G0 I 25 TA 200 B0 0 f) A5 780 4G i) 4 ulation. IEEE Transaction on Computers, 1986, 35(8):
B B, 2004, 15(7): 1012-1020) 687-691

[6] Clarke E M, Grumberg O, Peled D A. Model Checking. 1st [11] Mitchell J C, Shmatikov V, Stern U. Finite-state analysis of
Edition. Cambridge: MIT Press, 1999 SSL 3. 0//Proceedings of the 7th USENIX Security Symposi-

[7] Burch ] R, Clarke E M, McMillan K L. Symbolic model um. San Antonio TX, USA, 1998 201-215

checking: 10%° states and beyond. Information and Computa-

WU Li-Jun, born in 1965, Ph. D. ,
associate professor. His main research
interests include formal methods and ar-

tificial intelligence.

Background

Model checking has been used mainly to check if a sys-
tem satisfies the specifications expressed in temporal logic.
People pay little attention to the problem of model checking
logics of knowledge. However, in the distributed systems,
the desirable specifications of systems and protocols have
been expressed widely in the temporal logics of knowledge.
Temporal logics of knowledge can express more accurately
the security properties of systems and protocols. Therefore,
model checking temporal logics of knowledge is a new impor-
tant research domain. But at present, people have not solved
the state-explosion problem in domain of model checking
temporal logics of knowledge. The paper, by extending the
mu-calculus of Kozen and OBDDs, presents a efficient algo-
rithm of symbolic model checking temporal logics of knowl-

edge in multi-agent systems. The approaches can handle se-

SU Jin-Shu, born in 1962, professor, Ph. D supervisor.
His main research interest is network security.

SU Kai-Le, born in 1964, professor, Ph. D supervisor.
His main research interests include formal methods and arti-

ficial intelligence.

curity verification of systems with extremely large state
spaces an so solves state-explosion problem.

The research is supported by Supported by the National
Natural of  China
Nos. 90604006, 60496327 and German Research Foundation
under grant No. 446 CHV113/240/0-1. The mission of these

Science  Foundation under grant

projects is to research the model checking of knowledge logics
and its application in network security. The work of this pa-
per is encouraged by the background and considered as a sig-
nificant part of the mission. The research group has written a
series of high-quality papers in the domain published by some
good journals and internal conferences. The work of this pa-
per is to solve security verification of systems with extremely

large state spaces.



