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Breaking the NTRU Public Key Cryptosystem Using
Self-Assembly of DNA Tilings
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Abstract  Computation by self-assembly of DNA is an efficient method of executing parallel
DNA computing where information is encoded in DNA tiles and a large number of tiles can be
self-assembled via sticky end associations. This paper shows how the DNA self-assembly process
can be used for breaking the NTRU public key cryptosystem. In order to achieve this, a method
for implementing the cyclic convolution product of two polynomials using self-assembled DNA
computing is expounded. Then, a non-deterministic algorithmic is provided to break efficiently
the NTRU public key cryptosystem. By creating billions of billions of copies of the participating
DNA tiles, the algorithmic will run in parallel on all possible private keys. The computation
takes advantage of non-determinism, but theoretically, each of the non-deterministic paths is exe-
cuted in parallel, yielding the solution in time polynomial in the size of the input, with high prob-
ability. It presents clear evidence of the ability of molecular computing to perform complicated

mathematical operations.
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1 Introduction .
_ . . . . 2  Molecular Tiling and Self-Assembly
Given its vast parallelism and high-density
Processes

storage, DNA computing approaches are employed
to solve many combinatorial optimization prob-

lemst?

. However, most of these proposals imple-
ment the computation by performing a series of bi-
ochemical reactions on a set of DNA molecules,
which require human intervention at each step.
Thus, one difficulty with such methods for DNA
computing is the number of laboratory procedures,
each time consuming and error-prone, growing
with the size of the problem.

Self-assembly is the ubiquitous process by
which objects autonomously assemble into comple-

and facilel*.

xes. It is cost-effective, versatile,
Simple self-assembly schemes are already widely
B4] The relation of

DNA computation to self-assembling structures de-

used in chemical syntheses

veloped in the 1990s, largely through the theoreti-
61, See-

Computational

cal and experimental work of Winfree
Reif"!, and Rozenberg™!.
systems based on self-assembly have been demon-

man'™,

strated in both 1-D arrangements called “string
705100 5 and 2-D lattices of DNAM . Other sta-
ble forms of nucleic acids include Z-DNA, non-mi-

tiles

grating Holliday junctions, and duplexes with tri-
”"7.11*125\. For 27D
self-assembly, Winfree has proposed the Tile As-
sembly Model (TAM)™", and has shown that
the TAM is Turing-universal by showing that a tile

st which Rob-

system can simulate Wang tilest'",
inson has shown to be universal'®®. Barish et al.

ple crossovers or “pseudoknots

have demonstrated a DNA implementation of a tile
system that copies an input and counts in bina-
ry*. Cook et al. used the TAM to implement ar-
bitrary circuits'”!. Rothemund et al.

strated a DNA implementation of a tile system to
18]

have demon-

compute the XOR function" The model is also

employed to solve many NP-complete problems or
19-22]

other problems"

This paper demonstrates to break the NTRU
cryptosystem using self-assembly of DNA tiles.
Such attacks have already been used for example in
[237]. However, the main disadvantage of the at-
tack is that it is not fully supported by physical ex-
periments and the Wang tiles that are used for the
attack to form 3D self-assembly have yet not been
made practically. Here, we give a non-determinis-
tic algorithm based on the self-assembly of DNA
tiles to attack NTRU cryptosystem. The probabili-
ty of successfully breaking an instance can be made
arbitrarily close to 1 by increasing the number of
self-assembling components and seeds in the com-

DNA nanostructures provide a programmable
methodology for bottom-up nanoscale construction
of patterned structures, utilizing macromolecular
building blocks called DNA tiles based on branched
DNA. These tiles have sticky ends that match the
sticky ends of other DNA tiles, facilitating further
assembly into larger structures known as DNA til-
ing lattices.

2.1 DNA Tile
Computation and self-assembly are connected

Hare a

by the theory of tiling, of which Wang tiles
prime example. The theory of Wang tiles showed
that square tiles with colored edges could emulate a
Turing machine, if they are allowed to assemble in
a way that would cover the plane, according to ad-
ditional rule that edges of the same color have to
face each other. Branched DNA molecules provide
a direct physical motivation for the TAM. There is
also a logical equivalence between DNA sticky ends
and Wang tile edges. Winfree and Seeman''®! intro-
duced “DNA tiles” to demonstrate the feasibility of
computing through the self-assembly of DNA tiles.
The most relevant constructs for DNA computing
by self-assembly of DNA tiles include the double-
crossover ( DX)I* and triple-crossover ( TX)M
complexes. The structures of TAO and TAE are
given in Fig. 1 (Fig. 1 (a) shows TAO tiles are
formed by the annealing of four DNA single
strands and they have four sticky ends at the four
corners. The strand colored Black passing from the
bottom left to the top right of the tile. When TAO
tiles join together diagonally (see Fig. 1(b)), and
we have a single DNA strand passing through the
assembly from bottom left to top right (shown in
bold). Fig. 1(c) shows the structure of the TAE
resembles the TAO in that it contains an even
number of helical half-turns between crossover
points linking each pair of helices. These 3 report-
er segments will be used for building up a long
strand which records inputs and outputs for the en-
tire assembly. Rotated TX tile in (d) has only two
sticky ends. These two sticky ends are so designed
that when these attach with the sticky ends of two
neighboring TAE tiles, the tile gets rotated (by an
angle close to 90 +) relative to the plane of the
TAE tiles. This rotated tile can fit in the small gap
left in the center when four TAE tiles attach to-
gether. Therefore, the TAE tiles and these rotated
tiles can assemble to form a closely packed two-di-
mensional lattice structure as shown in Fig. 1(d).
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Notice that when the rotated tile joins with two
TAE tiles Fig. 1(e), a single DNA strand (shown
in bold) passes through the middle of the three
tiles). We abstract each DNA tile as a square with
label. Each label indicates a particular kind of
sticky end. Two sticky ends that can complement
in the Watson-crick sense and ligating are repre-
sented by identical labels. Each tile can have from
one to six labels. Non-labeled corners indicated the
absence of sticky ends (See Fig. 1). We can use
different sticky ends to denote different symbols or
values. Therefore, tiles constructed using different
sequences can store different values or symbols.
The tile attached to this tile would have the com-
plementary sticky end encoding the same value or
symbol. In this way, we can pass information from
one tile to its adjoining tile.

’}(/(%\/ > <& -
PSS [0

(b)

2O y
<+
ISONOSONR

(d

(e)
Fig. 1 TX tiles

2.2 Molecular Self-Assembly Processes

Molecular Self-assembly is the ubiquitous
process by which simple objects autonomously as-
semble into intricate complexes. It has been sug-
gested that intricate self-assembly processes will
ultimately be used in circuit fabrication, nano ro-
botics, DNA computation, and amorphous compu-
tinngs—zu )

A tiling is an arrangement of a few tiles that
fit together perfectly in the infinite plane. Pro-
gramming DNA self-assembly of tilings amounts to

the design of the pads of DNA tiles; ensuring that
only the adjacent pads of neighboring tiles are com-
plementary so that tiles assemble together as in-
tended. The use of pads with complementary base
sequences allows the neighbor relations of tiles in
the final assembly to be intimately controlled;
thus, the only large-scale superstructures formed
during assembly are those that encode valid map-
pings of input to output. The progress of self-as-
sembly of DNA tilings can be carried out by the

28]

following four stepst® ;. Mixing the input oligonu-
cleotides to form the DNA tiles; Allowing the tiles
to self-assemble into superstructures; Ligating
strands that have been co-localized, then perform-
ing a single separation to identify the correct

output.

3 Preliminaries

3.1 Introduction of NTRU

We give a brief description of the NTRU pub-
lic key cryptosystem proposed in [ 28], which is
based on embedding messages in a polynomial
ring, R. The ring is defined such that the multi-
plication operation of the polynomials is wrapped
around the degree of the polynomial rather than
expanding the degree of the polynomial. Further,
each coefficient of the polynomial is an integer that
is reduced modulo certain parameters, after every
math operation. The notation for the ring is given
as: R=Z[X]/(X"—1D.

The sets L;. L, L., and L, are subsets of
R. Two parameters p and q are chosen so that they
are relatively prime and the private key f €& L, is
taken so that it is invertible modulo ¢. The inverse
will be denoted by f,. and using a random polyno-
mial g € £,, the public key is set to h=pf,
g (mod ).

Note that f and g are “randomly” chosen in
R, but have a specific amount of coefficients that
are 0,+1 and —1. The polynomial f has d, coelfi-
cients equal to +1, (d; —1) coelficients equal to
—1, and the rest equal to 0. The polynomial g has
d, coefflicients equal to +1, d, coefficients equal to
—1, and the rest equal to 0.

To encrypt a message m € L,,, we choose a
random r € £, and compute e=rh+m (mod ¢), e
is our encrypted message.

To decrypt encrypted message e, we should
have precomputed the polynomial f,. In order to
decrypt e, we compute: a= fXe (mod ¢); where
we choose the coefficients of a in the interval from
—q/2 to q/2. Now, treating a as a polynomial
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with integer coefficients, we recover the message
by computing: f,&a(mod p).
3.2 Cyclic Convolution Product Operations
According to section 3. 1, we need to calculate
We know, the
NTRU uses the ring of truncated polynomials R=
Z[ X]/(X"—1) combined with the modular arith-
An element FE R can be written as a poly-

the product of two polynomials.

metic.

nomial or a vector:
n—1

F= ZFI—I:J(()’][19"9](;I 1]

We write &) to denote multiplication in R. This
star multiplication is given explicitly as a cyclic

convolution product.
n—1

G=F®H= Ef » H %2’ (mod(X"—1)).

We will denote H %2’ (mod(X"—1)) by H,.
The basic operation here, is computing H * 2’ (mod
(X"—1)) from a given number H(H,=H). Here,
the addition of the coefficients is done modulo q.

We have H xx(mod(X"—1))=(h,_, x2" ' 4+
H(O) (J(O) /- G(O) /L,, (,(0)

hy »x*+hy *x)+h, 1, 1. e. , the coefficient of H
have been rotating 1 bit left.
H;,.,=H, *x(mod(X"—1))
=(hj_y 2" "Rl 22 Ry xx) R,
i. e. , the coefficient of H; have been rotating 1 bit
left.

to calculate from the lowest layer, the first layer is

Similarly

Then, we can calculate hierarchically. Begin

H,, the second layer can compute by H, * x(mod
(X"—1)), and called H, , the rest may be deduced
by analogy.

We represent the number H as a string of
DNA tiles, with each tile storing one bit of H.
The tile structure for H would be as shown in Fig. 2
and this consists of TAE tiles with rotated TX tiles
in between. Each tile has two sticky ends on its
top, the left one encoding the value of the bit A,
stored in the tile and the right one encoding the
value 0 as the ith bit of the initial partial sum S_;.
Two special tiles encoding the symbols ¢SV’ and
‘RE’ respectively, are used to denote the start and
the end of number.

he G(/O) U G(0) H(0) G(0)

\ P \ e \ P
1 m

v

Fig. 2

Then,
would assemble on top of this sequence of tiles to

we can construct such tiles which

form another sequence of tiles representing the bits
of HH=H *x(mod X"—1). This is done using the
tiles shown in Fig. 3. Here, H(x), G (w) and
Q(y,m) denote nucleotide sequences encoding the
value x,w, y and m respectively. Notice the tiles
(with six sticky ends) floating above the tile as-
sembly for H. The sticky ends of these tiles are la-
beled by variables x,y,w and m of which x,y and
1,0,1}. Only those

tiles having compatible sticky ends could join to-

m can take any value from {—
gether. Thus the tile which assembles on top of
the two tiles storing h, , and h, , respectively,
would have x ="h,_, and the same y value as the
‘M’ tile adjacent to it (which is equal to h,_,).
This tile then computes the value which is the
(n—1) th bit of H,.
Fig. 4(b).

present the information carried by them. We de-

This operation is shown in
Here the labels on the sticky ends re-

note by [ x ] the nucleotide sequence encoding the
value x and by [ x ] the complementary sequence.
Thus, the tile representing the (i—1)th bit of
H, passes the value of the bit to the ith tile in the
upper layer through the sticky end in its top left

corner. The ith bit tile in the upper layer gets the

P

| | | |
h;_, as the value of the

Input tiles for the number H

value of the (i—1)th bit,
ith bit of H,.
from the tile on its left, through the sticky end in
the middle.
from the leftmost tile of the H sequence as h, .,

The value of y is passed to each tile
The value of y is initially obtained

and is passed to the upper layer through the tile
labeled ‘M.

On repeating this simple operation, we can get
H,=H % 2’ (mod (X" — 1)), on top of H, and
H;=H, *x(mod (X"—1)) on top of H, and so
on. Thus, we would have an assembly of multiple

ms

(c)

e0

Qy,m) Q(y,m) r0
_ Qy,m)
G(w)
H(x)
|z, il x=r0, (d)
~ 1y, otherwise.
w'=(wt+m*z)%q
x,y,min{—1,0,1}
w, w'in (—q, q) Qly, m) Qly, m)

(b) (e)

Fig. 3 DNA tiles required for computing

cyclic convolution product
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layers of DNA tiles, where the ith row would re-
present H;. Now we have to perform an addition
of all such H/s.

For this we maintain a partial sum, S; at each
layer, such that S., =0 and S; =S, |, + f;, * H,.
The bits of S;_, are passed to the ith layer through
the bottom right sticky end of the tiles, but, in or-
der to calculate the corresponding bits of S;, the

v o oml hnil G(0)  hy G(0) hy

value of f; should be available. The solution is to
construct a diagonal tile assembly representing the
bits of F (as shown in Fig. 4(c)), and allow this to
join to the left side of our earlier assembly such
that the tile storing the ith bit of F is attached to
the ith row. The value of f; would be passed along
the row, through the sticky ends in the middle,
along with the y value.

G@O) G0)  ho G(0)

hy

Ny hg R' H,

(a) tiles representing the bits of H with other computation tiles hanging above

H,
Ho
(b) forming H ** (mod (xN—1)) over H
A
V(fu-1)
V(fi-2)
N
Vi
V(o)
sl
(¢) input tiles for the number F
Hs
H;
H,
Hy

(d) getting each H; after multiple iterations of the basic step

Fig. 4 Implementing the basic step of computing H ¥ x (mod (2" —1)) from H

The tile shown in Fig. 3(b) is the computation
tile which computes the bits of H; as explained be-
fore. But, it also computes the partial sum bits as
w, » using the value of partial sum bit w that it re-
ceives from the lower layer through the sticky end
at its bottom left. The value of y and m = f; are
passed from one tile to another in the same row,
using the bridge tiles shown in Fig. 3(e). The val-
ue of f; is initially passed to the layer representing
H., through the tile labeled ‘M’ shown in Fig. 3
(a), to which the ith bit tile of F would be atta-
ched. Finally, the tiles shown in Fig. 3(d) are used
for adding a ‘RE’ at the end, while computing H;
from H, ,.

At this stage, the sticky ends of the final layer
tiles contain the result of the multiplication. In or-
der to output the result in the form of a DNA

strand, we require some output tiles of the form
shown in Fig. 5.

Q)

—
— g QGs)
_ () H(x) )
res
QL QGs)
of ©) H(x) e D)

Fig. 5 Output tiles: These tiles are used to store
the result of the computation

4 Breaking the NTRU

Perhaps of greatest interest is the harnessing
of the massive parallelism of DNA information
storage to break cryptosystem. In [297], the au-
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thors have studied different possible attacks on the
NTRU cryptosystem. We know, giving all param-
eters (N, p, @), the sets L;, L,, L., L, » and a
public key h, an attacker can recover the private
key by trying all possible f& £, and testing if f &)
h (mod ¢) has small entries, or by trying all g &
L, and testing if g&h ' (mod ¢) has small entries.
It is the huge (exponential) number of different
possible f that makes the problem difficult on a
conventional computer. From this section, we will
attempt to break the NTRU public key cryptosys-
tem by using non-deterministic algorithms.

4.1 Non-Deterministic Algorithm

Here we propose a way to perform the compu-
ting procedure above on molecular substrate using
2D DNA self-assembly. By creating billions of bil-
lions of copies of the participating DNA tiles, we
expect that the procedure will run in parallel on all
possible f. The f will be created dynamically as
part of the assembly. In effect, that will make the
computation time linear in the size of the problem,
while pushing the exponential dimension of the
problem into the large number of DNA assemblies,
and thus into space occupied by the DNA mole-
cules. If there is a satisfying assignment, we ex-
pect that at least one of these parallel computations
will discover it.

Our design is described at the algorithmic lev-
el. It attempts to simulate a non-deterministic al-
gorithm for the problem. Non-determinism implies
that at some steps the algorithm makes a non-de-
terministic choice (as if some oracle could tell the
algorithm what the right choice is). In our case,
this is simulated by an exponential number of DNA
assemblies, expecting to coverall possible choices.
The algorithm is given below. Notice that step 4 is
the non-deterministic step.

Nondeterministic (F, H)

{

1. GO=0;
2. H(—1)=H(0)=H;
3. for i=1,2,-,n—1){
4. Assign a value (—1, 0 or 1) to variable f;
5. Computing H(H) =G0+ f;, * HG—1) *x
6. Computing GO=GO0+ f;, x H(i—1) *x}
7. If GO are satisfied
8. Then return and output GO.
9. Else return failure.
}

The idea can be carried out almost directly by
assembly of DNA tiles. The input is coded as a
concatenation of tiles representing the H and F

(now, the values of F are null). This input struc-
ture is reproduced in billions and is mixed with a
DNA solution that already contains tiles from a
fixed library to be described shortly. The appropri-
ate tiles will self-assemble on this input layer. Val-
ues are assigned to the variables f; in a random
manner. Use the massive parallelism of DNA to
compute the convolution product of H with all the
possible F. Each assembly is testing one possible
assignment to the variables F. The input DNA
structure and a successful assembly computation
are shown in Fig. 6. Note that, a single strand of
DNA (shown in black), passes through each tile of
H and thus contains an encoding D(h;) of each bit
h; of H. This single strand of DNA can be used to
represent the number H. Reading of the operation
result is done by the reporter strand method. A-
mong all the results, the one consisting only of 0,
1 or —1 is the private key. From Fig. 4, we can
find out, when calculating the product, the value
of F is given definitely. Here, the value of F is ap-
pointed at random. So, the ‘M’ tile is replaced
with ‘V’ tile. The structure of ‘V’ tile is de-
scribed in Fig. 6(a). The value of ‘V’ tile will be
appointed at random in the course of assembly.

Let us now look at an example computation
using our method. For simplicity we will only con-
sider (n,p,q. H)=(5,3,16, —2' —22°+2x+1).
We take F=x'4+x—1, then, G=FXH=2"—x.
Fig. 6 (b) shows the initial stage of the computa-
tion, there is only one slot where a tile can bind.
This tile will be an assignment tile (‘V7 tile).
Now, we add the other tiles shown in Fig. 3 and
‘V?’ tile required for computation and allow them
to anneal together. Fig. 6 (¢) shows the pre-final
stage of the computation when the last layer repre-
senting H, has been computed. At this stage, the
sticky ends of the final layer tiles contain the result
of the multiplication. In order to output the result
in the form of a DNA strand, we add some output
tiles of the form shown in Fig. 5. On adding these
tiles, and allowing them to anneal, we get the final
tile assembly as shown in Fig. 6(d) (the number on
the bottom right corner of the tile denotes the as-
semblage order). On adding lLigase to seal the
bonds, we will have a single strand of DNA pass-
ing through the tiles in the final output layer,
which encodes the result of the computation. This
single strand begins with the unique nucleotide se-
quence labeled ‘res’. Therefore, the F is satisfied
with this assignment if and only if the success sym-
bol appears in the result DNA strand.
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res H(1) G(O)H(—=1)G(1)H(—2) G(0) H(0) G(—1) H(=2) G(0)
/U

(—1) (0)
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(¢) pre-final stage
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— |

S

(d) final stage

Fig. 6 Input tiles and a successful assembly computation

The actual implementation detail is not dis-
cussed here since they fall outside of the scope of
this paper. However, we believe that we make no
arbitrary hypotheses. In fact, our work is based on
the assumptions and achievements that come with
DNA tiling computation in general.

4.2 Complexity of System

The complexity of the design is considered in
terms of computation time and computation space.
It is obvious from the example given that the com-
putation time T is equal to depth (diagonal) of the
assembly. In fact, it is:

T=m+3)+n+D+3=2n+7=00n).

It follows directly from the assembly time cor-
ollary in [197].

The space S taken for each assembly is the ar-
ea of the assembly:

S=n+3) *n+2)+1=0n*).
5 Discussion and Conclusion

As the massive parallelism of DNA compu-
ting, it has the unexampled dominance in solving

difficult problems, especially for NP complete
problems, than silicon computer. DNA self-assem-
bly is expected to be useful in various applications.
In this study, we presented an algorithmic design
for breaking the NTRU public key cryptosystem u-
sing DNA self-assembly. It extends the technique
used by Rana Barua et al. for finite field arithme-
tic. This method mapping variables of the problem
to DNA tiles, through encoding the sticky ends of
the tiles properly, molecule can hybridize in term
of Watson-Crick complement. The advantage of
our method is that once the initial strands are con-
structed, each operation can compute fast parallel
through the process of DNA self-assembly without
any participation of manpower and the output of
one computation can be directly passed as input to
another computation.

A final detail that is crucial for the success of
the algorithm. The concentrations of assignment
tiles corresponding to variable f;, tiles for f; €
{—1,0,1},
chance of assigning each value.

have to be equal so that there is equal
If this is not the
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it is pOSSible that in the future molecular comput- [17] Cook M, Rothemund P, Winfree E. Self-assembled circuit
ers will be the clear choice for performing massive- patterns//Proceedings of the 10th International Meeting on
ly parallel computations. We hope that this paper DNA Based Computer. Milan, Italy, 2004; 91-107
helps to demonstrate that molecular computing is a [18] Rothemund P, Papadakis N, Winfree E. Algorithmic self-as-
technology worth pursuing. sembly of DNA Sierpinski triangles. PLoS Biology, 2004, 2
(12): 2041-2053.
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