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A Isolated Execution Model
Based on Local Virtualization Technology

WEN Yan WANG Huai-Min
(School of Computer, National University of Defense Technology . Changsha 410073)

Abstract  Isolation is a mechanism that has been applied to allow the isolated code running while
shields the rest of the system from their effects. However, under the PC platforms, existing iso-
lated execution approaches cannot achieve both the OS isolation and the functionality benefits of
the isolated untrusted applications. To address this problem, this paper proposes a novel isolated
execution model called Secure Virtual Execution Environment (SVEE). There are two key fea-
tures in SVEE. Firstly,it fulfills the OS isolation by implementing a hosted virtual machine as the
container of untrusted programs. Secondly,it can reuse the preinstalled applications of the host
OS and faithfully reproduce the behavior of the isolated applications, as if they were running on
the underlying host OS natively. As a result, SVEE guarantees security against potential mali-
cious code without negating the functionality benefits provided by benign programs. Functional
evaluation illustrates the effectiveness of the approach, while the performance evaluation shows
that compute-intensive benchmarks run essentially at native speed on SVEE virtual machine,

reaching 91. 23 % ~97. 88 %.
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Local-Booted Windows H1ij5 [a] (1) H 5% | 3C 4 4 fi sk
Bl

W b Bk . SVEE {5 B A< $tb 1 1004k ] i) 52 B0 1
PR R GL IR By 5 10 R B B, R DR ] 2 Al iR
SVEE VMM 195 4 i AL FA IR TE A 41 46 1
HE 55 i 401 a7 PR 45 1) S BRATL A
5.1 SVEE E#H =5

TEAE G 1 ] R LA AR R 4540 v L BT A AS BE 1
PUALAE AL FR 25 b H 452 AT 1Y BUSHE 4 (sensitive in-
struction) # 75 2 77 £ A B (trap) » VMM fifi 3k B [
T HE ALK ZS B AL L BSR4 B AT AR A
Gy B IE 3K TR BR BE 5 35 i2 Popek 5 Goldberg $i H
) VMM = 24 555 (B AR £ b #1 4% (£ 45 Intel
x86 AbBHAR) 118 A L ALK T A H B Uk

§A (x86 A FRERA 17 A X FEM 4R A7) Ir DL SE 3t
1M 25 A 35 19 R 00 A 5 A B R0 1 s L
F 2 AT I .

SVEE VMM R Z X000 T 2 B E F 4L E
AT Guest 584, HATEW 1§ 0L T A 2 AT 8 A%
45 S BN 7 x86 1Y ring 3 RSB . th T HUR AR
LMD IAT T LA Guest $5 4 AT I SR8 AS K. 2R
M ,.SVEE VMM 2 7E ring 1 56 T $4T Guest
i) ring 0 fCAS , Il x86 AL HAR A RVFAE ring 1 T H
AT ring 0 ARSIt 23 77 A K 4 9 AlE U R 4
1) H BT 23 Guest OS PEREW] T B, ILAh . B T
IA32/ AMD64 A & 85 BTt A ik B » — SE A N 7= A
H B RS HE 2 AE ring 1 T AT I 38 7 4 A BE
T P EOX BE 8 AT ring 1 T U718 Lk A28 4k,

TR G T A ) R, AT T 4R A A
53 & % # 3 K (Instruction Scan and Dynamic
Translation, ISDT). % 4% AR Ay 52 BAK i 7 A~ 5C
H 1 45 S HHi 25 (Code Scanner,CS) fl+8 4 # e 2%
(Code Translator, CT). f£$44T ring 0 fLHL Fij, CS
SATER A 4 DL IR 25 7 A B B Y AR U= R
4. RJE CT fik4ls SVEE VMM ARZSATHE 2 e fhe
545 2 1 PAT BEEL 21 45 M BRI BLAL. ok, ok
TSR EPERR . CS i 2 R I A B BRI
TRURRAE A DUBE BR 46 4 FRE ™ A 1 H 8 H AL

SVEE %:F QEMU 8 B 2 145 4 5% 4 51 %
ST CS A CT. QEMU & — AR Y 2 T 30 245
BB BEI R EE LS B L Z R
TIBATIPRE H bR 4 R H e 2] SN 1 15 £S5
B A 46 A S i ds . B 40 J5 1 48 2 AP B AE 18 2 FE i
GAFH LIRS AT RCR. BT SVEE i1 E#4E R

i )& Windows., JIr LA F A4 8 A 2 /9 QEMU i %
WHAEE T Windows FHTF.
5.2 HRE

Joi 44 B SC, A PR HR R AE PR IR A A I 22 X N A
Ji b 4 ) — BOPE R AS , — BOrE A SE B i S e A
il (Copy-on-Write, COW) $ AR LR 77 22 5 B4l Ok 5¢
. X R HLE L SVEE VM fit itk 7 5 15 2 8 4E
R G TS A T EOm Bodls A — SR L R D K
FLAE it B A 1) S B BL Al 4 PR IR 0 0 20 S 7 5 #R A
WA A PR IR 00 25 BE % th 1 4R A R G2 i SCHE &R
48 a WAk 2 R AL 5 SO R AR HE S — B
Vil 4 F1. R PR RE 98 AT S50 S BLAE EARAE R G A XS
AP BRN 2 By U7 Ta) DT 32 5 PR B 3 3] SVEE
VM A 19 SCHF G B D RE L R GE 48 A 1 G B A
& k.

7t Windows F4 F , Windows XP M 2 J5 B kX
AL PR T P B )RR 2R B IR 55 RBP4 52 R A
% %5 ( Volume Shadow Copy Service). {H J& Win-
dows 2000 N H %A X AR 55, m H £ Windows
T MR 55 A SCHEE AR A SRR 3R AR
Windows |

g P BB R 260, SVEE 4 e 18t >R
T COW LI BR7E J5 I 4 19 80308 148 50t 52 i
BHE B B A7 S ] AR SCPR MG A7 i DX 3 Ay e B
X 38, (Snapshots Area,SArea).

Kl 3 iR TR A T & R BRIK ) J5 ) Windows
WA S B, i 2 Fros . B B IK 3 7E Windows
R TRE A 0 G A rp A T JHG o8 IO ) D 4 45 10 T o R O
R A S IAT COW 8 4E. I3 @) & 1 PR iX
MG — R RMBAE IR G R AN R Z ERTTik

s | [ wmEr | g
............ i. cmmssssssssssem—--
[ ARG ] Bl 2s
B P A6 0 5 1 RES S5
J e
BRI B AB
K3
| |
¥ [ v
SRS SO HRHE X Ik
Tl B 46 X %

K3 HRIRIS IR R L
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1 COW #5:4E 1y 4 3 U8 B #0424 HBUR S Jitih
£ 1/0 33K 63 (1/0O Request Package, IRP) [}, ¥
AT IRP [ 2 50 L ) IR 2 15 K 2248 ok i) 0808 7 A
A S 43 W BH %€ 3% TRP H 31 &2 A B
i F) SArea MHRAE5E ML — 3802 17 55 ) U R G
PRAAEARME L 1 U7 [R] % 1100 2 R BB A X &2 LA T
P RGeS U ) BRSO L 5 P R A %
95 0 4% 5 17 ] SArea.

5.3 ETHSMBHEMER#ME

Xt R G PRSP 5 A i 5 2% O 3
{4, B ik SVEE FI| FH 2 10 08 0 S A1 28090 5 A 6
CiGHOPSES

RE LR R A R B R E X RS YR IX
H o IX R SR A 76 B UG 8P B UG 2 S5 B T
M — o o7 P KA 25 4 DR AE T A L R B T 4
ZH 4 R,

SVEE [ #HL(SVEE VM)

FERIDER N .

i #IMBR

i P10 B R A (virtual simple disk )

i ] [ i =i
: AV : AV
: R H
= = P |
[Z EE DI 1 ; —
xR E ? i
:V \ 2 2 V:V v
[]] stz [ s [ svon [ wpues
v ¥ F
REBRIBCERIBL) REAT S IXT TS X2

[ st

[ rshsix

B v maxdimsx#

I PN R R O

NS S 9 ) At A 8 v PR R L S
P 7y B H 2 X T SVEE Sk, 4 &
A DR R 0 K DL TR] 0% A T 2

(D) fEFECE T . B 00 e S P i,
W32 1 5 N B A7 1 4 X 2 1l th B SVEE JE AL
o X AEAR T T TR L A N RT G A  OK
171736 3k T R 2L 167 B 45 A P W T S
()35 A BEAE SVEE R HUHL A5 1] 5

(2) BB B Z M HRIE RS
SRR R AR A By KB 5 20y K55, 27 X
HAH I 1% & (mirror volume) ., RAID-0 #: 1
RATID-5 #55. Jr AR 2R B 4 5 10 480 P IR 08 4 4
RETEN & A 20 XA 0 00 2005 1 32 4 R Y
JIT A G AR AR LA A DR R Ay 5 ) AR B D) s A
TX A (AL

(3) 5 T #RAF PR IR B 4 2 S R 20y
FEAS B S A TR B, FH P AT LA (6 B M 5
[F1) e B K41

6 Rk

AT R SVEE /9 2 G840 X 5 7 RE I ik

BRI M 18 EVLATERE R S8 Windows
XP SP2, Wit T 1G %75 DDR2 333 )£ 5 1. 60GHz
Intel(R) Pentium(R) M #bF#§.

6.1 Theeilik

Dy fe A 3 250 I ARy - (1) SVEE By #%.0
TRE . B & 48 9 ALY A o 4k )3 365 (2) SVEE
VM 1y 2 58 R AUHL Y FEA T RE.

5 24 SVEE [ #l#Lis 17 B (14 b % 4% K, Win-
dows & i _E #p &3 N “ Virtual Execution Environ-
ment” ¥ % 0 B2 —A~i2 1789 SVEE & #HL, % &
LN IZ1T 4 Windows ¥ I 48 i 4% . Word 2007
Fl MSN Messenger. i T SVEE EIHL A ) Local-
Booted Windows 5t %= 4> HE 2% 2 800 X 600, [N I &
Ry 5 10 A5 B0 A JR 5 4 F Windows BYANIF].

YN RGO L. SVEE VM 1 i 101 1k 2 i
FEAHE AR L S D 5 R R L . 18 43
A 1Y 1F 6 PR 5 i K AT S A B Windows 1Y
QEMU 1 test-i386 T HIGIF , test-i386 ik T P 47
Intel x86 [ ] 1 5454 . 614 SSE.MMX #l VMS86
SRR A B IR 25 R R B A X SE 48 4 1 SVEE
VM AT 25 R 578 Host Windows T Y 45 R 58
L3 B Ah, 18 3 fF Local-Booted Windows
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Kl 5 SVEE it ## A

T BT A PassMark B:9F SVEE VM H g
A o T A X S 5 4 1 AR IE 8 A0 R B A L BRUAR
IDE ## .CD-ROM , ¥ F #1 g 7% F 4.
6.2 HEEENHR

PR A 45 AN 4 . (1D SVEE VMM 5 15
FHLRHERE LL A (2) P B AR X & 1/0 Fn ik 38
PEPEREAT R B AT . /O PERE MR 0 T H R
S B FEE 1/0 MR T E ToMeter (2006 4 7 3 & A
14 J5 BT hRAS) .

(1) SVEE VMM H#: e i

B T 80835 4 . SVEE M ML 4 K 4 48 4
Al AR AR EALALBEAS E AT R AR A A

PRI PERE 5 18 AL 1% AH 22 A4 K. AH & 90 S A 2 1
AR W ERAE CAnE AR B SCUl e AR LR T/O 1
] HR BT R S8 %) SVEE K IHL & A 5 2 1t
RETTF4. Sy 07 03 552 1o 17 P A e AR M e A SO T
M3 T. 2 4E FreshDiagnose 7. 86. H1 T 5 16 v T
FR D PATRUREE 4 PRI PR RE N R T B AR LS
FEHRBEEITH R, MRS SRR T X — 4548, W
& 1P D0y FHPERE TR 4 HLia R 2. 1206~
8. 77% V- P E F [ 4.78%. Mk if 5 VMware
Workstation5. 5. 3 [ PEREM T b3, T RA T2
DL P T 00 114 Bl 25 48 4 e 0 R AR Ok Ak 3 U 4R
%4, SVEE 5 HPEREAH L P AR T A 1.

& 1 SVEE EMNEREENMERELLE

Host Windows SVEE VMware 5. 5. 3 SVEE/Host Windows
MDIPS 5850 5726 5723 97. 88
CPU MWIPS 3142 3048 3051 97.01
Speed 1596 1589 1598 99. 56
Multimedia CPU Index 3130 3016 2884 96. 36
Integer Assignment 80492 76422 77357 94. 94
Real Assignment 67520 62331 62425 92. 31
Memory . _
Integer Split 78695 72766 74198 92. 47
Real Split 78633 71733 74001 91. 23

(2) 2 PR R ) P B D it

R AW NN £ E e N O Tt A 1K)
K e Hb A 3 PR HE IR 2l 1) TF B AR T X 4 R RO B
(P BRI 7E 18 LR EE T UEAT Y B B AE T
F IR N A P OF T S PRI L DAL s
ER O SRR R B E AR T P RE I 4.

m 3.2 Wk, BRI F COW By 8l iy 8
BN T R ARG 5 Y TRP [y A B0 37 FE L B O A 2
T EIGRER /O MRk A BT N T it
3 b PR BECHE SR B PR AR T R FRATMSC T R e X

(1) B3k ToTime(Op , Target) : Op & L1/ O
YERTY, 2B A HE S W AR, Targer 78 1/0
BAEE X 0 % L ToTime SEPRE LT RE &
Targer it i) 1/O B[] ;

(2) F 5 TestTime: & LA P RRIK S, H Wi 45
BRSO & T T COW #AE Bir iy 1Y i ) 5

(3) BR%X Dirty(BlockNo) : %€ X 3t BlockNo &
ZAT COW 4845 iy HE 2%

EFU LRI FAXIE RS
PR IR IR 10 1/0 B 8] COV FROR R 6 4 . SA &
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ARPRIX I VS FOR B D
IoTime(Read, OV)=Test Time+ IoTime(Read, OV)
a2
TIoTime(Write,OV) = Test Time-+ P(Block No) X
(IoTime(Read,OV) +IoTime(Write,SA)) +

ToTime(Write,OV) (13)
AL AT AU AR A A TR 1/0 B ).
IoTime(Op,VS) =

TestTime~+IoTime (Op,0OV or SA) (14)

HF TestTime FEAUIEW AT HRIEMEZL
PIIR VT4 A 0 e AT A B 4R A H 3 5 s ik B
TEIZ R YA PRS 8 PEAT — IR HO AR AL M B4 A (—
FRCfEE ] S B0 50 L X WD s A AT AE — A48 4 FA

WIE . BRI, —AE BT Test Time $HXF 1/0 325
£ (eI I e D 4 N S T A 1 U I S . /A= W
FATH LLFE COW F AR Sk 1 132 I b 45 L 5 TR
WA 4 ] DL Zmg AT, S50 b 38 5 P o ik B 5
SRBAEM /O PERE T REAE] 1 %.

HE X F 5 IR 454 X A5 AL ek
FEE I — R B B AR — KRR BT COW
BN ] — e R AT — RS i B i #4  B RAXT
C4HAT T COW #AE M Hof AN -S4 tL TS,

FATI R T 4 P BEIK B0 7 >k 1Y b 225 4.
EATAT I /O #AE b S48 & 2300, A ik
B AR 1/O MUk D ¥ 20 73 A W3 2 s, Ab B
RETFHI /N T 3%,

F2 HWRECPUMRETFHNIR

CPU Utilization/ %  User Time/%

Privileged Time/ %

DPC Time/%  Interrupt Time/% Interrupts per Second

To b B () S5 hR 4 2.785 0.0333 2.755 0. 004 2.173 223.421
R B R LR 4. 184 0.0659 4. 146 0.03 2. 605 33. 827
PR R R B 18 1 8 2 233.82
e 4.891 0.0012 4.910 0.036 3. 660 235.783
hacker//Proceedings of the 6th USENIX Security Symposi-
S um. San Jose, California, USA, 1996. 1-13
7 % EE e

ARSCPE IR SE BT A T AR AL SR B 4
HEUHRAT R 858 SVEE. SVEE 24t 115 H g 2 T i
UL B0y B 25 BIL A A 7] 9 38 A RF 1. SVEE fie R ARG
PBIETEAE PCF G T RIB 46 T #RA/E R G0 A
TR E B RE ST R T R G & etk SR
fR AURS A AT A

UESh 58 SVEE Ay ZE M B B AE RS S
HASC R, AR P . £F X% SVEE 2 GBI 7 1 H A
Mo R P AE D) BE B9 A AL R PR RE T B A
4. 7856 R B R E AR A R 1/0 YEREIT /N T
1006 Kb BRASTF A /N T 354,

Rtk . SVEE i i 52 8L 5 T A4 3t AL FooR 19
B RGBS A R B E B O B AR 1R B
AR M (918 3 R GUR 2 A TE S R e AR i al
P O R A A R BT AR I T — R A 2L
(2 4 AT R BT

2 % x W
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Background

On PC platforms, users often download and execute
freeware/shareware to benefit from the rich software re-
source on the Internet. In spite of the high risk of executing
untrusted programs, a significant fraction of users seem to be
willing to take this risk in order to benefit from the function-
ality offered by these code.

In order to defend against potential malicious code, some
host-based mechanisms were introduced to enhance the host
security, i. e. , access control, virus detection, and so on.
But access control can be fooled by authorized but malicious
users, masqueraders, and misfeasors. Although virus detec-
tion and similar technologies can be deployed to detect widely
prevalent malicious codes, they are limited not only in theory
but in practice. In theory it is undecidable whether an arbi-
trary program contains a computer virus. and in practice it is
also very difficult to accurately analyze the polymorphic or
metamorphic virus code. Sandboxing is another approach.
However, the main drawback of sandboxing-based approa-
ches is the difficulty in policy selection. Too often, sandbox-
ing tools incorporate highly restrictive policies that preclude
execution of most useful applications.

Isolated execution is a more promising approach to
bound the damage caused by undetected or detected intru-
sions during their latencies without negating the functionality
benefits of untrusted code. But on PC platforms. existing
isolation approaches cannot achieve both the OS isolation and
execution environment reproduction. The former is a prereq-

uisite to make the system be immune to privileged (kernel-

mode) malicious code, and the latter is necessary for reusing
the preinstalled software and reproducing the behavior of un-
trusted code because the behavior of an application is usually
determined by the execution environment.

To address this problem, the authors propose and im-
plement a new local-booted virtual machine, namely Safe Vir-
tual Execution Environment (SVEE). The untrusted code
container of SVEE is a hosted system virtual machine, which
boots not from a newly installed OS image but just from the
underlying preinstalled host OS. In other words, SVEE
loads another instance of the host OS. In this local-booted
0S, no privileged operations will be restricted. Hence, the
accurate behavior reproduction of untrusted code is assured
while the host OS, acting as the trusted applications’ con-
tainer, is shielded from the effects of these untrusted code.
In this local-booted OS, all the preinstalled software, maybe
in size of several GBytes, can be reused directly. Thus,
SVEE achieves both OS isolation and the behavior reproduc-
tion of untrusted applications.

The focus of this paper is on the architecture and imple-
mentation of execution environment reproduction, viz. the
local-booting technology. The authors introduce Volume
Snapshot technology to solve the file system conflicts due to
sharing volumes between host OS and SVEE. In addition,
they settle the deadlock problem induced by the snapshot
Copy-On-Write operations for the file system using global
locks. They also implement the dynamic OS migration for lo-

cal-booted virtual machine.



