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A Fair Multi-Party Non-Repudiation Protocol

HAN Zhi-Geng LUO Jun-Zhou

(School of Computer Science and Engineering » Southeast University, Nanjing 210096)

Abstract  Practical multi-party non-repudiation protocols must respect viability, fairness, timeli-
ness, exclusion-freeness and confidentiality. In this paper, the authors point out that most of the
existing representative multi-party non-repudiation protocols with online trusted third party, such
as KM and its extensional version OZCL and OZL, lack the supports for the properties of timeli-
ness and exclusion-freeness, and are vulnerable to denial of the non-repudiation service attack and
so on. Bearing these issues in mind, the authors present a new protocol NKM, which respects
timeliness with time-span notion, which does not need any global clock synchronism mechanism,
and respects exclusion-freeness and confidentiality with double group encryption notion, and
makes evidence managed efficiently and avoids potential denial of non-repudiation service attack
and replay attack with evidence chain notion. Subsequently, the authors give a formal analysis of
its security and put some consideration on some security issues of protocol deployment. Compared
with existing protocols, NKM have advantage over them in terms of security and performance and

can be a practical protocol.

Keywords multi-party non-repudiation; timeliness; exclusion-freeness; denial of the non-repu-

diation service attack; replay attack
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Ji IR IR AT . B4l BT 2 4 S AN T A AL R
REB)T 11 & 2% 7 A IA B — B 3 S0 R AT 5 N 2
R TTHAT BN BOR SE . | T A7 A A it
F18y B - E 8 10 3 A 3k T 0 20015 B Ak 2 B 2R A A
AT SCAEAF R R AT AR A PR B Y — L S T
B AR PRI 3 A Sk S5 OR AT S A E D R
HLA R AT A L2 LI BR P % 1 S S A
JoT. SEELAN AT B A RS O B AR F G fe] B AR B 2
- H HTE E A R U 5l A TTP(Trusted
Third Party)"™. 24 §if i BF 55 3 B2 4 o 76 5 17 B il
N TR 32— 2B AR ER SO TTP AR .

Z WA TR 5 T8 E A BN N
MHTWEFEIAE E AT TE — A BUAGE F Y 2 07 R
R Z 05 PS5 W5 D SCHA L L B T S AR A A 22
590 DMLY A ot AN AR ) 3 22 0y P LR
I L5 TCHER L BAR B ORGTE 2 0 A A8 e Bl
AFAE— BB 5 H AR X 22 05 R AT A A A B 5
HARD. WA Z H A BN ZHCRH— X 2 P
VAR FNEE G PRS0 4 3 58 A B T R w5 5 N ]
NP AT 5]

SCHRCO T4 B T — A>3 44 19 1 J7 AN m] 75 A B il
(ZG) W 58] T 2 e, R EAR . T
B LI X 017 AN A N ) 1" L NN 1 R 2
G T AR 55 R B L ZG ) 3
FE T A H A BB SCHRCL5 4 B ik 0k U5 #5 i)
RIS ) 79 S5, & 3% 1) 3k el a2 i P A, R SC k[ 16 14
%5 W AR T A R I [ A8 X TR O I
P H 07 ik A T i e AR % 19 B i) JBE 4 AR E BT i ik
T ZGGH ML R B NZG). R fli 2G W H F £ F
A SCHER5 It 2 R ZG E AR 2 0 AN &
INFRC(KMD. B 6 KM 4 F 55 4 45 - SCik[7-8 ]
R R AR R BB R ARTH R I 5 1l
Z RS E P A KM i 7 OZCL A OZL
PRI SCHRL L7 ] KM RE i 5058 28, 56 F 1 ) 5%
0 0 FLASE R X 4% SR 51 A B8 B AT T AT
fli. SR A SCHR Y KM, OZCL #1 OZL #5A Ho45 i
REL R T HE 7 M A 5 8 52 IR 55 R3S T L TRk B
IESCH G M AE A U Sk ah BB 2R
NZG, #2 H # il NKM.

ARSCHS 2 1R A AL KM, OZCL Al
OZL TEAE B8 2 60 5 55 3 5 45 IR SO R FH R A5
TSR RS N 7 %65 56 4 4R NKM P,
HTIe T U AT B 2] 2y gt e s 5 5 1 B UL B0 0
NKM 455 6 956 NKM 534 P il 17 1
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2.1 KM #i%

KM £ ZG M2 . T FAFARRSEER A X
H 4 B i R B AKEU K 1 Con i [ F Z 01 R 13X
PTG A W EFES {EOO, Cony } » B4 FIIE 4
{EOR; ,Cony }. W3 HA BRI (WL 1 A

1. A= B: froo»B,L.T.C,EOO;

where L=h(M,K) and
EOO=S4 (fro0 B, L. T h(C));
2. B/~ A: frox »AsB, s L, EOR,
where B, € B and i€ (1,2,++,|B|} and
EOR, =Sy, (feox »AsLsT,0)5
3. A>TTP; fs., B \L.T.Ey (K) ,Suby ;
where Subx =Ss(fsu +B v L. T Eyp (K));
4. A TTP: fe, sAB L, Ey (K).Cong ;
where Cong = Srrp (fem sAsB L T Ey (K)) s

5. B, <> TTP: fe, sA.B L. Ey (K) ,Cong ;

where B/ € B' and Vj:1<;<|B'|.

KM fETEUN R 1% 2 BRI

(1) BF PRV GRBE  XHEUCE A A ATEIR T
PREIHKG Sub$238 % TTP, [ EHnsE T3 B (1<
J=IB DML RS, 35805 & HLEKER
Cony i AN BEIE 7 24 1B B s FE.

(2) TCHEFs P Bl B, R0 A 1. B ik iR IR
HHA B A B A A T RER 3 R s
B WCE HEBRE B Z 50 S BB Gk R A &
B 3.

(3) HL— K B A . 76 2R A #7EA [8] I8 B 0 4
WG KM 7 2 2 R IAT.

(D) ANATAIAR 55 R A B . B A Al ik
BB R A SRR T, IR e AT U L 3 A
4 AT 1, 30 B b R R R A
A BEAT BRI TTP ¥ X2 5IEW
AN AT A5 AR 55

OO Rl & i By kB di. #7% L=h(M, K)
JoEME— PR IR PRSI A AT E I Conk - SR B,
A TC I OCER B C BT IR B B TR L B A4 T
H A7
2.2 OZCL 1 OZL thiY

OZCL 1 OZL PriUiE KM Bl i 9 78 . fif B A~
[Fi] =28 B Jn 4% S [ 3 2L 1) 3 {8 75 P U AE P 5 A
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APk 2 40 B Y. L OZCL Bpisl Ry ], 1 1 an
TOLE 1 £
1.A—IN: froo s IN,B, T request,C";
where €' =1, ¢, 2y uB, EOO,, »++L,¢,x,uB,EOO, and
Li=h(M,,k;) and EOOc; = Sa ( froos INsB; sl s x;
uB;, T sh(request) ,h(c;));
2. IN—>B;: froor +Bi A, T, 1 y¢; sx: »uB; s EOOI, 3
where EOOL = Six (fr001.5,.0.1,cx, ats, Torce, s
3. Bi—~IN: fror s IN,A,l; ,EORc; ;
where EORc¢; = S[’,Y (fror »INA L 2 suB; s The;) s
4. IN—=A: frori »AB L' EORI;
where EORI=Sy (frori »A,B L', T,
h(request) sh(C')) s
5.A—>TTP: fs., ,TTP,IN,B ,L’,T,Ey (K),EORI,
h(request) sh(C") , Suby ;
where Subx =Si(fsu» TTP, IN,B ,L',T,
Ey (K).EORD ;
6. All > TTP: fe,,s TTP,All, L', Ey (K), EORI,
Cong ;
where Conk = Strp (feom s All, L', T Ey (K) ,EORD.

OZCL A AE U T 1% 2 BB -

(1) I FRAEBRFE. 5 KM S4B, A AT AT #i 4E %2 £
Sk o I B B Lk I S B A TG
EH 2R MRS

(2) ToHE R PE B pE. AR CIN)FE N —FpaE5E 4
RS, ATRE 2 S A LR S I B HERRTE
4 B Z 4.

) AT EINR S KRB A& BE A5 IN &
WLk PR B B R SR E T JF e AT
B A~ 6. AT 2, 5 B o LR
1EPREE. A 5 IN SRS PAT BBy Ee . TTP [
FIEZS 5 IEW A TR S .

3 BESEMEMNZAFE

SCHRCL S 5 18 28 SF A 0] 5 dA B B0 fdE T A9 £ 38 4
N =2 AP FEE 1B (unreliable channel) | 34 {5 18
(resilient channeD) FIR] FI{E 8. N fij B WL, T Y
X NKM i AN AT 56 5 308 A e 45 T AR an T 2 3L

RESURIEZ R E 4 4 A IeH ©s (S Ms, T
Chs)stx{R Mg, Tg,Chg),tc{(S,C,R),7: (S, F,
Ch,R). ts hRFZEWITH 7€ TsHf 24K S 7] {5 18
Chs MG R Ms. to Ry HEU U ST TE T i 21 52 14
R MG Chp WBME B Mg, e H{5EHE =04, LK
SHR TR C. o HEEAT WU ITH . 1T H

PR F AR SIAR S MR [If5E C @ EAT . R
SR F BRI b 71 E X
A S o RoR MR BAL k. Rk E A E T4l
t{A,Ch,B),ts(A .M, T,Ch)>\ (B,M, T,Ch),
t(B.M', T+1,Ch)V (A, M, T+1,Ch),tp (A, [,
Ch,B)V (B,g.Ch,A) AW T & X.

EX IR E(SE).  Ch AT SE(SHE (unre-
liable channel) .V 24 £/l & F A 2 — .

(DAccB: f({A,M,T,Ch))=(B.M',T+t,
Ch), where M= & N {((M=M"\ (M=M' \ M'+#
TN NO<t<<+co) V(M =T Nt=40c)}.

(2) BcA: g({B,M,T,Ch))=(A .M, T+1t,
Chy, where M= N {((M=M"V (M=£M' N M'#~
NNt <+c) VM =T Nt=—+00)}.

TN 2(BPE(EE).  Ch N3k {5 8 (resilient
channel) , ¥ 24 41 F iy #230 [w] Bf 6 2

(1) A<B;: f({(A,M,T,Ch))=(B,M', T+1,
Ch), where M= NM=M" N\ 0<t<+co.

(2) BcA: g({B,M,T,Ch))=(A M, T+t,
Ch), where M= NM=M" N\ 0<t<-+co.

AT AR S5 T A B 2 4 O B e T R A
JSERI A N SN SRS A RN & 8 1o
eSEH KM Pl A ¥ K 425845 TTP HiR 4
TR A B R R R A TR AR KL AR, A
FE R0 2% B A] ORE HE R 2 5 vk i H . R B AR
PEPEOR B i AN R T HEF 2 NKM SR T
T S L8 — UCRE 0 2% R kB % . LA Ak an
T A SR K BENE (R BN AR GE A B
RO G284 TTP. . TTP #iE T4 B')G
of A 1) 1 8 SC TR BE NS (R BRI L e A
N B LR IR B R SCA A 2 BB X R
FEUML A HE R B R R A BB KL A B/B
HRSR T TTP #8 TG 15 i %5 ) e 2 W1 3. —
% R P SCERLS J i i e S 14 FE IR Al B e LR
FE %% J5 58 AR 380N TR 4R A (B TC R IR B L AR S
B A R

EX 3CIRBEME). 177 0 25 bR H 43 1
9 EFD ) — R BEINEE R W o S BN 4L
14 Ji) B 3 S

(D) p TAFEINBREL ¢ E(M) X K"~ C", 1
H E(VD R B — UBE N %% 7 %8 RIS TE 1800 % 3
HEWD A& T R4 ¢ 9B SO IR K %
WA PR C ol 2 S0 PR 4

(2) o PAFAESRE REL : C' X K—>EWMVD ;
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E )= (@, (EGmI)) NmEM Nk,
kysess sk, EKN AR J 5 {kyskyyere sk, bk (Horp
1=<"i<Tn ) FHOGF IO 1 i 2% % 1.

EX ACUERMME).  — KBNS T ER,
T % R Ao 3 E R D L B SCR BREE 430 M
MC; ZRBEIME TR o - IR RE T 53R ¢
s W2 SCAT BREE 43 3 S M7 C P o(E(MD)
Dy (C"y) hy A5 5 U B fige %5 #2524 HL AL S
E(MCSCADOSMAeM)HYSC N¢ (CHE
M'ANEWWDSM' A¢ (C'H)SC=TRUE.

4 NKM i

4.1 thiltdid
NKM {5 A, B F e MiE TTP FbRi, H
A.BAI TTP #4 A C %2 A8 IF FIE D %
AEEAEA Y. R, TTP 5 A 5B, [ #8 % H 52k
Hil GE X 2),A 5 B Rk A AT SRR 18 GE L D).
BEA 25 S AR I A o J3E 22 5 AN S OROK S A T e Wi i 7
Bl P9 S I B BRAT 2 1F D B 5 T A
NKM 22 5 BEE AT W T NZG, {5 i # ] 5
T2 77 A AL RIS IR IR AR 55 2 A ik A K
JE BT A H 45 1) JE AR P NKM 6 F RUF 4R
(1) 32 I 1] B A8 2 o O Dp DUAE O 7 4 R I o [ 28
17 D L B 3 16 I BR AR 5 (2) SR FH XU o o
I oI /o i R A o £ M N O N S S v ) G
(3) e Bl AN [7] 265 B o 2 AN )3 JE B 0 0 (45 . 5 By
BUATZE B 22 500 s (D SR JTUE S BEH R U RE w1 2%
ZEAPIE R ST ETT I 55 2R A ot A T8 4 A v A
TR H o i IR] BB ok A SRR 16 ]2 i) g (T
PRI ()l b A — R SR T 0 T 2 (] a5 R 4
toy=| T, — T, | S I 5] B (o). I i) By X 320 i ]
KA T AN K B ] B S e B 220 DI AL 3 v Y
AAF G R SCHRLS » 7-8 . S AP JRANT (LI 1 A7)
L A=B,: froo»Bistaslisci sz, suB, ;EOO, 3
where , =h(A.B, . TTP.h(c.) .h(K)) and EOO, =
Su(fro0 +Bilivxs wuBi sty +h(e)) s
2. A= TTP: feu Buta+L.Ey (K).EOO. Suby s
where L={/, | B, € BAl<i< | B|} and EOO=
{EOO, | B.€ BA1<i=< | B|} and Subx = Si (fs -
ByL,ts+Es (K),EOO) s
3. B/~ TTP: fron +Asli sz, »uB; sty »EOO, EOR ;
where EOR, =Sy (fror Al s suB, sty sci s EOO) s
4. A TTP: feo +AB oL/ Tty otSety u (Ey (K.
EOR. Cony ;

where L'=1{l,|B;€ B ' Nl<<i<<|B’|} and EOR=
{EOR; |B;€ B AN1<<j<<|B’| NB'CB} and tSety =
(0, 1= < |B'])

. Bi>TTP: fco »AB L' Tty tSety @ (Ex(K)),
EOR,Cong ;
where Cong = Strp (feons As B's L'y Ty t4y tSety

(@21

¢ (E5(K)) ,EOO,EOR).

KM, OZCLAIOZL
B 1 Online TTP %77 K 7 A Brisl

BT X 18 22 4 ) R R SCHE A 2 AN ME— 17T 51 K 1Y
S 8 A PR DR Tk Lk IR A N IR
I8 R BT (nonce) bR & Bl 78 PR RS 25 H A 7
R AR NKM A T — Ff 7 ) i o 5 2
TR TR E R, B A H# K EOR, #2545
A, TiiH EOR X5 Conyx—ie gy TTP [Rl6t % i, ik
A TG B E R Con LI BT NKM 145 2 0f 7
K1 ZHTEP 3 ZE AT B2 2 528 3 W] If
RARAT. WA BE 4 #2300 1 A F B sE S0, ARl
TTP f¢6if Subx 1 EOR, () AWM T J2 TTP k&
A Conx WY E] 53, B A 58 B, %% A7 B i 171K
B, B5K A ¥4 EOO K Bo# EOO, k%% TTP #17
Ak, 8040 4 ANERETE A 3 ZHI AT . TTP A&l
TR K Az R 3 - DT 3k O T AN ] A AR 55 R AR
U I N T BN 3 20 SR RS AR Y

1.A—B,. # B,(<i<<|BD¥H M A 4k 5 EOO; ,
HAR L4 EOR, . # A, B IGIEN TTP 4345 3E 5.

2. A—>TTP. A L% % B #ikghinlm TTP 2%
Subk. TTPIRH] Suby )& . #FhA B P EA K B kKXW
EOR; AT ST R F= A2 Conge 4 11 20 46 25 25 15 R Al 66 2 1Y B,
K% EOR, , S s K if 8] Ry ¢4 GEF TTP w4, 31 i ik
RO TTP WE] Suby). 85088 1 EOR; , TTP 3R70K 1
ML SEPRAR R B, B IR 5 & BT (WA A o 1B AT E 42 52
EOR;. H EORARFEAE TTP b W8 L8 SR AR ) 5 25 78
b WA 1y (L[ B'D B, W TTP 404 B, \ Bt
bk, &3 0 B 1k B & W TTP W Suby %
4 1 I B A 23 51 R 24 45

3. B—~TTP. B,(1<<i<< | BD W F| EOO, )5 , %5 A il &
LR K M, 1] R 38 EOR, % TTP R 277 A AT fif 2
gy, 1A HAEBR I B, — a8 ST £4 PIHRAT RE DRI L i 2 42 PR B,
TG kNG AE BT M B Bl B3 T e ) B0 S A
P28 EOR, , Bt 34 & AT B 0 A1 58 B A0 » Il A 5 W g 7E
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¥ 3 ZJE AT 2.

A Conk: L3R 3 5 MG, TTP 4 3| Subk 1
EOR,(1<<;<<|B'|). #:% TTP ¥ EOR, "} EOO I Suby
EOO % — W8 EEBEWANAE WA &4 Cong. R B IE
TTP FoRR MR AR L m] 1058 5 OB (R B 4, RN TE#R K
i T to A TR)BA QLB B BR. i F TTP 5 e sL ke 2R
PG 3 WOfE 2 2T e R R BR A R KR
t)s R TTP ¥ 1o F LK ta+2(x>0), A Fl B, S BEMN
TTP 4 #: & 5] Cong.

4. A TTP. A58 Subk 5 » 8] IARKi# & TTP J&
WBRATT Cong 45 HF 14+t MBI G K T EK R E Conk » A
A #ifE B =2 IHE LB RIER, A &R A g, FH AR
F| Cong , BREWEW] B, A<;<|B'DWAEMZ T 5 T+ 1 ¥
M TTP b2 5 k;. [ A BifEdE EOO, EOR il Cony » A
YTRERERA SR

5. By TTP. B,(1<<i<|B|)#£% EOR, 5 , W HEAR
1K % Conk. 45 HF) ts + 1, # I 5 18 AL 5 Cony . B,
A fE TTP RULE Suby T {7 IR R TTP. K451 k4
. 45 BRI R Cony . ALK LREINRTT £, .y B, I gt F
Ly BITTHE TTP A B R BR. B' s 5t & P47 EOO , EOR
1 Cong VE H J& M 4y i D

T B UL B JE . DL F AR NKM W58 58 /0 Hil
IR B AR I AT R . A R/ B AT
RS P 5 TTP (A S5 8 GE L 2),
FARBO 5 &k 25 TTP (P S BT 51 & B 5 ik
ek 1) 8 GZ Wity 25 5 80 NKM P 30 J0 i S A
V) 5 5 G AR Sl R 5 R e T AR S AE 6. 2
WP E PR S
4.2 HhHITS Y G ER

Kl 2 DL R NKM qnfaf By 1k B,y i B BH R A
M TTP Ab#5 2R % G 88 N UE G (Cong ) Ry 1, fif B 1%
PR ISLAn o] = A 45 1 £5 S5 K 1 45 AR B ). Hod TTP
s Ii) A P R B e T e B 1) 2E A DL R AT
LB, (2<j<<i—1Vi+3<j<n— D) HAHEN t, 8
ANl M TR FE D RAT s B IAE ¢4 88 I 5 A 42 58
EOR,;,B;., A Iy, %Xﬁ@?%ﬁﬁﬂtﬁ%ﬁ B/Zﬂ‘;

L,
ta 0
A 21 =
| L

\ B 42 1 7] y 7 T4
' 3 B A AR A4
‘ o TRPSF5 N ]

\ 1\%@@#@ ﬁuﬁ&ﬁu%rﬁ“BWWMWH
B _ 1 NS _
s | WP JOEWW h [~ f5B R
5 P \ {15 [ B, B i ] ) ¢
I

0 W
SR

Pl
B ANGER M .
TTP k

AR RN N 00

L4 =
~T
1‘\

A 4

v

vvYy

By £

K2 NKM Bl i 455k i8 17 20 4

B, AE ta PRI RTA 32 EOR, o JF R T4 A
FFFEAS 38 DABH 1E 3K 2 Cong H i T &K T 40 0 )
L NI ¢ A BRETE B A WAL R B Con.

[ R AN AL I W N S % SEnaIN
(Repudiation of Origin) 57N (Repudiation of
Receipt). X} 24 23 i) fif i 5 40+ Bk & T A
J TTP g1 = A A ks, A A& 5 EE
i S A PRI R 5 B 1S A ) S M B ARAS B0 R {5
B BN R PR EEAR S 5 BT 2 A B
DM T 1 i .

(1) Non-repudiation of Origin, #7 B, (1<<:<<
| BDEFRILE] A KR RIEE M, AH A Bk 2k %
i M. B, A (A, B L', Tty tSety s g (E5(K)),
Lisx;suB;sci s k) MIEHPE EOO; s EOO, EOR, Cony
gy T T AT Bk R F Wy A R R R % M,
% B,

@ ¥ iE Congdz TTP X (fep »AsB WL Tty s
tSety oy (E5(K)) ,EOO,EOR) )% 4 5

@ BAE EOO, & A XF (froosBislisxisuB; sty s
h(Ce WL

@ KiE B,€ B;

@ i L,=h(A.B;,TTP,h(c;) h(K));

@ Bk ¢, =E, (M)).

HHEOAN®IUEER, ] Bk TTP A1 T
Cony  ATHEWT A W K% 30 %40 K (IR A5 7% 9 ko
4 TTP; S QNRAE ER UL BB e, A &
PO RIEIE UL B g TTP # € )& %
HWCE A e A e B, B (5 A & % ad M,
% B..

(2) Non-repudiation of Receipt. & A BT £
KRFGEE M % B H5 & K IALE M. A ik
Non-repudiation of Origin ' B, &3¢ 45 ] {5 &,
T3 EOR$&5225 T J A8CI0 T 330k >k 1 Wr B, & 15
WeE M

@ i Congdes TTP X3 (feow s AsB W L', Tt
tSety ¢y (E5(K)) ,EOO,EOR) 1% 4 ;

@ BIUE EOR, j& B X (fror s Aslis ;s uBi sty s
i EOOY W% 4

Q@ ik EOO; & A XF (froo s BislisxisuBistas
h(e)) %4

@ AE B,€ B;

O IAE [, =h(A,B,,TTP,h(c;) h(K));

© Bk ¢, =E, (M) ;

LB O NI IE . ] I TTP A I A
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T Cong W #EWr BAET 5 T+t [\ TTP 3545k, ; A3 B 3 A 4 T g M T T
FONIUEEM UL B ULE A BB o IF N ci={M;jx ;

TTP Ab3A5 k5 55 @A B E 15 AT Wi s B2 #Y ¢
AR HFE ORI EF UL BJg TTP g
BEEWCE s ARG A WIES, WHE BET 5
T+t Z AL E] T M.

5 thillorHn

ZH AN FEAL S REHKS S
PRI S A 1 I s — A S A R 3 B A SRy 0
BRI R S AR H T A D T XAk S
WIrEARZ HEAFELTTH T Z I A RN
IS AL 23 Hr 7 v B A 19 S LI 58 A2 3
BRC19 M FA BRARZS TR Mocua 0 i A2 07 &
) % 44 BrisC. NKM P B A TeHE R 1 T R ik 2 5%
TH L FLIRE G 1 R 95 2 480 o e et a2 T 4 Y. B
[ A NKM 78 KM i) 3¢ B0 B8 vboin AT B (] 42 il
FE R T RS H D BRSO R Ak e
NKM Bpis &A% T KM PR H b5 I 6E 32 L pR
P A SCZ B L e I SCHRL20 )45 i 97 g SVO 2
7B NKM gy i R4 — 5 i i 2 4 5
B RBGEMN AR ARSEBYE. 55— JrmiJe th
Focuk[20 M5 Bz r s NS BIESE T Z2G ki
PR R, b SR ] T 90 i B — X 208 5 4
FRAG NKM (1 i B XF NKM [ 53 81 475 4 95 245 ik
7 B R SE 23 T SVO B IE i Jy % . HOE
Byl B A SVO 3258 O 5 I [R]85 T4 55
IRBORAE &8 HOE 8 PEAE H07 b E 45 BRI, 5
R AR 7 YRS A AR L
formula at [ T]Zs B A X formula i i B8 P 10 5
kA AE IR R GA 0 T 58 SCRYINFR] AL

Nec # .t F ¢4 F P believes ¢.

Al. P believes ¢ A P believes (¢ D¢) DP
believes ¢;

A4. (PK,(Q,K) AR received { X} ' at [T]DD
Q said X at [ T];

A6. P received (X,, X, , -
received X, at [T];

A7. (P received { X}k at [T, JA P has K at
[T, ])DP received X at [max(T,,T,) ];

A13. P said (X,,X,,+,X,) at [T]D(P said
X;at [T]JAP sees X; at [T].

MRS NKM A & LT 485 . U fR IR

'9X,,) at I:T]DP

EOO;, ={froosBislLisxisuBistash(c;)};

EOO,={EOO,, } 1 ;

EOR;, ={fror s Aslis x;suB; ty » ;s EOOj ;

EOR,={EOR,, };BI( ;

Subk,={fswsBsL.ta,s Eg(K), EOOj};

Suby = {Suby, Va3

Cong,={fem s AsB WL  Tuty.tSety

oy (Ey(K)), EOO, EOR} ;

ConKZ{C(mK,J};%.

G071 LSBT 9 T Tt
Ly sto s ForP 1o 7R PO AN AT F Y dc A )R] (NKIM i
BEP R AR IR AT D st st R 2 (8 HUEHR £ P38
F R A N B . PR AE el T, T, T, T,
T, T TasTu,. BHEARTIEN {ABLTTP. ).
{ froo s frors fsuws feomns Lis Mi} s { KA, KB/J s KT,
(KA) ' (KB) ', (KT) 'K, }}. Hi(1<<i<
IBDO5 jA<j<<|B" D RB4t 5 R K A Uik
fE B bRy i, HIE Xk TTP gl B” v A8 41
B kiS5t Ry i {A.B TTP, ]} J& R4 5L 1k
{f‘E()() ’f‘E(}R ’ f‘Su/) ’ f‘(,‘ml ’ I‘i ’ Mi } 7\% ZIN éjqﬁ I:P E/:J #i’
{KA.KB,,KT,(KA) ', (KB) ', (KT) 'K, } }&
RGP/ R L.

B e I SRR R K. AR RE A%
2RV s HARRE I A A TF

P1. (1) J believes PK,(A,KA), (2) ] believes
PK,(B;,KB;), (3)] believes PK,(TTP,KT);

P2. (1) J believes (B; has KA), (2) ] believes
(B, has KT).

WGBTS A — B A F B E C
W AR IR 42 52 45 A B T

P3. J believes J received { EOO, , EOR; ,Cong }.

TTP 2B ub4 & A i 18] T 4255 78 & A 1k
i

P4. J believes (TTP said Cong, D TTP said
Cong, at [ T]).

B TTP W Z0FRER , B 2 e A il B” Jip
A SRR E B I T] U3 45 07 48 52 B0 05 R [R) I S
AR B 7= A R 1 AR 3 e — 5 7 A U 4 4
BE X2 gy W s VA JE AN AR T e s B9
XA

P5. J believes (TTP said Cong, at [T,]D



10 44 B . — AR Z 05 AR AL 1711

TTP received Subi at [T, [{x| T, —t,<<a<<T,}]D;
P6. J believes (TTP said Cong, at [ T,]D
TTP received EOR; at [T,|{x|T, —1p, <x<T.}D.
TTP 5 A FlBj R sk fsiE . R TTP %
Aii T UEE S A R Bk — a2 REE M IS — B[] Y i 5
UESE . 455 %€ C 2 45 A sk 45 38 DL K 1] T £
& A

P7. J believes (TTP said Cong, at [T,]DA
received Cong at [T, [{x| T, <T,<T,41t,}1;

P8. J believes (TTP said Cong, at [T,.]DB_/,
received Cong at [T, |[{x| T, <T,<T,4+1t}D.

AR A BRI B A THE, H B, AN
2O A E AR, I DA 7RIS A 1) EOO; &
A2 k3% EOR, 254 8 L1 4 I A S50 .

P9. J believes (B, said EOR,, at [ T,] DB,
received EOO; at [T, |{x|x2<T,} .

BRI T MR R, HE Bl s (s A &
BT e Mk ERIE k) T M,

P10. J believes (A said ¢; at [T, ] A A said k;
at [ T,]DA said M, at [max(T,.T,)]D;

P11. J believes (B’ received ¢; at [T, ] A\ B/,
received k; at [T),]:)B;- received M; at [ max(T,,
T)OD.

NKM 1y H A5 5 2 208 UE Pr 33058 47 56 i » 52
PR BEE o B W 4R e A LB AR B M B A T N E K
A I BE B A2 S AR T T[] 0 A 2 R AR A

Gl. J believes (A said M, at [T.] A A
received Cong at [T, D N (T, <T,<T,+t1+1);

G2. ] believes (B’ received M, at [T, ] A\ B
said EOR;, at [T, D AN ((T<T,<T+H1t,) N (T, —
ty, —te=T,=<T.)).

Gl UiBE A WS TTP KA ik s, W& — &
SETEIRSE Subc B TTP J5 4 BRI (8] A Y% 0E 8
R 5 T A A BE7E TE Fh8 B0 B S5 W 35 G2 i B 1 X
PR [A] 29 556 &l U REUE T 3R IS H bR . i
Wi B NKM E#f I 2 A i BR . T 1 45 X P4~ B
s B TE I 2o A

G1. J believes (A said M, at [T. ] N A
received Cong at [T, D N (T, <T,<T,+1,+1,).

WA HE .

1. J believes (TTP said Cong, at [ T]);

P1(3),P3,P4,Nec,Al, A4, A6.

2. J believes (A said k; at [T, |[{z| T—ta<<2<<T}];

1.P1(1),P5,Nec,Al,A4,A13.

3. J believes (B, said EOR;, at [T, | {x| T — ty, <
x=<<T}D; 1,P1(2),P6,Nec, Al,Ad.
4. ] believes (B] received EOO; at [T, |{x|2<T,}];
3.P9,Al.
5. J believes (A said ¢; at [T, ]);
4,P1(1),Nec,Al,A4,Al3.
6. J believes (A said M; at [max(T,,T,)]);

2,5,P10,Al.
7. J believes (A received Cong at [Ty | {x| T<x<<
T4t} s 1,P7,Al.

8. J believes (A said M; at [max(T,,T,) ] A A received
Cong at [Ta]); 6.7,Nec,Al.

fisf ] 3 5 -

L T,=max(T,, THONANT, =T, BiEH T, <
T,<T,+tatt:

METH T €la| T<a<<T+u) .44 T, =
Ta T<T,<T+t (. 44+ 4 T,<T,L Kl
B3H T—1py =T =T.%% T,=T,=T. h 2 f
T—t,<T,<T.44 T.=max(T,,T,) 5 T—1,<
T,<T,BpT,<T <T,+1,(2).

mOMOOEF T.<T,<T,+1tr+1t,,Gl 15iF.

G2. ] believes (B’ received M, at [T, ] A\ B
said EOR,, at [T, D AN ((T<<T,<T++t,) AN (T, —
Ly —t, <T,<T,)).

2R A

1. J believes (TTP said Cong, at [T]);

P1(3),P3,P4,Nec,Al, A4, A6.

2. J believes (B said EOR,, at [T, | {x| T— Ly, <

=T} D; 1,P1(2),P6,Nec, Al,Ad.

3. J believes (B] received EQO; at [T, |{x|2<T.}];

2,P9,Al.

4. ] believes (B] received ¢; at [T, ]

3,P2(1),A7,A6,Nec,Al.

5. J believes (B’ received Cong at [TB} [({x| T<2a<

T+t 1,P8,Nec, Al.

6. J believes (B received &; at [T”} s

5,P2(2),A7,A6,Nec,Al.

7. J believes (B] received M; at [max(T, ,TB; YD

4,6,P11,Nec,Al.

8. J believes (B’ received M; at [max(T,, Ty YT A

B; said EOR,, at [T,]));
2,7,Nec,Al.

B[] 3 B

4 T,=max(T,, TB; YANT, =T, . HIEH (T
T.<T+t) N(T,— Iy, — L=T,<T.):

WA 2,045 T—1p <T,<T,FH P 3, 1117
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T,<T, #f T,=T=T. %L .HT=Ty=
T+t XHKH T,=max(T,, TB; Y.L H T, =
Ty . WA T<T.<T+t (.0 T, —t, <T=
T.(). HF T,=T,. ;14 28 T.€{x| T—ty <
a=T} B T—tpy <T,<T. #45%(2) .18 T, —
ty —t,=T,=<T,(3).

i 25 (D RT3 L G2 3.

R TR A BREPRIETE SR 2E Subk Z 5 1
A BREFR] (2a + 20 BRAL UL E] TTP &A1) Cong.
Al B BEFE 42 3¢ EOR, (i Y5 j 2 [a] %06 I Ak
P JE A BRI E] BPE TTP % A5 UEHE Con k 1 8]
s T SWE R CT A+ 2+ 20 WILEHESE Conk. 47
BIAEAR3E EORJG3E T (o 420 A~ B[R] {37348 B2 i
F| Con » 5L 7T LUK EOO, % 4= i B - A £ 7= 1k 4
gy, Rk NKM 3 H A i BR 1.

6 H—Hitit

6.1 ihitbEs

NKM iif /£ A -1 2 05 AS BT & A H B0 H 45 1
EER A

(D AETEME. # B, (1<<i< | BD W H A k%
EOO; JG [ t 4 I IR H W M5 [RIB) TTP A t4 N
Wi A EOR,, H TTP &M BE Suby fii KA ¢4,
R WA AE— S BT A LR AR S 5 1 A W] B0 E B
(2) K] &N, PrsUs A7 )5 - A il B) (1<
J=I|B"| A B'=B) a5 53K BUIEE { EOR, , Cong } »
{EOQO; , Cony } Fl TUESZEAZ AT Ry 09 K B3 G 3] 5
S R 26 5 99D

(3) 3R Bl AT e, A 1 BT (1<j <
|B'l AB S B) A 43 BITE 14 + 20 Rl 2, + 20 P UL 5
WEH.

(4) I BRPE. AN 2% 15 I 2% e o 28 FE L TTP H§ %
DA SR B R B A ok i T U 2
FEFEIF IR G max (s max{t|z€ tSety N1Sets = {13, |
1="i<"[B| } } } 420 B[] BT P9 45

(5) JCHER MRS, Uil i TTP i@ &
AkElESEA B A /8 B,(1<<i<|B| AB,=
By N1<<j<<|B"|) Jo ki i & i HE R A ik s
B, (1<<{/'<<|B| ABy, =B\ N1<j"<<|B" | ; [d] i} tp
WA B H i A I 3K15 K, B\B' # i 51 Al
TTP #TCIk fff 25 ) e W) 3.

PNZE 24 A 1 56 IE B AL AR G R SRR o A
B BLIE BRI A TSR B AR 45 A T R A B T 4 A
&% KMLOZCL,OZL fil NKM Hpisl #t 47 T b4,
SR A F B, I NKM B (32 1,3 2); 7521k
TTP 1, NKM HERZ 1 m AR FRINGE T 0 FRAE
TEREFF RS AE  TTP ABAESSUE F 0l F (G 3) 5 [ A,
1 OZCL 5] A5k IN, i B H A7 16 AH 56 7 18 1)
FR (R L2 GRS ME G HE Gk 6 I,
NKM { FH e Wi, tbsh, NKM 5 »n 4~ 3847 1 #
U5 NZG M bR B YEREmS A F AN (R 9), A
M TTP ByrERe 4 Frdd e (£ 7,3 8).

F1 XEAFRFEEMFHITEE
KM #p  OZCL ¥pil  OZL ¥psl A SCHRL
B4 R 2 n+1 n+1 n+1
AR KRR m n-+m n+m n+m
NeR AR E] n+3 n+4 n+3 n+2
T2 ZEBRERMIFHEITLE
KM thil OZCL i OZL PUpil AL
%24, 1 1 1 1
E[OE 7K 1 2 2 2
T i T 4 2 3 2 2
F3 ZETTPEEEMAFHETLE
KM BpY OZCL #pi OZL Ppl A e il
E A %44 1 1 1 1
U53F Bi %4 0 0 0 BEHNn
%28 1 1 1 1
A X B 0 0 0 m
AEAt T 5 2 2 2 n+2
F4 ZTHINFTERMECFHEIILE
KM i OZCL ¥pi  OZL WMl A SCHMYL
B0 M i 0 n+1 0
A X B 2 0 0 0 0
BUE A %&£ 0 WEHNn 0 0
I6F B % 4 0 iR 0 0
I 74 0 2n+m—+41
x5 WoMRBRBERITL
KM P OZCL Bp¥  OZL Bpil A SCHRY
INFPE NE%& NE%& NE%& A&
I R R R ANE%& B
JoHEF b AN H % AN H & AN H & B
F 6 HFBBBFRITLL
KM #p  OZCL Bp¥  OZL Ppil A CHMY
k% AR N fig fig fig
P i i it 5
£y 8L fE1E pig) pigcs) blig)
it o [ 2 T E T E TE T
TEE B RS RS S LY
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RT TRAFERME AFHEITL

n AFEATI P T NZG B A S
Evidence of origin EOO; = EOO;

n signatures

n signatures
Generation of n k; Generation of n n; plus one &

Evidence of submission Su/);g} > Subk

4

n signatures one signatures

Encrypted key E(K) plus

Encrypted key E, 5. (k) < g (n)
! “uB. (N;

n asymmetric encryptions n-+m asymmetric encryptions

n fetches operations of CO"K, > one fetches operation of Cong

x 8 YRBIEXME TTP FHE3tTtL
n AFEATI BT NZG P AP
Verificate and store > Verificate and store
n evidences Subk,

one evidences Subg

n evidences EOR; at most
Store m keys > Store 1 key

Second group encryption < Second group encryption

n evidences EOR; at most

No asymmetric encryption m asymmetric encryption

Generation of m evidences (,onki > Generation of 1 evidence Cony

x99 YRUWIERME BIHIL

n AN IFFTI P TS NZG Bl A3
Evidence of recipt EOR;
Fetch %; and Conk} —

Obtain k; <

EOR;
Fetch £ and Con,

Obtain £ plus n;

Decrypt E,p. (E.5. (K))
Decrypts E, 5. (k;) ' '
i Decrypts EL,B’ (n;)

6.2 MHiEE
HARESE NKM P30 75 i 3 a0k 48 45 21
D0 285 I 4 LA K A 3 A 22 4 T g | 25 A AH O ) R
NKM R F UL 5 £ BAE G . A [ 1930 3

e AR B R R R B — R 5 A AL S AR
(s HBLRB PR IIE J5 77 A2 9 A 2% S8 A i B AR A
& NKM 7= A4 5E 4 (1 i 5 %1 EOO,— EOR,— Cony.
BT Cong AL & B Tl R 2 T g5k TTP
MUESAE T Z 1 BB 3R 50 vT 8 Cong B AL
J B HEIE W] EOO, , EOR. 7E Cony Z T 7= 4 » AT 1A
HENMAERXEHE R TTP A fl B, (1<<i<
| B #8328 1 3E 8 B o 75 206 UE E AT UE A B A Rt
4B A BFUE B E S TTP A2 Cong s Al
P BWUE T C s . TTP 2 HHk R £ B Z
S, P EOR, 43 & EOO; , Cong 43 ¢ EOR, (1<
i<<|B|AN3Jj:1<j<|B'| AB;=B)), 4% A = B,
] J A& A UEHE I, T 06 BB 56 UE TR 1Y A APE. A
B3] EOO; i H g 5 ik H A 2 0 i A 724 A
Ated ARER RS AR T TTP "] fgjg PKI
(18— 3843 » W EL AT LA e 0 36 IE A5 A . ek
J FER R RS i R FIWr Coneh T 2/ FF TTP
UE 5 R B[R] TN 6 A A FI B IE A5 4 B[]

B X R % o A i) ST RS A R T O i i )
L5 N B T TP Pk L S Ko fi B B fE s
R BB I I FE A SRR R TTP i B (8] Ry 9 4% i
RHF S B PR A 5 A T A OG0 ML SE 4 B AE S %
t I HRT LEHEI ¢ o FH IR 2% 1 B A R RE.

2 18 2 P BUAS FT BB FB B 2 HAL Y 45 BT L 7
fRIEANL 4 01 DL T 75 22 9L R P A 42 4 ] B3
(L3R 10)

10 FEARZEZERTHRLEBDRITE

ey

XF R

7S

(2) A>TTP: fsur+BstasL.ePrrp (Eg(K)),EOO, Subk ;
where Subx =Sa(fsup sB+LtasePrrp (Eg(K)),EOO) ;

Bk £

EyeLan

(2)) A>TTP: A;

(2;) TTP—>A: Strp(Noncea) ;

(23) A>TTP: SA((fsup sBstasL,Eg(K),EOO,Subk) , Noncea) ;
(31) Bi—~TTP: B;;

(32) TTP— B, H S’r’]'] (1‘\7()71('611’, ) H

(35) Bi>~TTP: S, ((fror sAslisxisuBisty, s EOO; s EOR;) , Nonceg, ).

PG 1T T E

(2) A>TTP: fsussBsta L. Eg(K),EOO,Counts s Sub ;
(3) B~ TTP: feor +Asl; »x: suB; o1B, ,EOO; .(f()unlgt L EOR;;

where EOR; = SB: (fEeor sAsL sx;»uB; tB; ,c;  EOO, Countg( )
Subk =S (fsuy »BsLsta,Eg(K),EOO,Counta).

(D) 5 B 5. R B ik B, € B\ B i /& 3 1 o1 Wy
A 5 TTP [AfFE#IR Es(K) . A D75 £l I i 25 3
i TTP $2& 5845 B i Al ePrrp (Ep (KD)) 8 #2
Es(K), AL ePrrp (X) Fm  TTP A% X
.

(2) TR . 4 2 fiE 3 45 AT fig Skt
D7 WEWTIEAE H S E R B TTP 7= A R A 7590

AR 392 b A AT RLUE R AT B 2, RO A
i PROL 3 e Bk ik 45 TTP Ry HR LA &
AR T AR A 2T R B A S
RS B”: M3t T max{ty | B, € B} 41, A~ i i) B 437
JG B R B A N TTP 2838 H S b i % 5
Con ENTHLIN R A A K% Suby i TTP (20
W & {4 it ), B rp BT A B BE R TR 3R TTP 1Yy
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NHEH ST A AT PR CE 2 F O £ AR
Wi 3.4%EF AN TTP 4:45 %] EOR F1l Cong. LA
G AT RL R F R (ALB WL Tatas tSety
@ (Ey(K)) ol sx; suB, ¢, s k) FHIESE EOO, . EOO,
EOR, ,EOR ,Cony , {138 ¥ VE 14 B, (B, € B”) g 3|
M Ak T S B B0 2 BoAR A A W B, [R A, B,
0 A] DLAE R PAT B e 3 AR A T 2 1Y)
R IR B VE A B Y. & X b ik i) &
TR 1] L AV o e e T Bt

(1) FF B P s A IEfF 58 44 TTP (1)
5. A R B — A4 58 T U ORI SR 42 58 44
TTP. 3252 F PR 5, S 4k P 2ORE 8 X #2858
Y TTP B, TTP ¥ — 4~ BB} Nonce % 3% 45 1% 52
. PHEEMAACHEZ LB RFRSNEL X
Ml Nonce —{2 %4 J5 Kk 4y TTP. X #, TTP 3tk
U5 X J& PR R IR J&— K ;. FE X Rl 7
T TTP Jo /K 0 4t 37 AT Ao P B0 IR A FRAIR T
TTP (¥t 40, [F] i o 38 58 7 B804 mf 58 4. A oig ik
Je BB B BRI T 4 25 CEPRIAT I I 2 &
B 2+2| BN HA R B A SRICE L
AT 2 26 FRAR T M SUEOR.

() FET BT R A R B, & A 4E 4 Pp il
T8 gy Count 4 F County , TTP HEA PRI SE R
e — N THECRS. MRk TTP 25815 Bk AR
s S B 1, FeF TTP 2% i 2 15 5
hI R S TTP 4840 13 s A RE M 15 8 &
FE. BXAE, TTP gl nl LLSE 505 B0 K 3% 5 ik
TR PR AR A . BAR TTP F %
KRR AT IR — AT B (K S R A 2
5 s N 2 Bl B R G . S5 A i TTP | F
el Jer PR S R AN A S AR 0 T B g & 2K T B
ok At Y L 558 15 S R R B R OB I T A g B
TR B PSS 3R L2 10,

7 ERIE

AR SCAR L T E] B A L OUE AR R
S48 £ A AT A7 R e BUAT 66 A online TTP 1
ST 22 T A ] AR A B TGk SR A BRAE G HE e 1k 9
B o8 % M55 R BB B9 1] 8 HA One-to-many
M AF #2275 AN AT 5 DA BSOS BRI £ By T4
SVO ZA AT AL ; 2 75 A n] T A B s P Al
JHRF ] 5 AE 28 R TIE Fh 5 52 AR T R R AT P DT 28 114
SORIE. T — 2 TARST RN 7 1 &I« (1) &1 Xt 1E

BRI D 28 42 52 P RE AR T BLA B3 B 1 JE
T B B AR TTP W % 1& o] 16
AFER B P PR A3 R . ik — 2 A B IO
TTP {RME. (2§13 A SR AT IE Ak J7 ik 38 o
5 B T B SO B A S5 1 1] AL 25 8 ) ) 22 7
AN AT A BRI {5 A8 Y R 34 05 vk TR SCH k. 4y
I T 4 i o A 2 05 A AT AR A B IR Ak Y
Jiik.
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Background

The impressive growth of open networks during the last
decade has given more importance to several security related
problems. The non-repudiation problem is one of them. In
comparison to other security issues, non-repudiation has not
been studied intensively, meanwhile, most of researches on
non-repudiation only toward two-party scenario, and even
now, there is still no practical solution for design and verifi-
cation and deployment of multi-party non-repudiation proto-
cols.

Other than two-party non-repudiation protocols, multi-
party non-repudiation protocols must respect some special
properties. This work is mainly focused on some practical
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multi-party non-repudiation protocols.

The authors’ early works were focused on design and
verification of two-party non-repudiation protocols. With re-
spect to protocol design, they proposed to provide timeliness
based on relative time notion. which does not need the sup-
port for any global clock synchronism mechanism. And with
respect to formal analysis methods, they enhanced SVO logic
for time description and made it be able to analyze timeliness
of non-repudiation protocols. And based on the techniques
used in general security protocols, they also presented a
method for modeling and analysis of non-repudiation proto-

cols with Color Petri nets.



