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Abstract  Region duplication forgery, in which a part of a digital image is copied and then pasted
to another portion of the same image in order to conceal an important object in the scene, is one of
the common image forgery techniques. This paper describes an efficient and robust algorithm for
detecting and localizing this type of malicious tampering. The algorithm first divides an image in-
to small overlapped blocks and then compares the similarity of these blocks, finally identifies pos-
sible duplicated regions using the main shift vector. The experimental results show that above
method is more robust comparing with other existing algorithms and can successfully detect this
type of tampering for images that have been subjected to various forms of post region duplication
image processing, including, blurring, noise contamination, severe lossy compression, and a

mixture of these processing operations.
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Background

Detection of Region-Duplication in digital image is in the
field of passive/blind forensics, which is a new research area
in information forensics.

With the proliferation of digital cameras and computers,
as well as software for image editing, the problem of digital
image forgery is potentially very serious. Authentication of
digital images becomes an important issue. Unlike the signa-
ture-based and watermark-based methods, which need to do
some operations such as signature generated or watermark
embedded in advance, the new forensic is passive and blind.
It needs not any extra side information in detection. The
method assumes that different imaging devices or processing
etc. would introduce different inherent patterns into the out-
put images. These underlying patterns are consistent in the
original un-tampered images and would be altered after some
kinds of manipulations. Therefore the patterns can be used as
evidences for image source identification and alteration detec-
tion, i. e. the two main issues in passive forensics. Several
research groups. e. g. Farid H et al. in Dartmouth College.
Fridrich ] et al. in University of Binghamton, Wu Min et al.
in University of Maryland, Chang S F et al. in University of
Columbia etc. , have started to investigate the new technolo-
gy and some works have been reported. However passive

technology for image forensics is still in its infancy. There
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are many open issues.

Region-Duplication is one of the common image forgery
techniques. The attacker may perform some post processing
attack after Region-Duplication operation, which makes the
task of detecting forgery significantly harder. The key of the
detection algorithm is the robustness against the post image
processing, such as noise contamination, Lossy JPEG com-
pression, blurring etc. Several researchers have developed
methods for detecting this form of forgery. Fridrich analyzed
the DCT coefficients for each block, while Farid employed
principal component analysis (PCA) to capture the image
blocks’ features.

The authors’ method extracts the 7 low-frequency com-
ponents for each overlapping block. All of the methods are
based on block matching. The main difference of these meth-
ods is the choice of the features. From the experiments, the
features of the authors’ methods are more robust to various
post region duplication image processing operations compa-
ring with the prior methods.
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