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A Simulation Analysis of Worm Defense Strategies Based on Topology Structure

WANG Yue-Wu JING Ji-Wu XIANG Ji LIU Qi

(State Key Laboratory of Information Security, Graduate University of Chinese Academy of Sciences, Beijing 100049)

Abstract Topology aware worms have been an important security threat on the Internet. They
can spread across the Internet quickly, through topology structure information. If the topology
structure were destroyed by defense strategies, the worm propagation can be held back effective-
ly. Thus, in order to design effective topology aware worm defense strategies, it is necessary to
analyze the relationship between worm defense strategies and topology structure. This paper pro-
vides a systemic analysis of worm defense strategies based on topology structure through packet
level worm simulation. First the major topology structures used by topology aware worms and
their generation algorithms are analyzed. Then, three defense strategy models are drawn from
mainstream worm defense strategies. Finally, these defense strategies in different topology struc-
ture are analyzed with simulation experiments, and some interesting conclusions are drawn from
these experiment results. These conclusions can provide valuable guidelines for real defense sys-

tem implementation.
Keywords simulation; topology aware worm; topology structure; worm defense strategies
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