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Three-Party Password-Based Authenticated Key Exchange with Forward-Security
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Abstract  Most password-authenticated key exchange schemes in the literature provide an au-
thenticated key exchange between a client and a server based on a pre-shared password. With a
rapid change in modern communication environments, it is necessary to construct a secure end-to-
end channel between clients, which is a quite different paradigm from the existing ones. The au-
thors propose a provably forward-secure three-party password-based authenticated key exchange
protocol in which two communication entities can authenticate each other and establish a session
key through the assistance of an authentication server. The proposed protocol is efficient both in
computational cost and in communication cost when compared with previous solutions and thus
attractive in resources-constrained environment. The security of the proposed scheme has been
proven in the random oracle model under the password chosen-basis Gap Diffie-Hellman assumption.

Keywords password; forward-secure; three-party; authenticated key exchange; random oracle

. word-based systems are vulnerable to replay attack
1 Introduction g [ by

or dictionary attacks Designing a secure pass-

The password-based mechanism is useful for word-based system is a precise task that has attrac-
user authentication in computer network systems. ted many cryptographers. Bellovin and Merritt"-
It allows users to be authenticated by remote com- proposed the encrypted key exchange (EKE) pro-
puter systems via easily memorable passwords. tocol in 1992. The EKE protocol enables two com-
However, since people like to choose simply- munication entities to authenticate each other and
guessed strings (e. g. personal identity, nickname, to establish a session key for securing later trans-
birth day, etc.) as their passwords, many pass- missions via a weak password. Since then, numer-
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ous two-party password-based authenticated key
exchange (2PAKE) protocolst®® have been pro-
posed to improve security and performance.
Although 2PAKE protocols are quite useful
for client-server architectures, they are not suit-
able for large scale communication environments
since 2PAKE protocols require every pair of com-
munication entities to share a password, it is very
inconvenient in key management for client-client
communications in large-scale communication envi-
To avoid this

three-party password-based authenticated key ex-
[10-20]

ronments. inconvenience, some

change protocols have been proposed. Such
protocols demand that each communication entity
Thus,
any two communication entities can achieve mutual

shares a password with a trusted server.

authentication and secure communication through
the server’s assistance.

The three-party password-based authenticated
key exchange protocols can be classified into two
types: Key transport protocols and key agreement

protocols. In key transport protocolst'™*, the
server generates and distributes session keys for
communication entities. Therefore, the server

knows all session keys and thus potentially jeop-
ardises the privacy of communication entities. The
setting in which we are interested in this paper is
the three-party key agreement protocols. In such
protocols it is assumed that the server is honest but
curious, which roughly means that, even though
the server’s help is required to establish a session
key between two users in the system, the server
should not be able to gain any information on the
value of that session key. In the rest of the paper,
the latter is referenced as 3PAKE for simplicity.
Only a few take into account 3PAKE (e. g. , [ 14-
20]). Moreover, to the best of our knowledge,
with the exception of the protocols proposed in
[19-207], few proposals of 3PAKE enjoy provable
security. However, the protocol proposed in [19-
20], the security was proved in a model with no
Corrupt oracle. Due to the omission of the Corrupt
queries, the protocol in [ 20 ] had been found inse-
cure by Kim-Kwang in [ 21]. In addition to it, the
construction given in [ 19] is not efficient enough
to be used in practice. Not only does it require a
large amount of computation by the server and the
clients, but it also has a large number of rounds.
Therefore the goal of the present work is to pro-
vide an efficient and provably-secure 3PAKE pro-
tocol which provide forward-secrecy. In order to
consider forward secrecy, one has to account for

the Corrupt-query and thus makes the protocol se-

cure against the attacks in [21]. Due to it, for-
ward security should be emphasized when desig-
ning 3PAKE schemes.

In this paper, we present a new 3-party pass-
word-based authenticated key exchange protocol
based on the encrypted key exchange protocols in
[5]. Our result shows that under the password
chosen-basis Gap Diffie-Hellman assumption (see
section 3. 2), our protocol is forward-secure in the
random-oracle model. So far as we know, it is the
first forward-secure 3PAKE with the rigorous
proof. Furthermore, our scheme is considered
much more from the practical perspective. When
compared with the solution of [19], our protocol is
efficient both in computational cost and in commu-
nication cost although the former scheme has not
proved forward secure yet. This is especially true
for the client side. In that case, our protocol even
has advantages over some previous 2PAKE proto-
cols. It requires less amount of computational cost
from each of the clients than some 2PAKE proto-
cols do, such as the protocol recently proposed in
[8]. And its communication cost is no more than
that of 2PAKE protocols with explicit mutual au-
thentication. For the server side, the new 3-party
protocol is not so efficient, which is also the main
problem of all the previous solutions. However,
when compared with the solution in [19], it is also
relatively efficient. In addition, from the view of
the client side, our protocol is very similar to a
2PAKE with explicit mutual authentication. Thus
we do not need two separate programme codes to
support 3PAKE and 2PAKE respectively. Instead
we can use a common programme to support both
cases, which saves storage resources. This is very
attractive in resource constrained environments.

The remainder of this paper is organized as
follows. In Section 2, we introduce the formal
model of security for 3-party password-based au-
thenticated key exchange. Next, in Section 3, we
recall the computational assumptions upon which
the security of our protocol is based upon. Section
4 then presents our 3-party password-based key
exchange protocol along with its security claims
and rigorous proof. Some important remarks are
also presented in this section. In the last section,

we conclude this paper.

2 Security Model for Password-Based Key
Exchange

A secure password-based key exchange is a
key exchange protocol where the parties use their
password in order to derive a common session key
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sk that will be used to build secure channels.
Loosely speaking, such protocols are said to be se-
cure against dictionary attacks if the advantage of
an attacker in distinguishing a real session key
from a random key is less than O(n/|D|) + (k)
where | D] is the size of the dictionary D, n is the
number of active sessions and €(k) is a negligible
function depending on the security parameter k.

In this section, we introduce the formal secur-
ity models which will be used in next section when
we show that our protocol is secure in the random-
oracle model. The model builds upon the previous
one presented in [207]. In our model, we introduce
Corrupt oracle so that the ad-
versary capabilities in a real attack can be modelled

one more oracle

better. Due to the omission of the Corrupt query in
their model, the protocol proposed by Abdalla and
Pointcheval in [ 20 ] was found insecure by Kim-
Kwang Raymond Choo in [21] even if it was prov-
ably secure in their model. In our model, we can
prove our protocol secure against the attacks in
[21].

2.1 Protocol Syntax

Protocol participants. Each participant in a 3-
party password-based key exchange is either a cli-
ent UE Y or a trusted server SE S.

Long-lived keys. Each participant U € U holds
a password pw,. Each server SE S holds a vector
pws=/{pws[U])yey with an entry for each client,
where pw[U] is the transformed password, fol-
lowing the definition in [3]. In a symmetric mod-
el, pws[U]= pw,, but they may be different in
some schemes.

2.2 The Security Model

The interaction between an adversary A and
the protocol participants occurs only via oracle que-
ries, which model the adversary capabilities in a
real attack (see literatures [ 3,5 ] for more details
). The types of oracles available to the adversary
are as follows:

(1) Execute(U} , S',U2): This query models
passive attacks, in which the attacker eavesdrops
on honest executions among the client instances
U and Uy and trusted server instance S’. The
output of this query consists of the messages that
were exchanged during the honest execution of the
protocol.

(2) SendClient(U' ,m) ;: This query models an
active attack, in which the adversary may intercept
a message and then modify it, create a new one, or
simply forward it to the intended client. The out-
put of this query is the message that client instance
U’ would generate upon receipt of message m.

(3) SendServer(S’ ,m): This query models an
active attack against a server. It outputs the mes-
sage that server instance S’ would generate upon
receipt of message m.

(4) Reveal(U") ; 1f a session key is not defined
for instance U’ or if a Test query(see section 2. 3)
was asked to either U’ or to its partner, then re-
turn _| . Otherwise, return the session key held by
the instance U"’.

2.3 Security Notions

In order to define a notion of security for the
key exchange protocol, we consider a game in
which the protocol P is executed in the presence of
the adversary A. In this game, we first draw a
password pw from a dictionary D, provide coin
tosses and oracles to A4, and then run the adversar-
y, letting it ask any number of queries as described
above, in any order.

Forward Security. In order to model the for-
ward secrecy (semantic security) of the session
key, we consider a game Game™ ™ (A, P). in
which two additional oracles are available to the
adversary: The Test(U") and Corrupt(U) ; oracle.

(1) Test(U") : This query tries to capture the
adversary's ability to tell apart a real session key
from a random one. In order to answer it, we first
flip a (private) coin b and then forward to the ad-
versary either the session key st held by U'(i. e. ,
the value that a query Reveal(U") would output) if
b=1 or a random key of the same size if 6=0.

(2) Corrupt(U) ; This query returns to the ad-
versary the long-lived key pwy for participant U.
As in [ 3], we assume the weak corruption model
in which the internal states of all instances of that
user are not returned to the adversary.

The Test-oracle can be queried at most once by
the adversary A4 and is only available to A if the at-
tacked instance U’ is FS-Fresh, which is defined to
avoid cases in which adversary can trivially break
the security of the scheme. In this setting, we say
that a session key sk is FS-Fresh if all of the fol-
lowing hold: (1) The instance holding sk has been
accepted; (2) No Corrupt-query on the related cli-
ents has been asked since the beginning of the
game; (3) No Reveal-query has been asked to the
instance holding sk or to its partner (defined ac-
cording to the session identification). In other
words, the adversary can only ask Test-queries to
instances which had accepted before the Corrupt
query on the related clients is asked. Let Succ de-
note the event in which the adversary successfully
guesses the hidden bit & used by Test oracle. The
FS-AKE advantage of an adversary A is then de-
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fined as Adwvp'y ™ (A) =2Pr[Succ]—1, when pass-
words are drawn from a dictionary D. The protocol
Pis said to be (£,e)-FS-AKE-secure il A's advan-
tage is smaller than € for any adversary A running
with time z. The definition of time-complexity that
we use henceforth is the usual one, which includes
the maximum of all execution times in the games

defining the security plus the code sizet**].

3 Diffie-Hellman Assumptions

The arithmetic is in a finite cyclic group G=
(P) of order a k-bit prime number ¢, where the
operation is denoted additively.
3.1 GDH-Assumption

A (t,e)-CDHp attacker, in a finite cyclic
group G of prime order g with P as a generator, is
a probabilistic machine A running in time ¢ such

that its success probability Succt’!

(A), given ran-
dom elements xP and yP to output xyP, is greater
than e,

SuccP (A) = Pr[A(xP,yP) = xyP] >e.
We denote by Succl’!!
ability over every adversaries running within time
t. The CDH-Assumption states that Succ’y (1) /e
for any /e is not too large.

A (t, n, e)-GDHp, attacker is a (t, €)-

CDH p . attacker, with access to an additional ora-

() the maximal success prob-

cle: a DDH-oracle, which on any input (=P, yP,
2P) answers whether x=xy mod ¢g. Its number of
queries is limited to n. As usual, we denote by

GDH
Succy

(n,t) the maximal success probability over
every such adversaries running within time z. The
GDH-Assumption states that Succi’s (n,t)/e for
any t/¢ is not too larget®*.
3.2 PCGDH-Assumption

The so-called Password-based Chosen-basis
CDH (PCCDH) problem is a variation of the com-
putational Diffie-Hellman that is more appropriate
to the password-based setting: Let D=1{1,2, -,
|D|} be a dictionary containing | D| equally likely
password values. Now let us consider an adversary
A that runs in two stages. In the first stage, the
adversary is given as input two random elements U
and V in G as well as the dictionary D and it out-
puts an element M in G (the chosen-basis). Next,
we choose a password pw& D randomly and give it
to the adversary. The goal of the adversary in this
second stage is to output K=CDH(M+ pwU,V).
We denote by Sucey o)
probability over every adversaries 4 running with-
in time t. An (t,n,e)-PCCDH p ;. p attacker is a
probabilistic machine running in time ¢ such that

its success probability Succp"s' (A) is greater than

(¢) the maximal success

1/|D| +e The PCCDH-Assumption states that
Succt (1)/1/| D] +e¢ for any t/e is not too large.
Fortunately, the new assumption is not stronger
than the CDH-Assumption™,

define the PCGDH-Assumption.

Similarly, we can

4 Our Three-Party Password-Based Protocol

In this section, we introduce our 3PAKE pro-
tocol and provide a rigorous proof of forward-secu-
rity for it based on the hardness of the password
chosen-basis gap Diffie-Hellman problem. The se-
curity proof is in the random oracle model. It as-
sumes that the clients willing to establish a com-
mon secret session key share passwords with a
common server and the latter is an honest-but-curi-
ous server.

Our 3PAKE has several attractive features.
Our protocol is efficient both in computational cost
and in communication cost. In addition, from the
view of the client side, our protocol is very similar
to a 2PAKE with explicit mutual authentication.
We can thus use a common programme to support
both cases, which saves storage resources. This is
very attractive in resource constrained environ-
ments.

4.1 Description

Our 3PAKE is based on the password-based
key exchange protocols in [5]. The description is
given in Fig. 1, where (G, P,q) is the represented

group; [; is a security parameter; H,: (0,1} —
{0,1}" is a random oracle, for i=0,1,2; and / is
the minimum of /; for all 7. In Fig.l, by
U, m:;zgc U, we mean that user U, sends message
to user U,.

The protocol runs as follows. At first, the cli-
ent may send a request to the server to start the
protocol(e. g. the client sends hello information to
the server in the TLS, Transport Layer Security,
protocol at the beginning). The following protocol
consists of three rounds of message.

First, the server chooses at random a private
random number z, (z3), computes Diffie-Hellman
public value z,P (resp. tzP ) and encrypts it as
Tir=t,P+PW, (resp. Ty =1t3P +PWy) and send
this last value to the client A(resp. B), where the
password PW, (resp. PWy) € G is held by the
server and the client A(resp. B). Upon receiving a
message from the server, the client A(resp. B) de-
crypts this message to recover the server's Diffie-
Hellman public value ¢, P (resp. tzP ), chooses a
random index x(resp. y) € Z,, computes its Diffie-
Hellman value X = 2P (resp. Y = yP) and Diffie-
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Client A

=7, X—xP
K s—x(T ,—PW,)
Authl »—H,(ID s, Kas)

AA X, Authl, S

send

Public information: G , ¢, H,

Secret information: PW,, PW,EG

Server S Client B

R R
=2y, gz,
T st ,P+PW,
Tyt xP+PWy

LS Ty GABLS Ty
send send

A

yJZQ , Y«yP
Kyse—=y(T,—PWy)
Authly—H,(IDgs , Kps)

S
[S.,N—T,\X
Authl ,=H,(ID s, Kas)

if false , terminates
[5125<—11;Y
Authly=H,(IDys , Kgs)
if false , terminates
Auth2 ,—H,(IDys, Ty, Y, Kas)
Auth2y—H,(IDgs, Tx» X, Kis)

/\ Ty, Y, Auth2 \ST\ s X, Authzy B

send send

Auth2,ZH,(ID s, Ty, Y, Kas)

if false , terminates

K.Y
ske—H,(ID , K)

terminates and accepts

Auth2,=H,(IDys, T, X, Kps)

if false , terminates
KX
ske~H(ID , K)

terminates and accepts

Fig.1 The password-based authenticated key exchange protocol

Hellman secret value K,s = xt,P (resp. Ky =
ytgP). And he also computes its authenticator
Authl, (resp. Authly) via a hash function H, using
as input K s (resp. Kgs) and the first round conver-
sation identification between the client A (resp. B)
and the server——1ID,s = (A, B, S, T4, X) (resp.
IDys=(A,B,S,Ty,Y)).

In the second round of messages, the client
A(resp. B) sends to the server its Diffie-Hellman
value X (resp. Y) along with its authenticator
Authl, (resp. Authly). Upon receiving messages
from each client, the server checks that the au-
thenticators Authl, and Authly are valid ones. If
both of the authenticators are valid, the server
computes the authenticators Auth2, and Auth2;
via a hash function H, using as input (ID,s, Tg,
Y., Kus) and (IDys, T4, X, Kpgs) respectively.

In the third round of messages, the server
sends to each client the corresponding authentica-
tor along with the string (T3,Y) (resp. (Tx,X)).
Upon receiving a message from the server, each
client checks that the authenticator is valid one. If
the authenticator is valid, each client computes
Diffie-Hellman secret key K=xyP, and then com-
putes the session key via a hash function H, using
as input K and the session identification ID= (A,
B,S, T4, X, Ty,Y), and accepts and terminates
the execution of the protocol.

How the password becomes an element in G.
Since the password PW appears as an element of G
in the computations for our 3PAKE, some addi-
tional function is needed to obtain this element

from the password string. In the protocol descrip-
tion, we do not care about details of the function
and simply use the result PW (in group G) as the
"effective password" instead: Anyone knowing
PW is actually able to impersonate the client or the
server, and the security proof shows that attacking
the protocol reduces to finding PW. In other
words, at the protocol level, PW is the password
needed for authentication and password is just a
way to remember it.

Efficiency. Even when the generic structure in
[19] is appropriately instantiated with efficient
components recommended, our protocol is more ef-
ficient both in communication cost and in computa-
tional cost although the former has not proved for-
ward secure. The communication cost can be meas-
ured in the number of rounds and in the number of
scalar multiplications (e. g. xP). which entails a
high computational complexity. From the view of
the client side, the proposed protocol is quite effi-
cient. It requires only three communication steps,
whereas previous solutions require more than five
communication steps''™. As for computational
cost, our protocol requires three scalar multiplica-
tions for each client and thus at least one less than
the solution in [19]. Our protocol even has advan-
tages over some previous 2PAKE protocols. It re-
quires less amount of computational cost from each
of the clients than some 2PAKE protocols do, such
as the protocol recently proposed in [ 8], which re-
quires four scalar multiplications for each side.
And our protocol requires only typical three rounds
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as 2PAKE protocols with explicit mutual authenti-
cation do. From the view of the server side, the
new 3-party protocol is also relatively efficient
when compared with the solution in [19] since our
protocol no longer needs to execute any key distri-
bution schemes.

In addition, from the view of the client side,
our protocol is very similar to a 2PAKE with ex-
plicit mutual authentication. If the client computes
his session key using sk=H,(A,+,S, T, X, -,
K,s) instead, it shifts to run a 2PAKE protocol
with the server. Thus we do not need two separate
programme codes to support 3PAKE and 2PAKE
respectively. Instead we can use a common pro-
gramme to support both cases, which saves storage
resources. This is very attractive in resource con-
strained environments.

4.2 Security

As the following theorem states, our 3SPAKE
is a forward-secure 3-party password-based key ex-
change protocol as long as the password chosen-ba-
sis Gap Diffie-Hellman problem is hard in G. The
specification of this protocol is found on Fig. 1.

Theorem 1. Let D be a uniformly distributed
dictionary of size |D|. Let P describe the 3-party
password-based authenticated key exchange proto-
col associated with these primitives as defined in
Fig. 1. Then,

2 2
Advg’fg’*‘5<,4>§7(3"”q+q-*) +4+
PCGDH 4q,\~ 261_(
4Succy iy (qpst+27)+ o -+ D[’

where ¢, denotes the number of active interactions
with the parties (Send-queries); q, denotes the
number of passive eavesdroppings (Execute-que-
ries) ; g, denotes the number of hash queries to H;;

and © denotes the computational time for a scalar
multiplication in G.

Proof. We
Pointcheval et al. 's style

and

using Abdalla

. Let A be an adversary

prove it
[9]
against the semantic security of P. The idea is to
use A to build adversaries for each of the underly-
ing primitives in such a way that if A succeeds in
breaking the semantic security of P, then at least
one of these adversaries succeeds in breaking the
security of an underlying primitive. Our proof con-
sists of a sequence of hybrid games, starting with
the real attack and ending in a game in which the
adversary's advantage is 0, and for which we can
bound the difference in the adversary's advantage
between any two consecutive games. In the follow-
ing games G, , we study the event S, which occurs
if the adversary correctly guesses the bit b involved
in the Test-query. Let us remember that in this at-
tack game, the adversary is provided with the Cor-
rupt-query.
Game G, :
dom-oracle model. By definition of event S,, which

This is the real protocol, in the ran-

means that the adversary correctly guesses the bit b
involved in the Test-query, we have
Advpy (A = 2Pr[S,]—1 (D
Game G, ; In this game, we simulate the hash
oracles H; but also additional hash functions: H/:
{0,1}*—{0,1}% (for i=0,1,2) that will appear in
the Game G;} as usual by maintaining hash lists
Ay and A, (see Fig. 2). We also simulate all the
instances, as the real players would do, for the
Send-query and for the Execute, Reveal, Test and
Corrupt-queries. From this simulation, we easily
see that the game is perfectly indistinguishable
from the real attack.

Pr(S, ] = Pr[S,] (2)

Rule H
| Choose an element r& {0,1}%,

For a hash query H;(m) for which there exists a record (i,m, r) in the list Ay , re-

turn . Otherwise the answer r is defined according to the following rule:

One adds the record (i,m,r) to the list Ay.

Rule H’

| Choose an element r& {0,1}%4.

For a hash query M, (m) for which there exists a record (i,m,r) in the list Ay’ , re-

turn 7. Otherwise the answer r is defined according to the following rule:

One adds the record (i,m,r) to the list Ay

Fig. 2 Simulation of the hash functions

Game G, :
ing, we cancel games in which some C(unlikely)

For an easier analysis in the follow-

collisions Coll appear: i. e. , collisions on the par-
tial transcripts (A,B,S,T,,X,T5,Y) and on hash
values. Note that transcripts involve at least one
honest party, and thus one of Ty, or X(Y) is tru-

ly uniformly distributed. The probability is bound-
ed by the birthday paradox:

| Pr[S, ]—Pr[S, ]| << Pr[Coll]<<

2
qn
I+1

+

(3q,+q,)*

2q 2
(3)
Game G;: In this game, we compute T,, Ty
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simply as Ty=t,P . Ty=tzP where t,, t; are ran-
dom elements in Z,. Meantime, we compute the
authenticator Authl(2) and the session key sk u-
sing the private oracle H1, and H, respectively in-
stead so that their values are completely independ-
ent not only from H,;, and H, . but also from PW,
and PWj, and thus from both Kgs, and K. More
specifically, we computes them as follows:
Authl g :HI (IDascpsy ) CAuth2 :Hg (IDascps) »
Ty sY (X)), and sk="H;(ID). Due to it, we do
no longer need to compute the values Kusps) and
K, and we can postpone choosing the value of the
password PWy, until the Corrupt query is asked
by the adversary A(at the very end if corruption
never occurs).

The games G, and G, are indistinguishable un-
less A queries the hash function H, on (ID,K), or
Hi on (IDasss) s Kasasy Vs or H, on (IDaseps) s
T - Y(X) ,Kascns)) for some execution transcript
(A,B,S,T,,X,Ts,Y). To avoid the trivial differ-
ence in the sessions on which A uses the password
he corrupted to mount an active attack, we make
answers from H,; and H’ to be the same for such
sessions when they correspond to the same query.
To do so, we replace the Rule H and Rule H' with
the following rules:

Rule NH
If  a) PWu(resp. PWpg) is corrupted;
b) m is the form of (IDascps)»***» Kascps)) (or (ID,K)),
where Kasgs) =CDHp, (X(Y), Tac) +PWacp) (resp.
K=CDHp,;(X,Y)) (checked using the DDH-oracle) ;

¢) no instance of A or B accepts the session before the cor-

ruption;
Then set r to H/(IDascps) »+++) (resp. Hi(ID)).
Else randomly choose r& {0,1}%
Rule N®’

If  a) PWa(resp. PWg) is corrupted;
b) m is the form of (IDascps)»**+) C(or (ID));
¢) there is a record (i,m’,+") in the list Ay, where m' =
(IDascps) s+ s Kass) ) Cor (ID, K)) (checked using the
DDH-oracle) ;
Then set r to 7.
Else randomly choose r& {0,1}%4

Note we still stimulates the random oracle H; and
H. perfectly since we just replaces some random
values by other random values. We can safely do
so because collisions of partial transcripts have
been excluded in Game G,.

The games G; and G, are now indistinguisha-
ble unless some specific hash queries are asked: e-
vent DiffH. Note the adversary can only ask Test-
queries to instances which had been accepted before
corrupting the password. Since the session key is

computed with the random oracle M| that is private
to the simulator before the corruption, one can re-
mark that the bit b involved in the Test-query can-
not be guessed by the adversary, better than at
random for each attempt unless the same transcript
(A,B,S,T,,X,Ty,Y) appeared in another ses-
sion, for which a Reweal-query has been asked
(which event has been excluded in the previous
game). Thus we have

| PAS, ]~ Pr[S, ]| = Pr[DiffH P S, ]— %
1)

To bound the difference between this experi-
ment and previous, our goal at this point shifts to
computing the probability of the event Diff H. We
prove that the probability of such an event is negli-
gible in G;.

Game G, :
vents, we introduce a random Diffie-Hellman in-
stance (U,V) by setting PWys = pwapy V., X=

xU, Y =yU, where pwap, »x,y are random ele-

In order to evaluate the above e-

ments in Z,. For simplicity, we assume V =U,
which is the particular case of the classical Diffie-
Hellman instance. We can safely do so because the
computational square Diffie-Hellman problem is as
hard as the basic computational Diffie-Hellman
problem™®!,

It is now possible to evaluate the probability
of the event DiffH. Indeed, one can remark that
the password is never used during the simulation
until the corruption occurs (at the very end if cor-
ruption never occurs). It thus does not need to be
chosen in advance, but at the time of the corrup-
tion (or at the very end only). At that time, one
can check whether the event DiffH happened or
not. For a more convenient analysis, we can split
the event DiffH in 3 disjoint sub-cases:

(1) CaseA: (Tap - X(Y)) (or (X.Y)) has
been simulated and there is an element pwa such
that the tuple (A, B, S, Tap » X(Y), o+, Kusns) )
(resp. (A.B,S, T4, X, Ty, Y,K)) is in A4, with
K ascss) (resp. K) is its correct Diffie-Hellman key .
As a consequence, one can solve the computational
Diffie-Hellman problem CDH,; (U, V). Thus,
Pr[CaseA]<<Succ;’ (g, .t+270)<Succy o n (g, 1+
27).

(2) CaseB: Both T, and Tj have been simula-
ted, but either X or Y has been produced by the ad-
versary and CaseA did not happen. Due to Rule N'H
and Rule NH', we just need to consider those ses-
sions that the server accepts before the corruption.
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If Authl,g is the value that comes from some que-
ry of H,, it is correct only when pw, and pwy hap-
pens to be the one we choose later. The probability
is less than 1/D. If A just make an attempt at ran-
dom and succeeds, it will make the difference but the
probability is less than 1/2'. Since there are at most
q, sessions of this kind, we can upper-bound the
probability CaseB happens as follows: Pr[ CaseB]<<
qs 9qs
|D| 2t

(3) CaseC: X (Y) has been simulated, but
(T4,Y) (resp. (Ty,X)) has been produced by the
adversary (not sent by the server) and neither
CaseA nor CaseA happened. Due to Rule NH and
Rule NH’, we just need to consider those sessions
that the instance of A(B) replies X(Y) before cor-
ruption. Firstly, A can distinguish the two games

when the instance of A(B) accepts the session (event
C_Accept). For this case, if he queries H,(A,B,
S, Tap » X(Y), =+, Kasns))» the probability that
he replies a correct authenticator is no larger than
than Succp ") (g, +t+27). Otherwise, the proba-
bility that he replies a correct authenticator is less
than 1/2'. Secondly, without the event C_Accept,
A may distinguish the two games only when he
queries H, (A,B,S, Tap s X(Y) , Kass) ). And the
probability there is such a record in A is less than
Sucel " (¢, st+27). Thus, we have Pr[ CaseC] <

Sucep (O (qy st 427+ (21, .

As a conclusion,

2q,

o + qs

DI
(5)

Combining all the above equations, one gets

Pr[DiffH]<<2Succ, ;" (g, st +27) +

the announced result as follows:
AdopE™ (A =2( | Pr[So]f%I )

=2( ‘P"[SIJ_PVI:SSJ ‘ )
<2(|Pr[ S, 1—Pr[S, ]|+ |Pr[S,]—Pr[S;]D
<2(Pr[Coll]+ Pr[DiffH])

<O B iSuce (1 (g 1200+
dg, | 2q,
et Ll 0

Remarks. In our protocol, by establishing a
secure channel between the clients and the server
through explicit mutual authentication, they can
authenticate the session transcripts and antici-
pants. As a result, a malicious adversary can not
violate the security of our protocol successfully as
he did in [21] even if he corrupted a non-related

player.
5 Conclusion

We have presented the new 3-party password-
based authenticated key exchange protocol and
proved the forward-security for it under the PCG-
To

the best of our knowledge, it is the first forward-

DH assumption in the random-oracle model.

secure 3PAKE with the rigorous proof. Further-
more, when compared with previous solutions, our
protocol is efficient both in computational cost and
in communication cost. In addition, from the view
of the client side, our protocol is very similar to a
2PAKE with explicit mutual authentication. Thus
we can use a common programme to support both
cases, which saves storage resources. This is very

attractive in resource constrained environments.
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