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Abstract

To understand the magnitude and nature of this evolution, this paper analyzes industrial trends,

Experimental research in dependable computing has evolved over the past 30 Years.

namely: (1) Shifting Error Sources, (2) Explosive Complexity, and (3) Global Volume. Under
each of these trends, the paper explores research technologies that are applicable either to the fin-
ished product or artifact, and the processes that are used to produce products. The study gives a
framework to not only reflect on the research of the past, but also project the needs of the future.
Keywords dependable computing; experimental research in dependability and security; compu-

ting industry trends

Oct. 2007

KALBARCZYK Zbigniew T."
15213, USA)

1 Introduction

For over four decades Moore's Law has been a
driving force for the computer industry. Doubling
on a yearly basis leads to a three orders of magni-
tude increase in only a decade. Such large increases

in capacity (i. e. , number of transistors, process-
ing performance, bits of data storage, and commu-
nications bandwidth) require fundamental rethin-
king of all phases of a product’s life cycle from de-
sign through usage through maintenance to re-
placement. In addition to capacity, Moore's Law
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also applies to volume. Intel produces more tran-
sistors yearly than the number of ants on the plan-
et Earth. Doubling in volume means that every
couple of years more computers will be produced
than were previously produced in all of history.

The IT industry has grown in many directions.
While the Von-Neuman machine is still at the core of
the computer concept, the industry that built at best
a few thousand machines in 1970, today ships tens
of millions annually. Employment changed from a
few thousand to a few million. And the breadth of
the industry spans technology, manufacturing,
software, and IT enabled services, amounting to a
world wide figure in the range $2~3T.

This paper identifies three trends in a comput-
er industry fuelled by Moore's Law that has direct
impact on computer system dependability and secu-
rity: Shifting error sources, increased system com-
plexity, and global volume. Some of the trends
were identified decades ago and, hence, there is a
rich history among the research threads with re-
spect to these trends. Other trends are just emer-
ging and can be used to predict future directions for
research among the three threads.

Section 2 provides background and a frame-
work for motivating the three industrial trends.
The next three sections describe each trend in turn
and how research in dependable and secure systems
responded to each trend. Section 9 provides con-
cluding observations.

2 Trends, artifacts & process

From the days of early computers (that em-
ployed vacuum tubes to perform logic and arithme-
tic operations) to today's generation of computing
systems, dependability has been considered as a
fundamental system attribute that determines the
system’ s ability to provide continuous service to
the end user. Evidence of these early efforts can be
found in multiple publication from the 60's, e. g.
[1] and [ 2]. An excellent review describing the
advances of IBM computer systems in the RAS (re-
liability, availability, and serviceability) area from
that time may be found in [ 3].

An important milestone in the evolution of de-
pendable computing (theory and practice) was the
establishment of a technical conference on fault-
tolerant computing: The First International Sym-
posium on Fault Tolerant Computing was held in
1971. This forum has established itself as a prima-
ry arena for presentation, discussion, and dissemi-
nation of new ideas and concepts in development of
dependable systems.

Over the years fault/error models have evolved
along with the advances in the system hardware/
software. Table 1 summarizes the changes over the
last four decades in terms of the technology, error/
fault sources, number of users and their level of
sophistication/training.

Table 1 Fault/error sources. level of integration, users, and user sophistication over the last four decades

Year/decade

1970

1980

1990

2000

Typical Systems

Mainframes

Workstations

Personal Computers

Mobile devices, e. g. ,
cellphones, PDAs

Fault/error Sources

Hardware

Hardware, network.

Hardware, network,
software, human errors

Hardware, software,
wireline/ wireless networks.,
environment e. g. ,
frequent connectivity loss

Integration/complexity

Close systems;

Highly custom designs,
where both hardware and
OS are fully controlled by
the vendor

Mostly close systems;
Network connectivity;
Standard interfaces
exposed to users

Open systems;

Wide access to network;
COTS operating systems;
Third-party hardware and
software

Open systems;
Proprietary and COTS
operating systems;
Highly integrated
PC-like systems

People/Users

Tens of thousands

Millions

10 of millions

100 of millions

Level of sophistication/
training

BS in engineering;
5000h

Basic knowledge in
computing; 500h

Basic computing literacy
50~100h

Training at the time of a
purchase of a device. Hours

The technology has evolved through dramatic
changes starting from mainframes in 1970s (where
highly skilled personal was required to operate the
systems) through an era of workstations in 1980s
and personal computers in 1990s, to the current
generation of mobile/handheld devices (e. g. , cell-
phones, PDAs), where the technology reaches the

general public. Today devices must often operate
in highly variable and harsh environments. As a
result the technology must; (1) hide complexity so
that relatively unsophisticated customer can oper-
ate the device and (2) provide continuous opera-
tions despite errors/failures.

Initial focus (in 1970s) was mainly on hard-
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ware errors as the hardware devices were the major
cause of problems. The following decade (1980s) ,
with introduction of workstations and their net-
work connectivity, makes the network an impor-
tant additional source of errors. The wide use of
personal computers (in 1990s) , executing commod-
ity software, makes the software become a primary
source of failures. The current decade can be char-
acterized with the dominance of failures due to the
environment and operators.

Our framework is defined by three attributes:
Trends, artifacts and process. The trends refer to
industry trends that have been taking place, and
which have a direct impact on dependability. Each
trend is distinct and had been consistently present
for a substantial period of time — Often a couple
decades. We identify three trends and discuss them
in considerable detail for the purposes of this paper.

Separate from the trends are artifacts and

processes — The other two dimensions of our frame-
work. The artifact is the product of the industry —
Be it, a piece of hardware, software or service. An
example being a computer, a piece of shrink wrap
software, or a cell phone contract. It is the entity
of commerce and defines the work product of engi-
neering effort.

The process is the means to produce an arti-
fact. It is the engineering methods, tools, or labor
which the industry employs to create a viable
method of manufacturing or development. As we
reflect on artifact and process, we recognize that
much of engineering and research is often directed
to one of the two, or both.

Table 2 links together the three dimensions of
our framework with trends as rows, and artifacts
and process as the two columns. At the intersec-
tion of each row and column is the subject of our
study.

Table 2 Industry trends, artifacts and process

Industry Trend

Artifact Process

Trend 1. Shifting Sources
Failure rates drop in hardware and change to other sources

Monitoring Failure data analysis

Raise the level of abstraction

Fault Injection

Trend 2: Explosive Complexity
Growth in the system complexity, users, and shrinking user
tolerance to failures.

Anomaly Detection Trend Analysis &.
Formal Methods

Model checking ODC Software
Reliability Testing

Trend 3. Global Volume

Tools to assess resilience to both

High level of integration and emerging open systems, a

source of new dimensions in failures

malicious and non-malicious errors

Trend 1: Shifting Sources, clearly began in
the 1980s, but was noticeable towards the end of
the 1980s and by mid 1990s had caused a major
change in the dependability area. Trend 2. Explo-
sive Complexity, began toward the early 1990s
when the cost of computing was dropping substan-
tially and distributed computing was on a growth
path. By mid 1990s the internet boom contributed
to an even larger growth. Trend 3. Global Vol-
ume, is only at its inception, and can be argued to
have begun with the huge increase in small yet
powerful devices flooding the market. The cell
phone, the PDA and the availability of wireless
digital networks will have their impact.

3 Trend 1— Shifting sources

One of the dominant trends has been the chan-
ges in failure rate, as well as the sources of failures
that dominate in a particular timeframe. By and
large, we can conclude that the hardware failure
rates are down while the relative contribution of
software is up. In addition as technology matures,
the user set changes, and the degree of sophistica-

tion in the products increase, new sources of fail-
ures become prominent.

Transient faults have traditionally been associ-
ated with the corruption of stored data values.
This phenomenon has been reported as early as
1954 in adverse operating conditions such as near
nuclear bomb test sites and later in space applica-

tionstt®d

. Continuously decreasing feature sizes and
supply voltage of devices reduce capacitive node
charge and noise margin, even flip-flop circuits in-
evitably become susceptible to soft-errorst®. Con-
stantly pushing the processor performance enve-
lope will shortly place us in an unfamiliar realm
where logically correct implementations alone can-
not ensure correct program execution with suffi-
cient confidence. As a result vendors of high-avail-
ability platforms have long incorporated explicit er-
ror detection and correction techniques in their ar-
chitectures. The basic techniques involve informa-
tion redundancy (e. g. parity and ECC), space re-
dundancy (achieved by carrying out the same com-
putation on multiple, independent hardware at the
same time and corroborating the redundant results
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to expose errors), and time redundancy (where re-
dundant computation is obtained by repeating the
same operations multiple times on the same hard-
ware).
3.1 ECL to CMOS circuit technology

The significant change in technology, over the
past decades, is not only the increase in speed and
reduced power consumption, but also the reliabili-
ty of the devices. Fig. 1, reproduced from IBM da-
tal™ shows that system outage as caused by hard-
ware failure has dropped by two orders of magni-

tude in two decades.

30F
1
:_\—3 L
S.20F
=N TCM
E | <
10F
o 308X/3090
1980 1985 1990 1995 2000
Fig. 1 Failure rate changes in hardware

This dramatic change in reliability has been
the driver of a major portion of Trend 1. The shift
in circuit technology from ECL (the technology for
the 308X/3090 series of mainframes) to CMOS is
dramatic in terms of reliability, as shown in the
figure. TCM in the figure stands for Thermal Con-
duction Module, a ceramic multi-chip package that
is liquid cooled.

Considering the beginnings of the FTCS con-
ference, which dates to 1971, one can see why the
focus in the early years was on hardware fault tol-
erance. Product dependability was defined by how
well one could keep a box running in spite of hard-
ware malfunction— Be it permanent or temporary.
To combat the transient failures, up to 25% of the
circuitry was utilized for error detection and correc-
tion. These architectures allowed for very high da-
ta integrity with no data path inside the CPU left
unchecked. Instructions retry mechanism further
increased fault tolerance™.

It was also becoming clear that the next gener-
ation of circuit technology, CMOS would obsolete
ECL. As Fig.1 illustrates, the MTTF of a high
end machine is over 30 years, almost two orders of
magnitude better than that class of machines two
decades ago.

the

growth of the microprocessor and the PC industry.

The same time period has witnessed

Today Intel in the P6 family processors brings

high-end features to the mass market. All P6's in-
ternal registers are parity-checked, and the 64-bit
path between the CPU core and Level-2 cache uses
ECC. Built-in diagnostic features allow monitoring
and reporting on more than 100 events and varia-
bles inside the chip, including cache misses, regis-
ter contents, and occurrences of self-modifying
code. The P6 also improves support for check-
pointing (i.e., rolling back the machine to a
known state in the event of an error), however,
the operating system has to be written to take ad-
vantage of machine-check interrupts.

The drop in the failure rates of current COTS
(commercial off the shelf) processors to 100 FITs™
(MTTF of over 1110 years), could suggest that
device failures are no longer a major dependability
problem. However, as indicated in [10 ], there is
an increase in significance of other threats, inclu-
ding: (1) susceptibility to environmental interference
due to reduced device sizes and power levels of logic
(as discussed at the beginning of this section) ;
(2) hardware design faults that are discovered af-
ter the design is completed (For example, proces-
sors of the Intel P6 family in April 1999 had from
45 to 101 reported design faults, of which about
60% remain uncorrected), and (3) uncertainty
about wearout, which may lead to an increase in the
failure rate over time. This shows that the benefits
of a very low device failure rates will only be signifi-
cant if the likelihood of system failures due to transi-
ent faults and design faults can be reduced as well.
3.2 Software failures

One of the consequences of the dropping hard-
ware failure rate is that the other failure modes

which

has also been growing in complexity, has gradually

have become more prominent. Software,
contributed to a larger proportion of system outa-
ges. Through the 1980s, while the fault tolerance
methods were being developed for hardware and
the incidence rate of hardware failures was drop-
ping software failures became more prominent. At
the same time, the focus on software reliability
methods was marginal. In the high-end server bus-
iness, most of the development budgets were fo-
cused on new function, since that was a growth
segment all the way into the 1990s. The PC seg-
ment was at its inception and the focus was func-
tionality. As a consequence, software failures —
The class of problems that had damaging effects as
significant as a hardware outage that took the en-
tire system down became evident.

The high end server industry responded rapid-
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ly. Both fault avoidance and fault tolerance tech-
niques were applied. Just like the hardware plat-
forms for the high end servers, the software oper-
ating systems included more and more recovery
code. The result is impressive. Two decades later,
a high end IBM server has almost no cold starts in
an entire year.
3.3 Planned outage

Faults and failures produce the mental image
of uncertainty, and catastrophic consequence.
While they do happen, they are by far less common
in high end servers. However, high end computing
has a disturbing problem called planned outage
when, on purpose, systems need to be shutdown.
Planned outage used to be common with installa-
tion and maintenance of hardware, and then be-
came common with software updates and mainte-
nance. Databases needed to be reorganized or net-
works needed to be reconfigured. While, the sur-
prise element was not present, the un-availability
and disruption of services caused just as much a
problem. With businesses running globally, 24 X7
availability was vital and planned outage accounted
for more downtime in the 1990s than un-planned
outage.
3.4 Desktop software expectations

The desktop industry in the mid 1980’ s had

been a novelty and enjoyed user tolerance to fail-

Table 3

ures. As time progressed and the dependency on
desktop software grew it acquired the burden of

any successful segment that enters the stable stage

of its lifecyclet'”,

novelty fades and dependability rises. Although we
have witnessed significant growth in the depend-
ability of products, there is yet much more to be
addressed. The issue is complicated by newer
sources of failures that arise such as viruses and se-
curity holes. Global usage and lower training levels
among the user set push the demands on depend-

ability further.

4 Dependable system research versus
industry Trend 1

Research on dependability has advanced fol-
lowing the changes in hardware and software tech-

nologies.
4.1 Fault/error classes

Understanding fault/error models is of prima-
ry importance in providing sound methods and
techniques for dependability assessment and in de-
veloping efficient detection and recovery mecha-
nisms and algorithms. Table 3 gives a generic clas-
sification of faults based on their temporal persist-

ence and origin.

Table 3 is a simplified version of the more compre-

hensive taxonomy provided in [12].

Fault classes

Fau

It classes

Based on the temporal persistencel!?]

Based on the origint!'*]

Permanent faults, whose presence is continuous and stable.
Intermittent faults, whose presence is only occasional due to
unstable hardware or varying hardware and software states,
e. g., as a function of load or activity.

Transient faults, resulting from temporary environmental

conditions.

Physical faults, stemming from physical phenomena internal to the sys-
tem, such as threshold change, shorts., opens, etc. , or from external
changes, such as environmental, electromagnetic, vibration, etc.
Human-made faults, which may be either design faults, introduced
during system design, modification, or establishment of operating pro-
cedures, or interaction faults, which are violation of operating or main-
tenance procedures.

4.2 Monitoring and emulation of fault sources
Table 4 summarizes the trends in experimental
dependability research across four decades organ-
ized into methods and focus of monitoring opera-
tional systems and artificial evaluation by fault in-
jection. The individual columns highlight emer-
ging: (1) sources of data being colleted from sys-
tems in the field and (2) fault/error types being in-

tegrated into fault injection tools and environ-

ments. Analysis of failure data {from operational
systems provides insight into the dominant error
categories in deployed systems. It also gives valua-
ble feedback for driving fault/error injection exper-
iments. Fault/error injection allows accelerate fail-
ure occurrence in the system and, hence, provide
very rapid validation of prototype design and fur-

ther guidance to design decisions.

Table 4 Examples of experimental dependability research

1970's 1980"s 1990's 2000's
. . Lo . H - t
Operational life monitoring Crash dumps Error logs Natural workloads Frumanzcomputer
Interaction errors
Fault injection Stuck-at Memory API Security

In this stage, the importance of

The fault/error classification in
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4.2.1 Operational life monitoring and failure data
analysis

Understanding the characteristics of a fault
source evolves through several stages. In order to
gain an understanding of the significance of a fault
source, initial measurements focus on summarizing
the underlying statistical distribution with averages
such as mean time to an event. Since little is
known about the fault source, existing measure-
ment frameworks are used to make estimates. This
monitoring may be primary (such as analysis of
system event logs) or secondary (such as reports

from the field).

the statistical properties of the source (such as dis-

In order to discover more about

tribution type and distribution parameter values),
customized error monitoring systems that are sen-
sitive to the fault source, while at the same time
filtering out extraneous information on other
sources, have to be developed. In the next stage, a
deeper semantic understanding of the fault source
and how it propagates are used to devise real time
anomaly detection so that the onset of a new fault
can be discovered and isolated quickly. This pat-
tern of the evolution of stages applies to each fault
source and the depth of understanding of a fault
source is directly related to how many stages have
been explored.

Direct monitoring, recording, and analysis of
naturally occurring errors and failures in the sys-
tem can provide valuable information on actual er-
ror/failure behavior, identify system bottlenecks,
quantify dependability measures, and verify as-
sumptions made in analytical models.

There are three basic elements in an online
trend diagnosis system* ,

Gathering data/sensors. Sensors must be pro-
vided to detect, store, and forward performance
and error information (e. g. , event-log data) to a
diagnostic server whose task it is to interpret the
information.

Interpreting data/analyzers. Once the system
performance and error data have been accumula-
ted, they must be interpreted or analyzed. This in-
terpretation is done under the auspices of expert
problem-solving modules embedded in the diagnos-
tic server. The diagnostic server provides profiles
of normal system behavior as well as hypotheses
about behavior exceptions.

Confirming interpretation/effectors. After the
diagnostic server interprets the system perform-
ance and error information, a hypothesis must be
confirmed (or denied) before issuing warning mes-

sages to users or operators. For this purpose,
there must be effectors for stimulating the hypoth-
esized condition in the system. Effectors can take
the form of diagnostics or exercisers that are down-
line loaded to the suspected portion of the system,
and then run under special conditions to confirm
the fault hypothesis or to narrow its range.

Challenged by the increasing number and se-
verity of malicious attacks, security has become an
issue of primary importance in designing dependa-
ble systems. Analysis of data on security related
system activities permits the identification of secur-
ity attacks, and vulnerabilities exploited by the at-
tacker, and enables classification of the attacks.
Many classifications of attacks have been tendered,
often in taxonomic form. A common basis of these
taxonomies is that they have been framed from the
perspective of an attacker — They organize attacks
with respect to the attacker’s goals, such as privi-
lege elevation from user to root (from the well
known Lincoln taxonomy). Taxonomies based on
goals are attack-centric; those based on defender
goals are defense-centric. Defenders need a way of
determining whether or not their detectors will de-
tect a given attack. It is suggested that a defense-
centric taxonomy would suit this role more effec-
tively than an attack-centric taxonomy. Research
has led to a defense-centric attack taxonomy based
on the way that attacks manifest as anomalies in
monitored sensor data. Unique manifestations,
drawn from 25 attacks, were used to organize the
taxonomy, which was validated through exposure
to an intrusion-detection system, confirming attack
detectability. The taxonomy' s predictive utility
was compared against that of a well-known extant
attack-centric taxonomy. The defense-centric tax-
onomy was shown to be a more effective predictor
of a detector’s ability to detect specific attacks,
hence informing a defender that a given detector is
competent against an entire class of attacks.
4.2.2 Network user interaction failures

Resolving network interoperability problems
is difficult and time consuming. Almost every user
has experienced such a problem either directly, or
as a by-product of a task they were attempting to
complete. Problems may originate or be complicat-
ed by system heterogeneity, administrative poli-
cies, security practices, and end user errors or im-
proper mental models.

Advances in network flexibility, self-repair,

and reconfiguration will improve underlying per-
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formance ( Meseguer et al, 2003) but lead to in-
g ’ L. Table 5 Problem type statistics
creased complexity. Furthermore, it is likely that
. . N Hours to Resolve
the user will be unable to rely on a consistent de- ! Moan Sid Dov Som
tailed mental model of network state and topology. Core 69 58 111 1013
As such, new human-computer interaction meth- Network 45 77 132 3447
ods and tools will be required to enhance user Leaf 66 60 133 3957
ceness and broblem resolution Single 86 52 104 4490
awareness b ¢ re% v : Phone Number 132 27 86 3523
As an example, consider remote network ac- Overall 398 19 110 19431

cess that generates frequent problems and has con-
siderable detrimental impact on user efficiency.
Data on remote access trouble tickets covering 2. 5
years from June 2000 through December 2003. The
analysis of incident reports is a common and ac-
cepted data collection methodology ( Wickens,
1995; Salvendy &. Carayon, 1997).

During the period in question there was a
phase out of DSL service, an introduction of a
VPN option, and a beta test of a licensed dial-up
ISP for traveling users. The latter two may explain
the slight rise for incoming cases near the end of
the sampled period, while the DSL. phase out may
explain the small hitch in late 2000. However, it
was interesting to note that, in general, the rate of
incoming cases was remarkably linear (Fig. 2).
This suggests that little progress was made over
this period in developing methods of reducing case-

load.

.
1/1/01

1/1/02 1/1/03

Arrival Date

0
1/1/00

Fig. 2 Case arrival rate

It is important to note that Hours to Resolve
is not a good measure of staff time consumed. This
is simply the time from the initial user query to the
time the case was closed. The most salient obser-
vation upon looking at Problem Type was the high
caseload and time sink resulting from phone num-
ber queries (Table 5). Also apparent was the high
mean time to resolve problems stemming from
third party networks. Problems due to single con-
figuration change events were {requent (22%) and
likely the result of shifting policies and network
options (i. e. , DSL phase-out, VPN roll out, and
licensed dial-up ISP beta test).

Over 25% of the cases and 3500h were re-
quests related to phone number requests. Some of
these were influenced by time zone effects (e. g. ,
user is in Asia and staff is only fielding queries
during the work day).

A large number of cases were resolved within
the first day (Fig. 3).
problem resolution shows that Leaf cases linger on

Inspection of the pace of

much longer than other types.
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Hours to resolve

Fig. 3 Resolution by type

Comparison of case sample totals for the Win,
Mac, and Li/unix categories is shown in Table 6.

Table 6 Operating system statistics

Hours to Resolve

N Mean Std Dev Sum
Win 92 61 118 5592
Mac 22 60 68 1322
Li/unix (no Mac) 23 61 99 1392
Unknown 121 54 108 6493
Mixed 8 139 304 1109
Overall 266 60 118 15908

The curves in Fig. 3 exhibit the typical decay
pattern expected in help desk operations.

Perhaps the most interesting observation from
Fig. 4 is the almost linear dive to full resolution by
Mac users shortly after the first week. This mani-
fested as considerably reduced variability for the
Mac category when compared to the other catego-
ries.

The high rate of problems associated with the
VPN implies many cases were specifically due to
problems originating from the use or application of
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L0 4. 2.3 Fault/error injection
' Fault injection has been used for more than
. O.Sﬁ - three decades and it is generally recognized as an
< s important method for dependability analysis. One
;Ejoﬁﬂ é % reason for the success of fault injection is that it
2 04f . \‘E P _E :Jj enables evaluation of the actual implementation and
E = S B D = attempts to capture how a programming error or
02r 1 | | manufacturing defect may affect the system's de-
0 M'_,:‘; e~ S , pendability. Fault/error injection can be employed
0 168 336 504 672 840 1008

Hours to resolve

Fig. 4 Resolution by operating system

security policies. Two security categories were ex-
amined: VPN and Realm. VPN cases included
problems installing, configuring, and using the
VPN. Cases associated with Realm included con-
flicts with security policies (e. g. , mail relaying),
authentication (e. g. , password errors), and net-
work card registration. Security problems were
common—41% of the cases and 47% of the time
involved VPN and/or Realm (Table 7). VPN cases
seemed to be particularly time consuming but this
may be due to users waiting for new VPN client
distributions. Windows deployment was more rap-
id than Mac and "nix.

Table 7  Security statistics

‘ Hours to Resolve

N Mean Std Dev Sum
None 158 53 112 8356
Realm 54 53 108 2855
VPN 42 104 156 4375
VPN, Realm 12 27 29 322
Overall 266 60 118 15908

This effort was valuable in that certain classes
of problems and nuances surfaced rapidly. A few
key points were identified during this effort.

(1) The mean time to resolve all help related
cases was about 2 days(49h/case). This jumped to
60 h/case for the subset not including phone num-
ber requests.

(2) Over 25% of the cases were due to phone
number requests.

(3) Problems with configuration changes re-
sulted in 22% of the cases.

(4) Time to resolve cases with Mac OS (9 and
X) was considerably less variable than other plat-
forms. The longest Mac case was resolved after
just over 10 days.

(5) Security problems were {requent — Espe-
cially for end users where over half of the problems
were related to obtaining necessary user rights.

to conduct detailed studies of the complex interac-
tions between fault/error and fault/error handling
mechanisms. This approach complements analytic
evaluation and simulation, which apply to earlier
design stages.

One important step in the evolution of fault
injection was formalization of the key components
of a fault injection experiment: The faults set, the
set of activations, the set of readouts, and the de-

[10:16]  These concepts were

rived measurements
further extended by formalizing failure acceleration
(i. e. , injecting faults at a high rate to increase the
number of failures observed) and applying it to an
IBM 370 mainframe!'™. In the late 1980's an idea
of software implemented fault injection ( SWIFI)
was proposed. Multiple tools were developed to
enable rapid assessment of system dependability
without the need of building, often expensive,
hardware fault injection tools. Another important
method of injecting faults was the use of radiation
sources to induce single event upsets (SEUs) on
exposed ICsH&1,

While fault/error injection methods and tech-
niques have been extensively studied in academia,
industry also employs fault injection. Work in [20]
reports on fault injection based testing of recovery
and serviceability in the IBM ES/9000 systems.
Fault injection and software testing were used by
Ansaldo-Cris, Italy to assess dependability of new
U In [22]

physical fault injection at the pin-level was em-

generation of Railway Control Systems

ployed to validate error-handling mechanisms of
teraflops supercomputer developed by Intel. Soft-
ware implemented fault injection assists in evalua-
tion of embedded flight control system'?.
4.2.3.1 Fault injection at the operating system
API level

The success of many products depends on the
robustness of not only the product software, but
also operating systems and third party component
libraries. But, until now, there has been no way to
Ballista chan-
ges this by providing a simple, repeatable way to

quantitatively measure robustness.
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directly measure software robustness without re-
quiring source code or behavioral specifications.
Ballista is a "black box" software testing tool, and
it was demonstrated on testing the APIs of Com-
mercial Off-The-Shelf (COTS) software. [ 24 ]
provides a comprehensive assessment of 15 POSIX-
compliant operating systems and libraries as well
as the Microsoft Win32 APIL.

Each of 15 different operating system’s ro-
bustness has been measured by automatically tes-
ting up to 233 POSIX functions and system calls
with exceptional parameter values. Overall, only
55% to 76% of tests performed were handled ro-
bustly, depending on the operating system being
tested. Hardening can be accomplished by first
probing a software module for responses to excep-
tional inputs that cause "crashes" or "hangs".
When these robustness bugs have been identified,
a software wrapper can be automatically created to
filter out dangerous inputs, thus hardening the
software module. More details and ideas on use of
protective wrappers may be found in [25-27].

4. 2. 3.2 Fault injection at the application level

To analyze dependability at the application
level, the faults are injected into the application
program itself or the layer between the application
and the operating system. The methods of injec-
tion can be classified into two types according to
when the faults are injected™*!.

(1) Compile-time injection

Faults are injected into source codes or assem-
bly codes of target program. and the fault injection
generates an erroneous softwarefimage at compile-
time. This method alters instructions of target
program, but it can cause no perturbation during
runtime,

(2) Runtime injection

Some mechanisms can be required to trigger
injection during runtime. There are many common
mechanisms of trigger, including: Interrupting the
application execution by trap, timer, exception, or
executing the application in trace mode; and execu-
ting specific fault injection code by adding instruc-
tions to application code.

Software implemented fault injection without
special hardware is low complexity, low develop-
ment effort, and low cost'®’, but it also has higher
perturbation and lower monitoring time-resolu-
tion. In HFI-48%, the Single-Cycle fault injection
for bus signals is presented based on technique of
socket insertion. User can set one address or cate-
gory of addresses by masking code as conditions of

injection, at the same time, the duration of injec-
tion is restricted into one bus cycle (read or write) ,
and the behavior of injection can not affect subse-
quent cycles. Thus, it can inject faults into regis-
ters or memory accurately, and simulate software-
implemented injection, at same time, it can not in-
cur any perturbation to target program and supply
time-resolution of hardware monitor.

5 Trend 2— Explosive complexity

The complexity arises from a few different
factors, and with it issues in dependability get
more diverse. The lines between pre-ship and
post-ship are blurred increasingly with our ability
to ship fixes instantly on the internet. Customiz-
ability and inter-operability of services further
makes products, vendors, and services less distin-
guishable. Wireless technology makes devices and
users location transparent, and the demands 24 X7
availability spread across the industry.

5.1 Growth and complexity

This huge growth is not just due to selling
more computers and increasing the installed base of
software. Applications, infrastructure and services
have exhibited compounded growth. Thus, while
individual segments of the industry show a steep
linear growth, the complexity of the systems built
for them grows nonlinearly.

While it is always hard to measure individual
engineer productivity, which we believe has grown
due to better software engineering tools, the labor
market growth figures illustrate substantial
growth. Since development continues on larger
components, which are themselves growing in fea-
tures and functionality, the ability to synthesis lar-
ger and more complex systems has grown substan-
tially. For instance, a modern web application is
built on a number of standard components— Oper-
ating system, middleware, web server, transaction
manager, database system, the rendering layers
supporting streaming media — All built upon a
transport layer or net-work that is configured sepa-
rately. The application and business logic is an in-
dustry-specific product layered upon these other
components. Integrating the various components
and dealing with the complexity of such systems is
a new layer of conceptualization with its own de-
pendability issues.

5.2 No test case

In every industry that has faced rapid growth,

standardization, layering and multiple sourcing

have been used to deal with the growth. The com-
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puter industry is no exception. , but with the added
ability of extensive customization as a competitive
edge. Customization is made possible by the ease
of programmability at a late stage in development.
It is also an excellent marketing vehicle to differen-
tiate one standard component from another in
terms of added features.

Many a system built with standard compo-
nents is realized only at a customer site. While the
piece parts are supposed to work, the fact that
they do can only be tested on site. This creates the
challenge of developing appropriate test suites.
The notion of functional testing and checking inter-
faces breaks down beyond a point, needing scenar-
io tests that evaluate the end to end function.
However, minor variations in individual interfaces
make it is almost impossible to access and verify
reliability, thus, the problem of. "no test case",
the ever increasing cost of integration and delays in
delivery are often due to this customization.

5.3 Re-defining failure

For decades we have assumed that a failure is
a well understood concept. The IEEE/IFIP defini-
tion of failure is, "a system not perform up to its

"I This is an apt definition for a

specification
piece of hardware, or an IC chip, a microproces-
sor, or a UNIX command that has been unchang-
ing for 20 years. In each of these cases one can find
a specification. But, increasingly piece parts do not
have specification. And if the specifications do ex-
ist, they are vague, incomplete, and never really
meant to serve the purpose of providing a clear bi-
nary answer to whether a situation is a failure or is
working as designed. When there is a specification
for a new product or service, it may only be in the
form of commercial material and not a detailed

And if one does find the

technical specification, it could be obsolete.

technical specification.

How does one recognize a failure? A good
place to observe is the customer service desk.

the

process usually tries to answer the question: Is it

When customers call, problem diagnosis
working as designed, or is something wrong? If it
is not working as designed, is it because the user
did something incorrectly, or is the product or
service broken? In many cases the answers are rea-
sonably clear. However, there is now an increas-
ing trend when the blame cannot be assigned. And
regardless of the blame being assigned, the desire
to retain customers, and develop a better product
motivates fixing the situation so that it does not
occur,

From this perspective, the definition of a fail-
ure needs to be rethought. It is the expectation in
the eyes of the customer, the satisfaction of the
customer and to a much lesser degree the technical
specification of the product or service:*!,

5.4 Speed of service

The focus on customer service is driven by
choice, cost and image. Customer service is very
expensive but poor customer service is even more
expensive. There is a constant tradeoff between
managing the cost of customer service and maintai-
ning a positive image that are reflected in customer
satisfaction numbers measured from the field.

Customer service spans a broad range of top-
ics, problem determination and solution delivery
being only two of them. If there is one metric that
captures the concerns of dependability it is "speed
of service". This has probably the single highest
impact on the image of the company, satisfaction
to the customer and cost.

The faster one needs to respond to a problem,
the higher the cost of service. The more time one
has to manage a situation, the more flexibility
there is in the organization to manage the cost of
service. This challenge is at the core of building a
services strategy and technology to support the
products. Remote diagnosis, failure prediction,
self repair, are different ways by which service can
be improved.

As products have become complex, the piece
parts are imported from different sources and the
install base is more global, the complexity of serv-
ice has grown. Outsourcing the service is an at-
tractive option used by many. However, with the
outsourcing of service overseas to countries with
lower cost structure, the infrastructure to deliver
the service has also risen in complexity.

5.5 Constant development

In the past there was a time when a product
was built, assigned a product number and shipped.
Other than for service the product and its function-
ality was encapsulated in that part number, and
never changed.

This was the day before microcode and down-
loadable software patches. Our ability to change a
product without bending metal has created a new
concept of shipping a product. It is conceivable
(and one could argue we are already there), that
we can buy a widget and then determine what it
does.

Assuming that the process of delivering the
product to an end user takes zero time, the chal-
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lenge becomes the process of developing the prod-
uct and verifying that it works. The unintended
consequence, is that the development process never
really has a clear start and end, which historically
was forced by the product delivery mechanism.
Now, one can argue that the product delivery
mechanism is not what should define produce start
and stop, but product and investment manage-
ment,

The consequences are fascinating, especially
to dependability. The constant development and
delivery places much lower premium on depend-
ability. Since the change cycle is assumed to be
fast, it tends to make design far more reactive. It
allows a larger field test of situations that other-
wise would need to be tested in house. The proces-
ses of development, service, and dependability de-
sign get rolled into one big cycle, that has few dis-
tinctions between them. From a product manage-
ability perspective it can give rise to a far greater
number of generations of product that co-exist in
the field. This latter point makes it much harder to
deliver service, and maintain the install base.

6 Dependable system research versus
industry Trend 2

The issues in Trend 2 that drive greater com-
plexity, brings home a central theme in the re-
search area of dependability-breadth. What was
once an area that was better defined by failures and
faults from well known sources is now dispersed
across a broader set of sources and relationships.
Thus, the concepts based on clear fault models
with a known specifications and design is muddied
by less clear notions of failure and blurred lines
among design, development, and field life of prod-
uct.

6.1 Software reliability

Measurement of software reliability from field
data has been limited, compared to its counterpart
in hardware. The few studies that report measure-
ment {rom field data have been from large vendors,
and the studies conducted often, by academically
inclined individuals or partnerships with universi-
ty"**%  Yet these studies are insightful in giving
us an order of magnitude of the MTBF which illus-
trates that the range for software is between 10—
100 days. The studies also illustrate the reliability
growth that occurs as the software ages in the
field. One of the primary difficulties in these stud-
ies is the collection and filtering of field data, and
determining an appropriate compensation for under

reporting. The first IBM study and the following
Microsoft study, both use educated guesses that
seem reasonable, Studies to estimate reporting
rates, and methods for good data filtering are open
areas of work.

6.2 Use of formal methods

An important area where formal methods were
very successful is model checking, applied in the
design and verification of finite state systems,
e. g. » distributed algorithms and protocols. This is
achieved by verifying whether the model, derived
from a hardware or software design, satisfies a
logical specification (often expressed as temporal
logic formulas). Early work on [19, 37 ] provide
foundation for current generation of model chec-
king tools such as SPINM*,

6.3 Software testing

There is a vast difference in the level of tech-
nology for testing between hardware and software.
Hardware testing has over the years developed into
a fairly sophisticated set of methods and tools.
Software testing, too, has a long history; howev-
er, the level of complexity remains largely unad-
dressed.

Testing at a program level is fairly well under-
stood and the practice well documented™” with a
number of tools and measurements. Functional
testing which amounts to a slightly higher level of
abstraction too has a reasonable body of work, but
is far from complete. Black box testing methods
that an application programming interfaces are ma-
instream methods. However the degree of automa-
tion is limited by the quality of specification. A
number of tools have made considerable progress in
developing parsimonious test suites to address the
combinatorial explosion that occurs in test genera-
tion. The use of orthogonal arrayst'® that first ad-
dressed the issue was advanced by the AETG tool

L with sophisticated heuristics to work with

set
constraints. Open problems in this area have to do
with the development of functional test on a richer
variety of inputs and constraints. There is also lit-
tle work that relates the nature of faults to the effi-
cacy of specific methods of test generation.

Model based testing approaches the issue of
functional testing from a much different perspec-
tive. These are borderline formal methods, since
they do have a formal representation of function,
but not necessarily derived from exact specifica-
tions of the program. State charts"'* blend graph-
ical representation with functional properties, and
are particularly attractive in applications where the
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model lends itself to the application such as proto-
cols.

Complexity that arises from integrating sever-
al layers and inter-dependent services poses a hard
problem for testing. The problems are deepened
due to incompleteness of specification and environ-
mental constraints that are inadequately under-
stood. Developing conceptual models for these sys-
tems, and developing tests and establishing mean-
ingful measures of coverage are open problems.
6.4 Application-aware security and reliability

The increasing complexity of computer sys-
tems and their deployment in mission- and life-crit-
ical applications are driving the need to provide ap-
plications with security and reliability support. In
addition, the Internet’ s ubiquity makes systems
much more vulnerable to malicious attacks that can
have far-reaching implications on our daily lives.
The catastrophic failure of the AT&. T telecommu-
nication network in New York affected financial
and life-saving systems such as airline reservations
and the American Red Cross blood supply tracking

sl M4 that exploited

systems The Morris worm
buffer overflow vulnerability in fingerd, and the
Code Red worm!**! that exploited a buffer overflow
in Internet Information Service (IIS), are all indi-
cations of a rising problem of computer and system
security. In this all-pervasive computing environ-
ment the need for security and reliability has ex-
panded from being limited to a chosen few expen-
sive systems to a basic computing necessity.

The traditional one-size-fits-all approach to
security and reliability is no longer sufficient or ac-
ceptable from the user perspective. A potentially
much more cost-effective and accurate approach is
to customize the mechanisms for detecting security
attacks and accidental errors using knowledge
about the expected or allowed program behavior.
In addressing this challenge, a concept of applica-
tion-aware checking as an alternative has been pro-
posed . By extracting application dependability
characteristics using compiler analysis and enfor-
cing the characteristics at runtime using the hard-
ware modules embedded in a configurable hardware
(e.g., [47]), it is possible to achieve security and
reliability with low overheads and low false-posi-
tive rates.

The idea of customizing hardware checkers
based on application needs is compatible with re-
cent industry trends such as utility computing from
HP and SUN, in which utility computing grids can

optimize themselves to suit the application’s per-

formance needs. Analogously, an application
aware checking methodology lets tune the hard-
ware checkers taking into account application spe-
cifics, e. g., focusing the protection mechanisms
on the most critical application data and/or system

resources.

7 Trend 3— Global volume

The numbers of end users has grown by or-
ders of magnitude in the IT industry. And with it
comes a plethora of changes in every aspect of the
business. The user’s tolerance for failures is low-
er, and the higher levels of integration are a source
of new dimensions in failures. These trends often
alter assumptions we once held that may no longer
be true. In other respects ideas that were consid-
ered impossible only a decade ago, are already in
production.

7.1 Form factor and mobility

The smaller geometry of circuits and lower
power has reached the point where devices such as
a hand-held PDAs rival the compute power of a
desk top computer of only a few years ago. While
that trend has been predicted in Moore's law for
more than two decades, it is only now that the
hand carried, or wearable device has the power for
significant computing. Coupled with the corre-
sponding decrease in cost, the volume of devices
grows by a couple orders of magnitude over desk-
top and lap top computers. No longer are comput-
ers numbered in hundreds of thousands to a million
per year, but in tens to hundreds of millions com-
puters with each model having a useful operating
life of a couple years. The cell phone is an excel-
lent example of a form factor, technology, and ac-
cepted functionality that will drive more CPU sales
with the power of a desktop computer than previ-
ously conceived.

This large volume of devices is not mere pow-
er in the hands of the end users. There is an infra-
structure that needs to be laid down to enable the
end-user device, manage the end user device, and
make it a channel for new features and services.
All this with location transparency and in the ideal
situation without forcing direct contact with the
end user.

7.2 Lower training threshold

The increase in volume of users leads to lower
levels of training of the average end user. While
this is quite evident in the consumer segment, such
as a cell phone user, it is also true in other seg-
ments. Clearly, the need for specialized skill and
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the expectation that there will be the necessary
training is always true in the high end servers net-
work markets. However, the desktop era demon-
strated the need to build computing elements that
required lower and lower levels of training for the
end user thereby enabling mass markets. Along
with this, there has also been the trend to place
systems management and repair in the hands of
technicians not requiring a degree in computer sci-
ence and who can be trained rapidly. The growth
of education programs in information technology,
that focus on solutions and capabilities and less on
engineering design reflects this trend.

Dependability demands accelerate with lower
training. What may have been once considered an
acceptable level of difficulty in use and maintenance
of systems, is no longer acceptable. Thus, what
are minor irritations in in historic systems, become
faults today. What would historically be routine
maintenance becomes serious failures. While this
has some elements of the changing definition of
failure it is different in that the capability of the
user is much reduced. Thus, the design assump-
tions on products themselves have dramatically
changed to accommodate this trend.
7.3 Dependability in systems management

With more diversity of devices in the market,
the task of installing, delivering, maintaining,
servicing and upgrading are all now far more chal-
lenging. Some tasks that could be done manually,
cannot be done manually. Failures in these systems
have their effect multiplied by the number of users
they serve. For instance, a wrong installation of a
version of an application for a thousand sales
agents, can be updating databases around the
world with incorrect pricing information causing a
huge disruption in accounting. This may have been
triggered by a human error, due to lack of train-
ing, or a programming error in the version man-
agement, or a secondary problem due to the integ-
rity of a database.
7.4 Market maturity drives product sophistication

The information technology business directly
effects every one. Awareness of computing prod-
ucts occurs early in childhood. A direct conse-
quence of this is the maturity of the average user is
on the rise (and this co-exists with lower average
training). The consequence is that the expectation
of a product in the information technology space if
far more advanced. While novelty is always attrac-
tive to people, one grows out of the novelty phase
and becomes more demanding of capability, per-

formance and durability. Compare for instance,
the current attitude towards cars. We not only ex-
pect them to work and drive well, but do so with-
out demanding a tune-up for up to a 100000 miles.

8 Dependable system research versus
industry Trend 3

Commencing with the workstation boom in
the early 1980s, many of the traditional system
management procedures fell to the user. Since
workstation behavior was not visible to a central
site, the research community developed techniques
in trend analysis to monitor activity and report de-
viation from normal behavior. Thus., rather than
attempt to reconstruct sequences of events after
the fact, operational personnel would merely be
notified of unusual events. Operational personnel
could focus their attention on events that were
likely to be meaningful. In addition, the trend ana-
lyzers provided data surrounding the event so no
reconstruction would be required.

8.1 Adaptive model of normal behavior

Trend analysis creates a model of normal be-
havior and looks for deviation between current be-
havior and normal. Since systems and their appli-
cations continually evolve, the model must also
learn the new behavior and factor it into a new
model for normal. In its' early stages of develop-
ment, Harbinger? [34] saw traffic grow by an or-
der of magnitude in a matter of months on an Eth-
ernet backbone. Harbinger would flag events that
were plus or minus one or two standard deviations
away from prior behavior. Operational personnel
could examine these behaviors and, if considered
normal, do nothing. The Harbinger model would
adapt such that any change that persisted for over
two weeks would now become part of the new nor-

Harbinger reduced the number of
[48]

mal behavior.
events of interest by several orders of magnitude
The case study on using models of normal behavior
for voice mail systems in Telco shows that alarm
analysis could predict failures up to a few weeks in

9] Setting up the alarm measurement and

advance
analysis system decreased the mean time to repair
at least by a factor of two, with a corresponding
drop in un-availability.
8.2 The end-user tolerance of the system response
latency

In the face of the computer pervasiveness, the
human-computer interaction becomes one of the
factors determining the end-user perception of sys-
tem dependability. Response latency is one of the
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important quality of service (QoS) metrics. An
early study by Miller? [48] indicated that; (1) re-
sponse within 0. 1s is perceived by the user as an
instantaneous reaction of the system, (2) response
within 1. Os keeps the user attention to an interac-
tive dialog, and (3) 10 seconds delay is about the
limit for holding the user attention to the task at
hand. For longer delays the user is distracted and
may move to another task. Similar conclusions are
drawn from the study on a cognitive coprocessor

YH . More recent work

(a user interaction manager
conducted in HP Laboratories on the user-per-
ceived latency of Web-based services reinforces
these findings and indicates that delays of around
11s represent the threshold beyond which it is dif-
ficult to keep users attention to the task™. For
designers of dependable systems these findings
show the importance of fast error detection and
rapid recovery in minimizing the system downtime
due to errors and, hence, reducing the response la-
tency perceived by the end-user.
8.3 Pervasive computing

For the past decade computer science research-
ers have been defining new services and architec-
tures for pervasive and ubiquitous computing envi-

ronments-H,

Pervasive/ubiquitous computing en-
vironments encompass hundreds of embedded com-
puters throughout the physical environment that
can provide services such as displays and printing.
As mobile users and devices move through the en-
vironment, services must be discovered and proto-
cols established

services.

for communicating and combining
Basic research in pervasive/ubiquitous
computing may provide some of the mechanisms
for "on the fly"
8.4 Cognitive assistants that learn

The DARPA PAL (Personal Assistant that

Learns) program's goal. is to create cognitive sys-

monitoring and reconfiguration.

tems that use a variety of learning techniques to
discover user preferences and proactively anticipate
user needs. By communicating through cognitive
agents, the user that has discovered a technique to
work around a problem could have that information
shared with other users. Thus, rather than having
a dedicated,

through problems (a recent study of remoter user

skilled staff to help users work

authentication problems indicated an average prob-
lem resolution time of 72h™%) the entire user com-
munity could share what has been discovered.
8.5 Proactive management

The number of operational parameters in a
computing system has grown explosively. Compa-

nies have been founded whose sole product is to
discover network configurations and set the param-
eter values of the various switches to optimize per-
formance. One can envision such services reaching
down to the individual user and their mobile de-
vice. Early research in artificial intelligence led to
the R1 system™*!? for configuring VAX high-end
Digital
(DEC). Since there were a large number of possi-

computers for Equipment Corporation
ble configurations, R1 examined the purchased or-
der and created a bill of materials adding in missing
components that were implied by the rest of the
configuration. Research in such technology could
carry beyond the manufacturing phase into the op-
erational life phase.

8.6 Complexity — Artifact

Historically, the computer industry has used
abstractions as a means to handle complexity and
allow independent development on opposite sides of
the boundary. One of the first highly successful
abstractions was the separation of instruction set
design from implementation. In the early 1960"s,
IBM defined the IBM System 360 instruction set
architecture. Over the next four decades hardware
designers created tens of different hardware imple-
mentations increasing performance a thousand fold
but guaranteeing that even the software written in
the 1960’ s would run unmodified. Meanwhile,
software designers could write new applications
without worrying about the moving target of hard-
ware technology.

The contemporary embodiment of abstractions
is industrial standards. Standards define function-
ality that service providers can implement while
service consumers can use without concern about
the implementation of the service. A research op-
portunity is to apply previously successful concepts
to this new level abstraction.

For example, the Ballista approach to probing
the exception handling capabilities at the API (Ap-
plication Program Interface) could possibly be ex-
tended and adapted to standards definitions.

As another example, the mnemonic reminder
approach to minimizing the generation of design er-
rors might also be extended to both the providers
and consumers of standards. For example, the
CHILDREN mnemonic/*** has been demonstrated
to decrease the number or errors due to common
software programmer omissions and commissions.
The mnemonic aids recall of issues to consider
while writing code.

9 Conclusions

Our framework, defined by three elements —
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trends, artifacts, and processes — Has allowed us
to reflect on overarching industry trends and tech-
nologies that impact the industry’s artifacts and/or
processes. Looking back at Table 2, following our
discussions, lets us reflect on where we have been
and where opportunities for research lurk.

Trend 1 Shifting Error Sources and Trend 2

Explosive Complexity are well underway with a
substantial body of research. Nevertheless, there
remains a need for more research, especially on is-
sues of complexity and security (e.g., measure-
ment-based analysis of system security). Trend 3
Global Volume, is upon us but is young in terms of
research. We have articulated several topics that
are currently visible and certainly others will reveal
themselves. The pace of industry and its needs for
research has grown by the sheer volume of busi-
ness and domains of application. Thus, the need
for this research is imminent.
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