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Forgery Attack on PMAC and TMAC-V with Random Message
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Abstract A Message Authentication Code ( MAC ) is a hash function with secret key, which
satisfies that different keys can induce different hash functions. Therefore, receiver can verify
whether the message is forged from sender. At the same time, receiver can also verify who send
the message. PMAC, a fully parallelizable MAC scheme based on block cipher, is proposed by
Black and Rogaway in Eurocrypt 2002. In 2005, Mitchell presented TMAC-V to improve the se-
curity of TMAC. This paper presents a new forgery attack on PMAC and TMAC-V with random
message, which make use of the principle of differential identical in part of the mode. The new
attack can forge the PMAC and TMAC-V of random message, with a probability of 86. 5% high-
er than 63% in the known reference. The complexity of this new attack is [0,2"°7!,1,0] for
PMAC where no truncation is performed. For PMAC where truncation is performed, the com-
plexity of this attack is [0,2"*"",[n/7],2"7"]. And the complexity of this attack is [0,2"*%',1,0]
for TMAC-V.
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Authentication Code ( MAC ) is a hash function with secret
key, which satisfies that different keys can induce different
hash functions. Therefore, receiver can verify whether the
message is forged from sender. At the same time, receiver
can also verify who send the message. MAC algorithms have
two forms that based on block cipher and based on hash func-
tion. This paper research MACs based on block cipher,

which are PMAC and TMAC-V. PMAC, a fully paralleliz-
able MAC scheme based on block cipher, is proposed by
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Black and Rogaway in Eurocrypt 2002. In 2005, Mitchell
presented TMAC-V to improve the security of TMAC. A
MAC is secure if for an adversary who does not know the se-
cret key K, it is computationally infeasible to perform an ex-
istential forgery under an adaptive chosen text attack. In the
conference of ACISP 2006, Lee et al. devised forgery attack
on PMAC and TMAC-V. But their method need fixed mes-
sage, with a probability of 63%. This paper presents a new
forgery attack on PMAC and TMAC-V with random mes-
sage, which make use of the principle of differential identical
in part of the mode. The new attack can forge the PMAC and
TMAC-V of random message, with a probability of 86.5%
higher than 63% in the known reference. The complexity of
this new attack is [0,2"?71,1,0] for PMAC where no trun-
cation is performed. For PMAC where truncation is per-
formed, the complexity of this attack is [0, 272", [n/z ],
2" 7], And the complexity of this attack is [0,2"*"1,1,0]
for TMAC-V.



