H30% 10 it " HL =2 Eire Vol. 30 No. 10
2007 4E 10 H CHINESE JOURNAL OF COMPUTERS Oct. 2007

— AL ERENEREHREBLNNEERE

EAE EELRK 42F
(P E BB A BE dLET 100080)

CRER BRI Jesat 100080)
(FEETRAETIHREYR &

OE RRIRIRSE D A S DA T R T R A i 100 5 Y — b T o A SRR ) R 2 S B DX A
PR AS HE R 5 JIT LA 56 fY 25 40 B8 125 R 30 AR SR M 98 A . A BT VR B0 5 I T S5 00 1 s [ AH G L 3 2o AR 4T 1%
TR 2 18] A Bl 5 4 S BB . SO MR A 23 (] A 56 1 A0 I IAD R S P AT R s 1 — A DU SR A I S 3 B o A
ST DK IR I 3 20 e A A g AR b SR R (LA BRI I ] 00 5 AL A R G T R ) A A A E
BUASSE . Sk 0 AT (0 45 SR R Ak mT LAl /D A e =2 ) ) 50408 A2 40 o DT A 28 3t ) T A% SR AR 1Y RE L R AL S B
FW LA 1000 9 % I8 S R A DR IN 320k Al ARG I 31 93 00 it 41 DX IR A 88 06 ) 4 12 A%l Als

KB TCLRATIRAT LS A B X R I 5 = R Ak
FEZESES TP302

A Fault-Tolerant Algorithm for Event Region Detection
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Abstract  Detecting the region of emergent events is an important application of wireless sensor
networks. In recent years, research on fault-tolerant event region detection algorithms becomes a
hot topic. By assuming that the occurrence of an event is spatially correlated, previous work dis-
tinguish fault and event by exchanging readings among neighboring sensors. Considering that in
many cases, an event is both spatially and temporally correlated, this paper proposes a distributed
and localized algorithm for fault-tolerant event region detection. Aiming at reducing the network
traffic, this algorithm determines a faulty sensor by using statistical hypothesis test for matching
the reading sequence of sensors and statistical characters of the event. The analysis shows that
the proposed algorithm is more energy-efficient than existing ones. The simulation results show
that the algorithm can detect as much as 93% of the event region and 88% of faults, when 10%

of sensors are faulty.
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//For each sensor:
int eventRegionDetection(double &, int C)
{
double ¢, ¢’
int status=LN;
int count=20;
//detecting the occurrence of the event
while (every AT time and r(z) <R, (0))
do nothing---
t/ =03
//phase one—Upon detecting the occurrence of the
event
while (every AT time and ¢ <<T\,)
{
if (r(D>Ry (£
//statistical hypothesis test
il (|r(t)—Exp.({')]<<8+ VarSR.(¢t'))

count=count+1;

}
' =1 +AT;
}
if (count >C )
status=LE;
else
status=LF;
if (status==LE){
broadcasting status to all neighbors---
}
receiving statuses from neighbors -+
//phase two—Upon judging the status itself:
if (more than half of statuses of all the
neighbors are LE ) {
if ¢ status==LN )
status=Fault;
else

status= Event;

else{
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return status;
}//end eventRegionDetection

14 BE 53 7

MFEE 1 AL AT LA . A2 I 6 3 2
T 1R o 2% P R X A2 e 14 B 80 97 B BB
B 26 0F. DRI o 2 BRAAVR B BE 1 BEAT A 21 DX A
APRE AR PIRERER. A 1 SR A T B 1 i £ R
v DA B DR A A AR s 5 2 SIS e B R ) TR
DRI A 21 5 ) A2 S . SE B BT R L B A
X T 288 A R 1 BE AR AR T BE Y /.

PR 1 AR TR R S AR Y — TR S B
A Qi 8 LG VTR AL {15 42 S 8 152 B0 1) R il 2
BB B8 2% 5 BIAE T, B[] AT 20 (2D Bl 2 119 1
BORME C U N, 72 Gl A AR50 1 R A R 1 1R
R 3 Frim, Hp () CRF R R A
(3D ATLAF .0 B C i/, R A5 1 AR 1Y
RS

PR 2 R TR A D R R AL R 1 B KU
GG UFAF & FE R e R AL 8 75 12 152 U 8] i 2
TBCBEAG B0 2% 1. TR A2 AR R AR 5 2 SRR IR IR
W Frow. Hov, O 1 OISR 5 RS R R BT IR
AR RGO G MRR R BE LT
Rt ) BT LU L 0 /N COloR, W R A5 2
B TR AL RN

4.2

| 7(t;) — Exp (1, | R
( VarSRe(tjl) =
| r(t;,) — Exp.(1;,) |
VarSR.(1,) ="
| r(t;, ) —Exp.(e; ) |
VarSR. (1, ) 235)’
1< < <jpc<=m (3)
| r’(tjl)*Expe(tjl) | 5
( VarSR (1,5 O
| r/(th)fExp(.(tjz) |
VarSR.(t;,) <9
‘ V/(f]“) _El'pe(f]“) |
( P s).
VarSR. (¢, ) < )
1< << <<je<m 4)

R HR WX O C BRI T EW ., B It

5 RO HER.

Xt T 0 F C R BUA » 5 AR 48 52 By g T 9 5 5K
KA. 0 AT LR R R SR E RN
SZR, R G, AT DA AR 0 R & — > Bernoulli i
P IF HAT RS 20 25 1 ok A Y Bl AL AR & AT A IE A )
A, T2 T UK SR R R B AL A 5 - (O AR TR N 7F
B bR HE 2S5 A7 0 B AL AL &

L | 7"([]‘>*EIPE(Z]‘> | 8
P_P< VarSR. (1) — )
(t;) — Exp.(t;)
= 1 — — 90 rii; J S
1-P(-o< VarSR.(1,) <9)

1— () — d(— )
2=2d(®,1<j<m (5)
Horr, @(0) JE AR il IS 3 A7 AR EORAS 1 J 45 R
A/ T 0, B () YA/ T 0. )

‘ T(l‘j ) - EATPe(tjl ) ‘
! S, eee,
( VarSR . (t; ) =
| r(tfm—(‘) - Efpe(tjmif) ‘
VarSR. (1, ) ;28>_

m . <
( )-(1——p)(- P 6)

C
R W] DR 0 DL R =X (5) AT (6) 1153 0 il C.

F A2 SR 38 B0 R i N AR BT AR
B IR A B B OB T XML Ex p, () s Exp. (1) .
IFH s R R — A AR R HAR B
ZV85 15 B AL A3 T 1 B ML AR B AF A KR [ Exp, (0
Exp (OJNIS 5040, TRA

P(\ ¥ (1) —Exp. () |
VarSR.(t)

- 0« VarSR.(t)
" Exp.(t) — Exp, ()

D)
M C7) 0] RUE B 500 0 R AE 8 3 (R
Exp. (D5 Exp, () B ZA) W &L 2 255817
(AR R I /N, M B o At C M {E S, o] DL i 8
(DT R AL 2 RERI .
CL A 118 T DX IS 0 e 25 R 0 0 J ) P A 48
1L R 22 1) 1) B 00 38 48 S IR A 4. T DA, A% J 2 T 45
16 T BRI A AT B mo« noo N H {5
i 5 AR R R AT B S e (AR R 1/ AT B
TR SRR ECH & Ny m=Ty/AT = 1. th FAE &
R ECH 0 88 1, 7 DL Z0E T 11 B B0 A 1 K.
AR AR H 0 SR ) P A D i At 2 8 B T A

<o)



10 4 WA TR — R T L AL B 0 2% vh 2 {1 DS A T Y 2 B 0 1 1775

AL AT IR DI L T B 8] J5 . B L T 5
DX 3ol ) A SRS A i B AT s R AT B S A P
AR S HE AT RO S8 e i 3 R S 1/ T, A2 1 A 1
AL To BRI AT E R a « n e N.oa fRRH
DX g i AR A R s 1 B 2 DX el T AR A L fEL 0<<
a = 1. i TR R 2 e RS 15 B B LA Z2 s
TR R

A SO S AR T B S B A R R
A B Z L a/m="1. v LA+ 24 35 PR 4 ik 10 £ 2
W) T R T 1 AR B SRR T B AT 5 g 1 X 8
JIN T A% SR A T 2 1 S S DX A L 3 R A T B
EANTEARESENHEE. SCAREML. %
SR R e o/ m (7H SR L DR I R E Y.

5 XREREERSW

AU S vh s = 1024 AL s 24 5] H 3 2& AE
32a X 32a By X B RORAR B 1) TG AR B AR
V2a  WAEAMEIRI A N=8 M4 . B0
BA BFEWNRAE. T4 Exp, () =30 %K.

R R R (O ) R IR BE LS R (0 ) 4
R (1) ~ N, ®) Fl 7 (1) ~U (Exp, (1),
Exp. () 3 Ve , B S2 8 i B 1=100,6=10.

i B A I A 1 SRAE AR 10Hz, B AT=0. 1s,
To=1s.m=10. IR FRE — KHERME /DT
5% B 0=0. 05. R (5) A6 AT 15 p<<0. 05
FC>7;H1F. 24 &0 >0.975 Bf, p<|0.05. T
KA 6 A KT 1,96 B . @(8) =>0. 975, fif LA, 54k
FE 0=1.96,C=8.

1R — YR LSS g ) R IR B B —
(z,y) 1=, y=32 AR — L&A B R AT
PR R 1A . o B IR B IR B H
103 4>, 29 5 AL R BB 10 06, /8 UM IRAR I 45 1R
MR 58 R R ) A Ik B B 5 A I S B LR AL

30+ " H " n
-

(5]
=
[ ]
]
[ 1]

6
4k
g- - = = =

-
0 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32

BT — OB S 5 B R I

HEE R I 1 B3 1 B ZOR A Faule, WA 2% 4% 8%
AU T AR 0 SR IR B R U O U T
R A% TR B H 5 R A 15 S BB EL (.

FOERAEENAT.5FN (27,15 11aX 11la 1
DX R S 5 e A R A T A X A A
(8 LR AN Event, WA Ry % 4% & 28 46 0 5] T 2
. SCER A DX G 0 R 23R Dl A N 380 = ) A2 JR
ar B H 5 LT F A XA 1L s BB LA

PAIEL 2 ] DL =42 DX A 0 A 5 B A A%
SRS IR A A BT L A R e e B AR R 2
AL SR AR TR ME R AG T 10 20 e, 1% JR e I 45 1] DAAS:
0 380 = XA P 93 06 1 A

1.0
0.9 ‘\\

208 \

$0.7

=

i 0.6

#*

05
045705 0.1 0.15 0.2 0.25

& I 1 B LR A R

2 R D0 G N YL 5 B A S 1 R AR Y 7 LR

ML 3 Hnl LU 24 08 8 e 10 R AR R 3
I A2 TS 1) B DR U R AR R E 90 06 BFIT. X
T A AT LU FH A% S s 15 0 e 18] A1 5C P R 0 4
R T LA B A2 i 10 4% B R AR IR I B F I 2
SRR T UARIE 90 Y0 25 A7 Bl 1R L) .

1.0
309 ,\’_/—:/‘*’/.
=
%08
;i;g
2. .
07
o6
05505 o1 015 02 0.5
1% i 1 At LR A 2R
B3 A% R 1 1% TR ) 6 B A% TR 1) 1% M 2R 1) A8 AL A
6 /N

AR SCHIF 9% T 46 A% TR At T 2465 v S A DX S O
e AR AR B 0 1. A O WE I A0 2 2k T 1
(1 25 8] FH S » ) FH AR 408 15 e e 22 T] PRy S0 3l 5 8 52
BB +AEUIE R 5 12 2 3 T A% TS I 45 1) £ 4



1776 it "

Hl

2007 4F

S

#H

N T A AR TR g 285 1A 75 i A S0 R e A
2 I 10 T RO LB 23 () AR O A i LA i ]
FH SN AL B T LR T AS i 5 K 2 1] A B ] AH O
PESCBUA . 10 L 5 18 R 9 45 e e R B R
BF o AR SC i Y B0 A0 3 AR AR T DL AR IR A R 1Y A R R
ZIESS

o

Z

Z x W

[1] Tan F A, Weilian S et al.

IEEE Communication Magazine, 2002, 40(8) . 102-114

A Survey on Sensor Networks.
[2] Krishnamachari B, Iyengar S. Distributed Bayesian algorithms
for fault-tolerant event region detection in wireless sensor net-
works. IEEE Transactions on Computers, 2004, 53(3) . 241-
250

[3] Chen Q, Lam K Y, Fan P. Comments on "distributed Bayes-
ian algorithms for fault-tolerant event region detection in wire-
IEEE Transactions on Computers,

less sensor networks".

2005, 54(9): 1182-1183

CAO Dong-Lei. born in 1980, Ph.

D. candidate. His research interests in-

clude distributed computing, mobile

computing and sensor networks.

o)
P

CAO Jian-Nong, born in 1960, Ph. D., professor. His

Background

Event region detection is an important application of
wireless sensor networks (WSNs), especially when the mo-
nitored events are harmful to human beings, such as harmful
chemical pollution and forest fire. In these scenarios, wire-
less sensor networks can be tasked to answer queries about e-
vents in the monitored environment. Especially one particular
class of queries is important: Determining the event regions
in the environment with a distinguishable characteristic.

As sensor nodes in a WSN are small devices with limited
energy, they are prone to failures and energy-exhausting. As
a result, the two fundamental challenges in event region de-
tection problem are sensor faults and limited energy supply.
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can exchange their readings to determine the event region by
using the Bayesian algorithm or majority-voting. But these
message exchanges will consume much energy of the sensor
nodes and decrease the lifetime of the WSN.

This paper assumes that the event is both spatially and
temporally correlated as it is the case in many applications.
As a result, the event can be modeled as a stochastic process
called event process. In addition, each sensor periodically
measures the environment and hence its readings are recog-
nized as a reading sequence. Given the statistical characteris-
tic of the event process, each sensor can locally test its read-
ing sequence against this statistical characteristic to detect

faults.



