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An Efficient Feature Selection Algorithm Toward Building Lightweight
Intrusion Detection System

CHEN You"'? SHEN Hua-Wei”® LI Yang”'? CHENG Xue-Qi"”

U (Institute o f Computing Technology, Chinese Academy of Sciences, Beijing 100080)
? (Graduate University of Chinese Academy of Sciences, Beijing 100039)

Abstract  Feature selection is one of the most important problems in network security, pattern
recognition and data mining areas. For high dimension data, feature selection not only can im-
prove the accuracy and efficiency of classification, but also discover informative subset. This pa-
per proposes a new feature selection algorithm aiming at building lightweight intrusion detection
system (IDS) by (1) using a hybrid strategy of genetic algorithm and tabu search (GATS) as
search strategy to specify a candidate subset for evaluation; (2) using modified linear Support
Vector Machines (SVMs) iterative procedure as wrapper approach to obtain the optimum feature
subset. The authors have examined the feasibility of the feature selection algorithm by conducting
several experiments on KDDI1999 intrusion detection dataset which was categorized as DOS,
PROBE, R2L and U2R. The experimental results show that the approach is able not only to
speed up the process of selecting important features but also to guarantee high detection rates.
Furthermore, the experiments indicate that intrusion detection system with a combination of fea-
ture selection algorithm has better performances than that without feature selection algorithm in

terms of building time, testing time and detection rates.
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DOS % ifi & 6 Fl A W] 9 25 8, PROBE X5 4 Filr,
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(9 19. 7%  How A4 Bhscds i S 61 50 s S 61 Y
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U2R,0.001%. EfTASEFEL LG —KEH A
RGBSR 1 ARG R R. AFR 1 AT
Bl E D SH 22 F A R R B 28 AL X%t
KDD1999 M 4 , AT A 1 W FE 1 4 28, 5 X
BB o A BB 43 - © N B R R A .
e AT R SRR ol Bt i B0 R
B FR AR U AR v A B B B 2 A
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i 4 Fp AR 2 Fhs R21 47 15 A, 2 ATl 8 Fi
RENB: 7 s U2R A 8 F, &R Bt 4 F R A1
i AT R T R A R 1 AT LU B AR
A DOS Yty (1) 5218 229853, Hov 2 60 M o 19 52
Bil% 223298, i DOS BB 97. 120 5 A HI T 1 52
Bi%L 6555, 5 DOS Mok ML i) 2. 9%. Heg 3 Fhig

ol 8 A o AR AT (9 S B R 1 P oA A

@ KDD Cup 1999 Data. http://kdd. ics. uci. edu/databases/
kddcup99/kddcup99. html
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FROEEBEIAIL AR IE IR B 25 R L3 2. 2 AR
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5 PP A b ALL 3R e 4 MOt 2880
RA. 32 AR S 0 R — Fh 25l 28 78 35 Hh i
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R2 HMNEWREXERHNBRFETFE

Uit R BT 1) P AIE

3,5,23,32: service, src_bytes, count, dst_

ALL
host_count

DOS 2,5,23,34: protocol_type, src_bytes, count,
dst_host_same_srv_rate
1,3,5,6,23,35: duration, service, src_bytes,

PROBE : -

dst_bytes, count, dst_host_diff_srv_rate

R2L 1,3,5: duration, service, src_bytes

U2R 1,3,5,14,32; duration, service, src_bytes,

root_shell, dst_host_count

AR SCHR I RRE S PR 5L FSOSGT /& wrapper
RURY L 8 A 1 2 M SR ] B AL 365 26 7 g5 4% 5 1k
ISR A MR AR K GATS 1. Wrapper
R AIE 28 49 B0 10 A0 A R 5 ) R A T A A
Bl S 8 B N E] . FSOSGT R I 1T 87 19 48 R
FMg——GATS FHT B PEAG bR fE— T A Rtk e
PESCFR I EEHL L B @ TR RE % A9 . FSOSGT 14
SCHR (18 )35 T8 2 B 7 RN 2R P S 4% 1) 2 AL 1 R AF 326
PEHB 7k (Feature Selection based on SVM and GA,
FSSCOTEE PRI ] E Ay L Ac WL 3k 3. &R 3 Al LU A
L FSOSGT HA SRR ik £ 52 ] an7E U2R
b FSSG Iy FFAE 36 £ B 6] & 1. 5h. i FSOSGT %)
A 1h,J& FSSG #y 67 % 4.
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FRAE Y 2R G0 - Y @Bt (8] 02 317, 170 6 F R AIE 2k £

(1 R GEF- 2 B ) K 35s, JUF- 02 T A R AE 2
B IAY 1106, S 4 FATT AT LU GE » B T R AIE 2k
P9 ARG 2 G LA I8 T BT A R AE 19 AR A R
GERCR T oy AT A T SR O AR AT R e

TE 2 $ (19 R AR 7 5 b 57 9 AR A AR A
A SEEASE A ] ARG I inF 18] b 5 A7 AR K A9 0 3 B A1
FEAS N E A0 By AR M Bl (9 BE 7 BB ARH R .
T 6 5L T BT AR A S A TR R R T R )
I 32 N7 A S R A ) 2 R0 BB RN OR R A e O B Y
Fd. T 6 25 AR AR TR SO N R i 46 1 T
A1 SRR 57 B A fR A 0 R R B T 7 G B k4
AR AR IR N7 R A YA I R i R T Y
ROC Hl £k A.

H1 1 6 AT R, i T 26 5 R0 I S ST A AR A A5
BIFEARSEIN & ety MR ety B RA = g ROC ¢
L & 5 90 2 A G I A R A o 77 T A S ] A

7 & 7E DOS YNGR b Sr i AR AS A Y
Hh1 AT 2R o H 2 9 R AR A A AR A D0 A R I 9 2 A
08 R0 At s e A 0 AR SR g 4 A 0 A L R e T i
A R R S S AR A T A TR e LA T

R A A D R B L SPE  ERE 5 00, ik sk
Wl . 1E DOS Zar b . 5 TR AR 5 i R AR K
I 22 G AE A © e AR R e B R AT A
AL P ARSI AR L P RE.

100.0
97.5
95.0
92.5 e o LT AT HHE A G 2 65 BT A
) I —6 LT AT HEAE 9 A GG 2R 45 % A% I T 1 R
: Bl L BRI 1 A GG 2R 0 4 R B 1 Rl
2 IO e L3 PERRAE 19 A BRI 2R 50 0 A G 19 A
’Fﬁ: L T |
5 85.0
RT 825
80.0
775
75.0
2 Y —— - »L .
0005 10 15 20 25 30 35 10
PR /%
6 FFXT ALL %CHE 5 B9 AR A I A 750 4G 0
EL 50 3 AR B ek i ROC il ¢ &
100.0 T G T aia;
S R ———606
A T -
95.0pF-mmmmmeees O JETF T A HE 1A f2 K0l 28 46 % B8 1 20k 1 K
—6 LT AT FEAE 19 A BRI 7R 0 0] SR B 1 A
92.5|---mmmeee Bl LRI A % 0L 1 20t 1 46
e LT PR 19 A BRI 2R 0 SR A B 1o £ )
N 0.0 frmmmmmmm e —
:\:\ﬂ\» S .
e 87.5
RE G50 ke etz ey
A
&
R - .
80.0 _f’g?""’ _______________________________________________________ .
] Gt SRR -
75.0

0 05 10 15 20 25 30 35 40
PR R /%

B 7 X DOS B 4 i A (=K 0 A R A
B AT s AR s i ROC il 2k &

K 8~ 1Kl 10 43 5] 45 i #F PROBE 2z o5 Il 45 4
R21 Y25 4E JU2R YN ZRAE 1 1) 3k 1 195 Bl A ] 19 R A
BB N A A T A R ARG 0 N < N R 0 8 i
ROC fh £k b . DA IX 26 B 5 ] m LAY A8
FEFRRAE VE B ATL 1 B 0 AR R A R, N g
g 52 I L HLAR R T R Ge Al Mok O RE . R
JE R T AN A B 7 B R e B g€

MSCHERC18 A] 1. FSSG HA f b (i K6l 6. A<
SCHE Y B RRE BE RS VL FSOSGT &5 FSSG #H L 7
K R A0 T B 48 T L b FSSG B A B /b () #4558 it
(] 5 6z Y0 B ). 40 e g AR B[R] FSSG i g A 5[]
e HE T A R R G R )Y 78 26, FSOSGT
Ty & 46. 7 % 5 #E K I B[R] B FSSG i) A6 I B



1406 it "

EE 2007 4f

I S 3 F BT A5 R AE 1 FR G5 1 G 00 B JRD Y 66. 7 %
FSOSGT J& 44. 5%. X #6505 DA K SCik [ 25 7] LA
B FSOSGT L 24 iy B 78 () R AiF 38 £ 5575 FSSG
HAT/NTHE R et

=0 5T I REAIE ARG 2R 8 X LR il 4 G

S50fet---mmoo == LT IR AT REAE A9 A ARG 2R 8 % A 1 it 4 A
45 “Bb T PR R AE 9 AR A I AR G X 0 B i ) A
L] I s LT PR REAE 9 ARG I 2R 58 % A 1 2 it Y G
/10 1 1 1 1 1 1 1
0 0.5 1.0 1.5 2.0 2.5 3.0 3.5 4.0

EE &I
B 8 X} PROBE $t#% 45 A A {3 4G I A5% 700 46 )
AN T AR A B i ROC i 26 &

100
QO b .
S0 g B By =
P o PP
A v
70L B e i
i ] 4 U i
]ﬁ _ =0 JL T T AT R AE BRI 2R 4 % © A e il A
o R10] SRR =6 SLF T A RRAE (8 A (3K T 2 6 X6 A 1 1k 1 G
Eb Tk AR B AR A I 2R 48 0 2 E T o i A
/0] - B PR R AE (0 ARG 2R 46 R R ks B R
B0 e m -
20l ol BB |
o——o-ee0eeee™e
10 . . . \ , . . . .
0 0.1 0.2 03 04 05 0.6 07 08 0.9 1.0
0 PR /Y

B9 BExt R2T 08 5 10 A AR A 00 A TR A 0
BTl AR A B ROC il 26 1]

00— g g -
I LA -
0| R —0- LT A 5 1 A K T 2 B 1l 1 £l
~6 JE T A1 A 1A f2
P I B T HEFEAE 1 A R T
el T FE R 1 A B EG  5R  A

0 0l 02 03 04 05 06 07 08
BRAR /Y

Bl 10 FFx UZR Kbl He 9 A 5 A5 0045 720 A5 00
B AR T 19 ROC Hi £k [

6 SRR IIETME

BUTE 12 3 W 98 5% o AR A 0 A5 A8 2 2 DA
ANTT IR 5 JEER S B A RN B T E e 4R 1 R AR
PEFR LY ARSI T — Rl wrapper B R R0
fIE %6 £ 58 1= (Feature Selection based on Optimized
SVM and GATS,FSOSGT) 3 &+ #% # %% A {##
MRS, FSOSGT AL 5 18 R R mg—— 3 Tt
RSB RWIE AR R GSTA IEM 5
WE——TC L AR A 4 P 38 1) o HL. R AR B B O
FE S H filter Bl 5 wrapper BI P2, wrapper Kl 5
filter HUAH HE , 7% H A FFAE 7 5 A 0 4 1 BB (0
SEEN X B — A R IE T EE 2 R RIS
TR ] 2200 2R 03 25 4%, FRAE PRI [A] 4. FSOSGT
A TC L) RACACZEAE SCHE 10 B LR & 7200 2K 4%
(R B L [ B SR F GA 5 TS BIR A3 R s 48 5
THRABESREILEE T, BB RRIE 748
FERAEEF 4. 8 T HE FSOSGT 78 #4 8 42 1 4
AAZ R ZR G5 1 A R AR SCHE KDD1999 #5408
£ EIIT T REMSER. S8 FEM 5 BUHEAF,
A B ALL Xy \DOS i dy \PROBE I \R21 I
7 U2R Moy, X & — KBy g 5 T2 41
ANREAE FIE H 08 5 AIE - 5 1) T 28 A (R4S 00 S 78 . %)
T T S A ARG T ASE TR0 DA Y- 157 S A s i) | Y- 459 4G I sf
V) G I % 280 4 £ BE S ARSI R A e o /g A A
MHEAT T . SE IR 45 2R 2 B, FSOSGT H A3 B /)
P18y FEEE A i [E) 55 ARG U o ) B A0 AR I 1 U A AR AR T
R GEN ST AR ) B e AR I L i o Aok
I BE 7 b B R I R R S AR R I
R IN F . FRATT A Ok A T 1) A B A P AR A 42
o 19 2% TR W R VT A A v R 4 R RE AR 2 R TR K
R I HLAESEPR Y TR 7= dh o R AT B4 A AIF 2k
Bk FSOSGT.

2 % x #

[1] Forres S, Perelson A'S, Allen L et al. Self-nonself discrimi-
nation in a computer//Proceedings of the 1994 IEEE Sympo-
sium on Research in Security and Privacy. Los Alamitos:
IEEE Computer Society Press, 1994. 120-128

[2] Kohavi R, John G H. Wrappers for feature subset selection.
Artificial Intelligence, 1997, 97(1-2). 273-324

[3] Park Jong Sou, Shazzad K M, Kim D S. Toward modeling
lightweight intrusion detection system through correlation-
based hybrid feature selection//Feng D, Lin D, Yung M
eds. Proceedings of the CISC. Heidelberg: Springer-Verlag,
2005 279-289



8 Wh o ACAE . — T e SR TRT o A A ARG 0 2R 8 ) A 30 4 03 0 1407

[4] Jain A K, Zongker D. Feature selection: Evaluation, appli-
cation, and small sample performance. ITEEE Transactions on
Pattern Analysis and Machine Intelligence, 1997, 19(2).
153-158

[5] Kudo M, Sklansky J. Comparison of algorithms that select
features for pattern classifiers. Pattern Recognition. 2000,
33(1): 25-41

[6] Holland J. Adaptation in Natural and Artificial Systems.
Ann Arbor: The University of Michigan Press, 1975

[7] Glover F. Future paths for integer programming and links to
artificial intelligence. Computers and Operations Research,
1986, 13(4): 533-549

[8] Vapnik V. The Nature of Statistical Learning Theory. New
York: Springer Verlag, 1995

[9] Grandvalet Y, Canu S. Adaptive scaling for feature selection
in SVMs//Advances in Neural Information Processing Sys-
tems. Cambridge, Massachusetts; MIT Press, 2003, 15;
553-560

[10] Cao L J, Chua K S, Chong W K, Lee HP, Gu Q M. A
comparison of PCA, KPCA and ICA for dimensionality re-
duction in support vector machine. Neuron Computing,
2003, 55(1-2): 321-336

[11] Guyon I, Weston J, Barnhill S, Vapnik V. Gene selection
for cancer classification using support vector machines. Ma-
chine Learning, 2002, 46(1-3) . 389-422

[12] Li Xing-Si. An efficient method for nonlinear minmax prob-
lems. Chinese Science Bulletin, 1991, 36(19) . 1448-1451(in
Chinese)

(AR AR 2R A /0 T B 01 — A e v, B Sl AR
1991, 36(19): 1448-1451)

[13] Li Xing-Si. An efficient method for a sort of non-differential
optimization problems. Science in China (Series A), 1994,
24(4): 371-377(in Chinese)

(M. — 2 AT AR A ] A8 1Y A7 00 A 2. v [ RE 25 (A
), 1994, 24(4): 371-377)

[14] Lee Y. Mangasarian O. RSVM: Reduced Support Vector
Machines First SIAM International Conference on Data Min-
ing. Wisconsin: University of Wisconsin, 2000: 350-366

[15] Kim D, Nguyen H-N, Ohn S-Y, Park J. Fusions of GA and
SVM for anomaly detection in intrusion detection system//
Advanced in Neural Networks. Lecture Notes in Computer
Science 3498. Springer-Verlag, 2005: 415-420

[16] Park] S, Sazzad K M, Kim D S. Toward modeling light-
weight intrusion detection system through correlation-based
hybrid feature selection//Feng D G ed. Proceedings of the
Information Security and Cryptology. Lecture Notes in Com-
puter Science 3822. Springer-Verlag, 2005: 279-289

CHEN You, born in 1981, Ph. D.
candidate. His major research interests
include network and information securi-

ty, data mining.

SHEN Hua-Wei, born in 1982, Ph. D. candidate. His

[17]

(18]

[19]

[20]

[21]

[22]

[23]

[24]

[26]

Ribeiro A H, B M. Model selection for kernel based intru-
sion detection systems//Proceedings of the International
Conference on Adaptive and Natural Computing Algorithms.
Coimbra, Portugal, 2005: 458-461

Chen You, Cheng Xue-Qi, Li Yang, Dai Lei. Lightweight
intrusion detection systems based on feature selection. Jour-
nal of Software, 2007, 18(7): 1639-1651(in Chinese)

CBRA  RE2ATHE 2R 0 AR i T AR AIE 328 4 10 6 ot R AR A
RY. Bk EAR, 2007, 18(7): 1639-1651)

Tang Huan-Wen, Zhang Li-Wei, Wang Xue-Hua. A maxi-
mum entropy method for a sort of constrained non-differenti-
able optimization problems. Mathematica Numerica Sinica,
1993, 15(3): 268-275(in Chinese)

R 3C, TR S T, BT A, — S 2 ol R AT B Ak ] 8 A A K
W7k BB, 1993, 15(3) : 268-275)

Tang Huan-Wen, Zhang Li-Wei. A maximum entropy algo-
rithm for convex programming. Chinese Science Bulletin,
1994, 39(8): 682-684(in Chinese)

R 3T K 7 T AR A R 7 s B 2@ 4, 1994, 39
(8): 682-684)

Zhang Zhi-Hua, Zheng Nan-Ning, Shi Gang. A maximum
entropy clustering method and its global convergence analy-
sis. Science in China (Series E), 2001, 31(1): 59-70(in Chi-
nese)

ok a5 R T o S0 TR W RO 3R 28 0 vk e A Ry M St
. ERLFE(E ), 2001, 31(1): 59-70)

Miiblenbein H. Parallel Generic Algorithms in Combinatorial
Optimization. Computer Science and Operations Research
(Edited by Osman Balci). Oxford: Pergamon Press, 1995
Gtover F, Kelly J, Laguna M. Genetic algorithms and tabu
search: Hybrids for optimizations. Computers and Opera-
tions Research, 1995, 22(1).: 111-134

Xu Zong-Ben., Zhang Jiang-She, Zheng Ya-Lin. Bionics in
Intelligent Computation: Theory and Algorithm. Beijing: Sci-
ence Press, 2003(in Chinese)

oA sk AL OB AR. TR RE P R R i 5 |
. AEEC B, 2003)

Nigel Williams, Sebastian Zander, Grenville Armitrage. A
preliminary performance comparison of five machine learning
algorithms for practical IP traffic flow classification. ACM
SIGCOMM Computer Communication Review, 2006, 36(5) ;
5-16

Chen You, Li Yang. Survey and taxonomy of feature selec-
tion algorithms in intrusion detection system//Lipmaa H
et al. eds. Proceedings of the Conference on Information Se-
curity and Cryptology. Lecture Notes in Computer Science
4318. Heidelberg: Springer-Verlag, 2006 153-167

major research interests include complex networks, informa-

tion retrieval and information security.

LI Yang. born in 1978, Ph.D. candidate. His research in-

terests include network security, intrusion detection techniques

based on data mining and machine learning methods, etc.

CHENG Xue-Qi, born in 1971, Ph. D., professor. His

major research interests include high performance software,

information security, and intelligent information process.



1408 it "

Hl

e 2007 4E

S

Background

Intrusion detection system (IDS) deals with huge
amount of data which contains irrelevant and redundant fea-
tures causing slow training and testing process, higher re-
source consumption as well as poor detection rate. Existing
studies to build lightweight IDS have proposed two main ap-
proaches: parameters optimization of classification algorithms
and feature selection of audit data. Feature selection is one of
the key topics in IDS. Feature selection involves finding a
subset of features to improve prediction accuracy or decrease
the size of the structure without significantly decreasing pre-
diction accuracy of the classifier built using only the selected
features. Methods for feature selection have been essentially
divided into two categories: filter methods and wrapper
methods. Wrapper methods generally perform better than fil-
ter methods., but they involve some more computational com-
plexity and require more execution time than the filter meth-
ods. Some researchers have proposed hybrid feature selection

methods which combine wrapper and filter methods. Howev-

er, the number of selected features is large and the perform-
ances of intrusion detection system which based on hybrid
feature selection are not perfect. Current research results
show that wrapper feature selection algorithm performs bet-
ter than other two methods, except its computational com-
plexity. Therefore, this paper proposes a novel wrapper-
based feature selection algorithm to build lightweight IDS.
The approach is able not only to solve the computational
complexity but also to guarantee high detection rates. The
researches of this paper are supported in part by the National
Basic Research Program (973 Program) of China under grant
No. 2004CB318109 and the National Information Security
Project of China under grant No. 2005C39. The former pro-
ject is to develop a security analysis of network systems. The
latter is to build lightweight IDS. The work in this paper is
part of the research on building lightweight IDS, trying to
use novel feature selection algorithm toward building light-

weight IDS.



