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Abstract  Access authentication is very important to deploy mobile IPv6 networks. This paper
proposes a hierarchical access authentication method for mobile IPv6 network, which is based on
a hierarchical identity based signature scheme. This method adopts multilevel NAI(Network Ac-
cess Identifier) as public key to simplify key management in wireless mobile environment, utilizes
hierarchical authentication and mobile registration to decrease handover authentication process
and implements mutual authentication between terminal and access network based on signature
scheme. A handover latency analytical model is proposed to show that the proposed scheme is
more efficient than others, especially in the conditions that terminal is further from home domain
and moves frequently. Security analysis shows that the proposed scheme is sufficient for private-
key privacy, signature unforgeability and so on. At last a scalability version is discussed, which

is applied to realize access authentication in multi-hierarchical mobile IPv6.
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HEZEBRM={0,1}"BEHRENS=GC . NS
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Level-1 Setup. % 1 2 PKG FHLEFE 51 €0v Z, , B %
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Level-1 PKGs Extract. %% 1 )2 PKG &4 ID 1 5
4 1.4 St G AT, MR PKG BT U0 F 8 4E A4 R 1
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Level-2 Users Extract. %% 2 2R &0 ID X 2 ¢
L L) IR P A3 AT AR T 48 4 A2 B CL s ) % R
I FA%H .

1.3 P,<H (I || I) € G;

2. 1B Gy ID MR FAE S: <= Sy +51 Py

3.3 E Q<5 Po.

W al R (S QIR M 45 .

Sign. ZAZEMILERE s €0 Z; HHFE R A S5
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118 Py~ H,(I, || M) € G;
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3. RikBES o FI(Qu<—s, P # BGE .

Verify, %0, Q)€ SEH M (L. L)X H B M 1%
£ 036 0E ) 45 2

¢(Py,0)=2¢(Q,.P)) + e(Q,,Py) » 6(Q . Py) (1)
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KR S W4 2 8] BE B0 38 i 2 K. AR 4
IBS Ll Y 52 B HR , 25 4% /56 0F 2 68 19 52 R B e
TEH{SE AT SR ZE S MR B A %
LT SEEE MN H 35S A 45 19 D iR 45 48 58
B 58 A UE 5 AT I B R A~ DA IR Al 55 48 2 18] 119
A {5 HE B FE A . ] B A X T Al 4 45 4% B Cn
ISBHAE A AL 5 IBS ML 3 AL T 2 81 i SR T B
TXF S BRE S AAUE H L AR, AT T BR T MN
PSR /N = T i ST AR/ 2 T U RaRa W U 1P
FE4.

ARG HRHAMESR A 1 iR BARS%H—
MR PKG . ZF 4 1 2 PKG(MAPs fil HA) fiig:F
55 2 2R P (ARs il MN 29 41 5. 24 MN A B
5] 3B, R E 58 A48 BB I W] B 5 8 AR AR
IR 32 1 B0 28 44 58 ALl DIE 3 7

Root PKG

HA(level-1 PKG)
K2 W%

B 1 2 AL AE SR

TEA R PR AR S 3R, AT E An R
T -

@ PRI K W 28 & S AR S S FF 2 12 B i % 4
HLE . an HA, MAPs., ARs #1 MN.

@t PKG A4 A TF S5

params=(G,G,.e,P,,Q,,H,,H,),

AN S AR B B AR A

QO APRMZH NAI H7 . 5 1 )2 PKG &y
ID £l domain.net, HH MN KX £ M &y ID N
domainO.net. 28 2 EH P &1 ID £ (domain. net,

username @ domain.net), H ft MN & {jy ID =
(domain0O.net, mn@domain0.net).

@ B — AW 2 AR GE Y — > Q 53R A hik o
1J2 PKG &y ID FHAIFH Q .

© N T HRPUE BB B A5 44 B b A4
IR ] 28K

P B 2 W U TE A B B A% 3 W S B A
PR R WA AL SR B N — > MAP B #%
BB 5 —A> MAP B}, 75 2815 ) HA &4 R 48
ETHE R & 2 PR, 4% 80 SR W — 4
MAP Sk 8 shist . R m MAP & A #2955 5 5T
BT Y HA MU 32 5, g 2 KA 7
Jis. BARRR T .

(1) MN—> AR, : Req = (BUynp | BUia | TS, ||
{BUwar H BUua H TS, }Sig"y[\l H Q: H IDun>.

MN %% 1§ LCoA F1 RCoA J5 4 Ji, BUyne I
BUmH B IR PKG A4 i A TF S50 params,
HA E R Qi $1AT 2 )2 By Z 2 Bl b iy Sign 55
2 R O SR H R A DA K Q. IR SR E
SEOBTIH R IE R 24 LR QM By IDww = (1. IO A
Ji Req iH &

(2) AR, —>MAP:(BUynp » BUur , [QVR]).

QAR HREMNACH QEY R, FHEELF
10 1 R A AFAE W B U XS 0 Q) 25 A B Y
QAT 2 E B Z AP b 1y Verify 535 55 iE
{BUMAP H BUIIA H TSI } Sig"MN ’ Iﬂ Hd‘ KTL\ ﬁ EH‘ |‘Eﬂ ’Eﬁ
TS, ARUEZSE 44 1 21 BT & 1. 4 500k Y ) . 58 L
AR, %} MN BJAJIE.

@ EARTEAE W 1] MAP & 2% QVR {1 K 38 B
Lx i) Q fH. We 3 QVA I B JG  SBH R4 4 . i
B Q EHAI K.

QR THREAMFE, AR EEM Q HI K. R
Kk (BUyap s BUna » LQVR D 1H B« 5 J5 TR 25 4
TS BRZE 7€ SR -5 Bk A I F K IRAT

(3) MAP—>HA . {(BUyax>.

OMAP — H I3 QVR &, B /6 &1 Q {15
L FRBEAAAE LRI A7 WA K QVA TH
B Q HR M4y AR, . SR 5 X MN 1) LCoA #1745
E BB DL SR e BUjia.

@ HAFEAE W HA &% QVR H BRI Q
B 3 QVA I EJE . J6m AR 5k QVAL TR B
Q fEH %%,

@ MAP 4 it BAwap 14 B - F 5 A IF 1 Q1 &
{53\ IDMAP:(I{)iFﬁ?%z.

(4) HA—>MAP:.{(BAux>.
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HA Z I E QVR IHE . 2 Z1 [l QVA JH E.

(5) MAP—> AR, : ( BAyap [| BAus | Q1 TS, ||
{Q: H TS,} Signuae).

MAP Y 2] HA #) BAua i B G » 3% 7] BAyar 1M
B QAR E AT % 4 Kk AR,.

(6) AR, —>MN: Req= (BAyar || BAuax || Q\ I
Qé | TS, || TS| IDARl [ {Q{ | TS, } Signyap [ {BAwap
BAus | TS, }SignAR] ).

O AR, i QF1 A & Y LA X 4652 B A TH B
PEATEE A R IR QL SR T K 9 2 WA T B ) 4

ZUAR QLQy s IDsk, = (17 ) FIILEN ) MAP ()%
P Rsp THE.

@ MN ¥ B iE MAP X Q) 1% 44 , [ i) 6 5
I TS, » PRAIEAS 44 11 B BT S 1. SR )5 B AR,
E’J%% { BAyar H BAuya H TS, } Sl‘gﬂ/\R1 ’ Iﬁj A A
[ TS » PRAE 2 24 T 5 A8 1. 383k L2y » 5¢ 1
MN 542 AR 268 B9 IAIE » 52 BEBUTR) AL,

@ A T FE VIR MN YE] BA J5 . 565E i
IpE B R IS CON R I 2 L SR )5 B IR 25 44 T
BB Q HA .

MN AR, (authenticator ) AR, (authenticator ) MAP HA
RS N
RA
3 LCoA % BU 3 % MN ) LCoA
Fil RCoA Req | IAIE MN BUHQVR] | #7885 H [QVR
- QVA QVA
P Qval [ [QVA]
BU
% MN ) RCoA
BA 347405 T8
BA
5% Rsp
’ Rep 3 £
GE AR
! L, RA
i -~
N i Req BU+QVR]
z
= i [QVA]
& BA
Z
S | Rsp
Y [F

RS/RA: Router Solicitations/Advertisement
LCoA/RCoA: On-Link/Regional Care-of Address

Req: Registration-Request piggyback BU for MAP and HA and the signature of MN

BU/BA: Binding Update/Acknowledgement

Rsp: Registration-Response piggyback BA of MAP and HA and the signature of AR

QVR/QVA: Q-Value Request/Answer

K2 BT B0 %4 E AR DR Y

4 MN 1E MAP BN B g B AR, F] AR,
o T Z A MAP C R Q fH513% . AR, i [l MAP
Kk QVR B 384F Q. 7 5h. th T Z i MN
C&3k131% MAP iy Q. MAP i K% Q| M H %
s D T — IR 24/ B ik A

4 ®

4.1 MBS

S AR AN B VI 303 %8 1 8% 30 IPv6 W 4%
Ry AT 2O H 2 FRATAHBE T SCIRL13 142 i iy D4
AV 43 MR (A &L 3 7% oK He AR SCHRE ) 1
2-1BS-HAMIPv6 Ppisl . Le %5 A $ i 4 IETF 24
Dy HEZEARUE ) DAMIPYG Bpis" Ll & Engelstad 4§

AFE 9 HAMIPVG Pl iy D) 46 58 . ik B X
D)4 A 12 A MINWSCE 53 7 [ 8 5 — A e o 0
BT #h . 3) MN A7 15 R 802 BA 8 58 I8 &
ST A 1k B9 — B[R] (8] .

DAMIPvE B3 3" 4% 5% 3 IPve Hp LI B 5
Diameter PFBH BHEAT THPLE 5080 T MN 5
F 5B L BB —E R B TRl ERE. %
PIRSCER AR SR T TH S99 A LA (E B s O 4 A
7 S99 3l B I UE AL PR b, S B Y 48 5 ST ) 2
FENE R D5 BEAT . [ i IR 3 7 2 T Bk - B2 24 5
772 MN 5 2 B IE IR 55 & 408 2 kS H.
A B8 58 MOATIE. 2R FI RSA 48 44 5095 52 A GIE I
M E MN 5K S B IIE IR 55 4% 55 2 0OF
AE 52 A8 I 45 Xt FH P A B4 i) DAIE. T B2 S B 0L A
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HAMIPv6 Pp 3 W] 2 W Ak 5% 8l IPv6 3
WIH B 5 Diameter PpSUE BT T A WLE &, T
MAP 1£ ¥ b1 55 T 5 A 3 DR ok a2 k- i
27 2 38 LB AT A8 MIN 3 3t 77 7] 48 DA TIE AR
% (AAAV) 5F & BGIE R % 4% (AAAL) Z [i] —
YR AE HL gl m S B 4% % MIN A B i) DGR, SR 5
AP MN 45 A IE » 3% B AT 4R 7 2 3
— Ak [l

WP 3 BT 7R« AT 5 A S R i) 0 % i A 15 43
=R KR ImE IR « (MN 5 AR Z [ED) | [/ — 3
NG S AL i IE B 0 (AR 5 MAP 2 [a]) f1ij a]
W5 RSz LR ER c((MAP 5 HA ZE]). H
T iy HiE B 5 9 S A 1) B B B A 6 (U5 Bk O OE

LD o 177 358 P S A ) B A A 5 [ o AR BRI L AT O
AR — A~ [ {H 0. BT )38 5 4¢ & 3k 8] % Sy 4 B
A bt 5 U ) 3 2L AR B AN ] i AR Ak, AR & e
N Ho =0, Jihh i T I R B i i 802. 11 &5
PSR 58 R 11Mbps.  a>>b. 7275 B H: AN
UEJG B9 8% 3l D) 6 2E B Bk 1 % i A28 Bs) AT 1A 34 B (1)
(BN 1,0 F B HE B 2 AR AL 52 B DIE 2 B A 4
PR () 3 5 R F A L AR DA TR 380 3k DA B 1y a5 AL 4 T
B CPU N AF S A 6. H TV o #% 2l ) 46 SE 1}
B BB BN AR L Ui 5 K S S AL b Ak
B ¢ FRAS AL DR SE 325 1 Ak BRI ] 2. 1%k RSA
ZAPUHC— R &4+ — R E” 7 R R
trsa s MR FH 2-1IBSHLHIZE 1 EMEE 2 2P &4/
U ATy N [E1s A A SR | RS S

(a) N[ MAP 3 [8] 1] 46 S 11 53 47 452 70

(b) [l — MAP 38 4 DIl 4E 11 5 By 6 70

3 SES I3 By

2-1BS MLl Y Ak M BE 5 22l AR LA B A o
Ry i S SR D=1 X (SN o e
201955 LB R B A, RS 3.1 A4,
2-1BS-HAMIPv6 HLiI 1565 2 )2 H P % 4 B B g 2
AT 2 TR . 1 YRS A 1 R Hash 32 80, 30 3iF Fiy
BB 4 WM X i 5 f 2 RBE LA L B85 A
A e(Qu s P s U T B 3 Y WL 1 X 32 55 il
2 WRE LR X T 1 2 PKG #4744 B
BN AR EE 1 B, 1 R S A 1 Ik Hash i 5%,
PATEEBY B 2 3 IR AR X i B F 1 YR BE 3l
PR HEBEE e (Qu s P U TR E 2 OB
XFE B 1 e TR vk s L AR Sk [14-15 14y
Mo iH 5 512-b BB X — Tate XN E 2 R 53k
A1 1 WK Hash B 77 B 8] K 24 2 315 1024-b 8 %L
1) 3.5 £%. 3okt p KB 160-b B 15 Hh £k I
1) 53 3 Fir i B5F (8] 57 H 58 1024-b RSA 5 n f5 8z
JIT 5 B R AR 24 R FRATT AT LA A R A5

Ly, =2lgsas Lo, =3lgsa

(2)

(3
4 MN FEAN 6] MAP 358 [0] 8% 2y B 3587 17 1] 355 1)
NAR #l MAP, ¥R 51 MN & iy 1D X5 1) Q. A »
MN K MAP, & ID %t 1 19 Q' . DAMIPv6,
HAMIPv6 Fl 2-IBS-HAMIPv6 = 4> B8 # 52 31 3L
A UE AT T r 7 1 5 D) 46 48 1) ply 2 (4) ~ (6)
i
Toavipes = 6a+8b+6¢+211, + 2tsa
Tramivws = 4a—+10b-+4c+191, + 21xsn
T1ps navwss =2a+b+3t, +1, +
max(2c+4t,+b+1t, .oty +b+1,)
(6)
i c RMLo, H] L35 00t >0 >
ti >, % E@), ECo) il EO) 43 3 E 7R Toavimes »
Tiinvees B T ps nanaees I B0 2R, DU
E(0) =6a+11b+211,+ 2tgsn +3H
E(w)=4a-+12b+19¢,+ 21350 +2H

ti—,=3lrsas lo—,=Olgsa

4
€))

D
€))
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E(®)=2a+3b+Tt,+1t, 41, ,+H (9)
J T ELE 43 DAMIPv6 . HAMIPv6 Fil 2-1BS-
HAMIPv6 2 [a] i 1 fig . F AT 2 A A v iy Ak 2

$ff:a=4ms, b=2ms, t,=0.5ms, % t,_, = 3tgsa =

3ty ty,=>5trsa =5t H G 13 3 = H HBCF DI K
E(0)=56.5+2t+3H (10)
E(w)=49.542t+2H (1D
E()=17.54+8t+H (12)

WmE 4 R, —J5 T B Vi385 K 2 82 1)
A& %1 JE I5F Y 9 i, DAMIPVG (1) H) 46 3iE B 384 K g 3
B R 2P Ml B K AR i SE B CH OB 35 3] 40ms B,
DAMIPv6 [ Y] 4 4 I 2 3 180ms, JE 7t i 3o H
PR AL . 5 — 7 10 B A 1 a5 Ak B BB 1 RA AR, B 25
& /B F 2k B AE I (e B 19 3G A, 2-1BS- HAMIPv6
) V140 A0 o) 398 K B e R, 2 H B /M 2, % 44/
IOF b BRAE B 3k 3] 10ms B, 2-IBS- HAMIPv6 (4]
i JE B 2 3 100ms K Ho A 75 Fp HL . 72 2-1BS-
HAMIPv6 Wil , g1 T MN AT U5 (8] S8 B, 5 45k
WA 5 MN K 2 W) HA 2 5415 HA 1 Q,
iJJnT 5% & 8038 B R WAL S L. 53 Ah BT I
AR 27545 3 Q)5 A REXT MN [ 25 24 17 50 4IE » M
ﬁﬁF%ﬁT’rJNXJ:ﬁB’J}?ﬁTEJjtT’ﬁ)Hﬁéiﬂéﬁi 1E
t=5. Tms, H<"28ms ¥} 73 X 5 N, HAMIPv6 11y
Yl 4 A T 2-1BS- HAMIPvS.

E/ms

6

05 . {/ms

Bl 4 TR MAP S8 8% sl B0 T B s 045 8 i ) 50 301 22

24 MN 1 [/]— MAP 3 4 8% 3h i, 5% 57 U n) 35
) NAR & %1 MN & iy 1D X} 5 i Q{6 , MN & %I
MAP, & 1D X} 9 Q {fi. DAMIPv6, HAMIPv6
H1 2-1BS- HAMIPv6 Fr i 1 5L P 46 SE i fy 20 (13) ~
(54 -
TI/)AMIPv6:6a+8/)+66+21zp+21RSA (13)
Thavirs =4a + 86+ 4c+ 171, + 2tgsn (14)
T3 1ss vavies =2a+4t,+t,—,+max(t,,,20+1,)
(15)

2 ¢ =4ms, b = 2ms, t, = 0.5ms, Lo, =
3tgsa =31s 13—, = 5igsa =5, B J5 15 3 = F MO B F M

=)
E'(0)=56.5+2t+3H (16)
E'(w)=44.5+2t+2H (17)
E'(8)=10+8t (18

WA 5 ffR . 7E 2-1BS-HAMIPv6 HL H . — )5
. T MN B & QEINFE TN T MAP &1
ID TR Q1 PR A P 2 MAP X Q& 449 &
4 MN. 5 —J7 i, th T MAP S C 7 Q {HF &
LT MN EFOY ID W H Q. » P i % 4~ 1 e
INESBREHSK &M BEALMFR . K K455 T
MY AER, X MEANSRE Vi85 K & 8
B T B T g PR AR AL U A B R el R
1M » 2-IBS-HAMIPv6 Ll Fi & ¢ (B934 i, U] 3 1
K B AT AR AR K, FE ¢ =>6. 5ms, H=<_12. 25ms
(3 4y X 4k . HAMIPY6 [y 4] ¥ 4E w45 i F
2-1BS- HAMIPv6.

E/ms

Bl 5l — MAP 3B Sl 50 ) 5 1) B 428 1 1 5 39 2

i ERTIR Y ¢ H B A HOAE BAK T, 2-1BS-
HAMIPv6 HLfITCE: & e H. . mF  EHS
T SALEERE F1 (CPU K/, WA R /NSD A 56, BBl &
RN T LM RS BRE K (RS
AN R N 7E Pentium 11 233MHz |47 1024-b
RSA fif % /% % ia 55 % ¢ 85 H & ARM7TDMI
8OMHz iy 1/6" . S 4k, H {55 V5 a3k f1 5 £ 5k
VAt 1B B2 5 A O o 224 VRt A R A s CAn ] 4 T s 1
H> 28ms, & 5 ff /% ) H > 12. 25ms) , 2-IBS-
HAMIPv6 Bl 328 4 F HoAh 9 Rl Jir DL, 224 ) 2% 4% 52
& 4b 3 8 )1 % & (4F Pentium 111 1GHz L i 47

1024-b RSA i 4% /%5 44 i BT 5 TF 518 T 10ms®)

@ Scott M. Multiprecision Integer and Rational Arithmetic
C/C+—+ Library (MIRACL). Available at http://indigo.
ie/ ~mscott/
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H MNIZE 5 5 M 45, 18 [/ — MAP S8 5 5 D) #e
i}, 2-IBS-HAMIPv6 B = =3 i i ).
4.2 REMERE

FMIH & 4 DL el PR RETE 240
AR D P R AL R AR 0 R0 BT A R IR
2-1BS- HAMIPv6 Bpis(i & b 3d 22 4 PEA oK.

(D OB Y B k. AR 3. 1 3 3T A9 45 44 AL
il AT AR A R U FAE S, # 2 th B AR

Pﬁﬁ*i\%ﬂ S, %ﬂ Fﬁ*ﬂjﬁ& S1 J\Eﬁ. S, :2 S, "‘SI’PI’H ‘H‘%:

153, BAR UMM A& PIFAY S B JC 3R
PFT1A Sy e Y B AL 50, PR TE A5 2 S, X
FPRHALEE T U R, HAEIRTT SUR Q=5 Py,
TN NS TFZEL params HEH Py AHH T 15
# G B DH RBURMER , U TCIETTE I S Ml s,
Wk LSRR S.. WP BB ILEES S,
(4. TR B AT UE BAAT [T 55 — 2 PKGs RV bR T H A
2 s HoAth S RS2 TC TR AR AR 1.

T LA A — SR AL A B A 2R T, HoAth 52
TR AL HE & W AE S8 (BR T 4058 BRJC 1k 3Rk A%

(2) 25 2 W A AT Pl k. R D JE 45— AN B0E
ME AL 7 S

EX 1. fihnit® DH a8 (Add-Point Com-
putational Diffie- Hellman Problem, APCDHP). %
E(P,aP,bP,cP,dP), b a,b,c,d € Z i
acP+bdP.

EIE 1. APCDHP 5 CDHP (Computational
Diffie- Hellman Problem) J2 2834 114.

JEH.  (=>){%i% APCDHP &% 5 1. Bl 45 5
(P,aP,bP,cP.dP).fgK i S=acP+bdP. Jf 4%
5E(P,a'P,bP,cP,dP) iR S'=a'cP +bdP.

AiaT sk S—S = (a—a’)cP.

A A=aqP A =dP. oIk A—A = (a—
a" )P A I, 2 ) 8k Al 45 2 (P (a—a ) P
cP) i (a—a’)eP, Bl CDHP.

(<=){&ki& CDHP &% 5 1, W 45 & (P.aP,
cP) gk S=acP. A% % (POP,dP) , ghfig K
S =bdP.

BAfsk it S+ S =acP+bdP. H It , % 7] 5 5t
AL R4 (PoaP bP,cP,dP) i # acP+bdP,
Bl APCDHP. E B,

WP U S & IDy, =, L) A& Sy=
Sy 451 Py X M 254 (6<Sy+ 5. Py s Q<
s; Py Hp Py=H,(M,Q,).

BT A WIFA A Dh ik 25 44 05 2. 55— Fb

AT K B SOk 2-1BS J7 4 5k 3 Ok 4 44 1) H
Fh. 2 i A E S OB U T R A 4 D R T Y 45
AT A AR R T A 2 R T A TR )3
5 B B UE & T AR 28 5 R axX Fh ks

T UE B — R O R AR AT AT Y.

AT R R AL T 5 AL BRI 2-1BS B 1Y %
o NS IR Y B T VR Ecb it < (= B s & il N D NI B

AT ARIR — AW 2 1 R] Y R AL
BN 2-IBS B AT S5 (GG e. Py, Qs
Q.H . Hy,p.q), o q=2", ¢=160. A#[LLIa) H]
FUU R ny IR 45 A0 10 BEAL IS L H K n,
WA .

EIE2. AATLERE ¢ N H =
10(n,+1D) (ny +n) /2 P2 — AN FIEVEh E S 4
A7 AE 5 — A A R 5 ik AE i ] ¢ <<120686m,¢/¢ {5
Ntk G #F - APCDHP.

. MRESCHRL16-17 v iy 43 35| 3 (For-
king Lemma)., 25 A 7] A ZE B8] ¢ N PAIG B e >
10 +1) Gy +my) /275 H — AN AR AE A Phy 28 25 45 T
WIRAFAE 5y — A MERF B AERT ] ¢ <<120686m, /¢
I B P A AN R4 (ML Q. Hy wo) AT (M. Q.
H{ o), Hh H #H].

BT B — AR C

SEECHBIAN(P,,P,,P,,Q,,Q ), H
P, =aP,, P,=pBP,, Q,=s, P, Q =s,P,. CHHL1E
B— B Mg 75k B.AERHE] ¢/ <<120686n,¢/¢
NGRS G4 (M.Q, . H, vo) Al (M. Q,
Hi o), K H#H. K

¢(Py.o)=2¢(Q,,Q,+H,P,)Xe(Q, Q. +H,P,)
(19)

e(Py.0)=¢(Q, Q. +HP)Xe(Q .Q,+HP,)
(20)

B (19), (200 AR .15
¢(Py,0)  6(Q,.Q,+H,P)Xe(Q,.Q,+H,P,)
¢(Py.0’)  e(Q,.Q+HP)Xe(Q.Q+H P’

¢(Py,0—d)=¢(Q,.(H, —H)P,) X

¢(Q,,(H,—H)P,),
é(P,,0—d)=e(P,,(H,—H)S,),
¢(P,,0—d)Xe(P,,(Hi—H)S,) '=1.

é(P,,(c—d)—(H,—H}S,)=1 (21)

A (c—d)—(H, —HS, =AP,, M &K (21) %
e(P,,P)'=1, 314 A=0(modq). A1t ,

(6—d)—(H,—H})S,=0(modq) ,
S,=(c—d)(H,—H)",
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Hrh(H, —HD 'R (H, — HDHBE ¢ 193 230 7T,

BA&. BEECHIES =S +5P,=s5P, +
siPy=as, Py +Bs) Py IGZHIHE L 1, G B 1Y
APCDHP st 24 % (P.aP.bP,cP.dP) . a.b.,
cd€ 7 it acP+bdP. 3B W E B CIES
EHIACP, saPy Py s 5o Possi PO WG DL R i T
as, Py +Bsi Po - BPZE BT ] ¢/ <<120686n,¢/¢ I [ P
T G B Ery APCDHP. UEEE.

(3) B4 AL B AR . FE L R ) L #5 sh
b, B s b O B AE T 8 A% i A 2 AR A
FAE R 2 A B (SA) Z b L 3228 4 TR AR
P BT SA IR I T B g 1Y) A 0] T AL AR A T
ST ST R AR R L — X SAL I MAP 5
AAAv Z A\ AAAv 5 AAAh Z i AAAh 5 HA
Z I 555, SA I HE T 5 4E B 4 I 4% R0 45T A R
TUEE Y 5740 AR i 1 B 03 43 8 2 9 R s ] AR 2
Dy i P AS [ 8. 78 2-1IBS-HAMIPv6 MLl b, 1 &
KAk TR 32 07 0 B Ay 1D X B % . R
A% 1D X FA B 0 35 52 7 A RE X 0 85 0 B 31T
fiff 25+ DT S5 B ER A e L2 Pk O 4. X b O KO T
SA W N7 I AT AE AT o] B 5 AT A N ST — AR
B A P A2 i 3 T T LA % AR 1 7 S 0 T 2
SCHRLS .

(D FHICE. b TR e kIt
SAE A s PRI AL 5 T DA Ohy 368 322 S 4R 45 44 a8 i T 3%
SR AE. H o, BT SRR R AR A
K AT AR H A 52 4 34 TE VA AR AT AL, M 7E T %
SIREE L SIRE K S WU AT AT A I R
AR AT 5 S AL 6 A M3 i MAP #8767 M B % 52 k1T
Shy B T 32 S A 1Y n % ELAE BRG] DA AE — A4S
ST 1 A1 Hb B BR85S o, 2-1IBS- HAMIPVG B A 200
BT B R I E. SIS R R SR
PLEEANIE AT Q. o B B A 22 92 4Rl 1) s, D)2
AL SR TC I T Qu 1 s, o 3K TC 15 Dh 36 2% SE AR 19
25 44 B T SEAR AL 5 A
4.3 AIYRMEEE

H T HMIPv6 HrUF A i MAP )2
B Ry TR A SCSE B T —F 2 2 B Oy AERL .
BT 2% MAP J& 0] e 4716 1Y - B T4 SCH LR A AL )
N RENS 3 HF 2 9 MAP (1)1 L. 2-1BS-HAMIPv6
REGY R ZJZ2HUH L 6 FiR. BRI .

[l —H PKG $5 py fir 5 S5 AR 3 AT 3613 R HF
SH params , H IS N AL B WA SR ] R 7 B AE

MAP0Root PKG )
AP Tk

_MAP/A(evel \PKG )

/// g \\ 3
i \
/ \

MAP, (level-2 PKGY  MAP. (level-2 PKG)
| ]

| I

MAP, ,(levél-1 PKG)

MN

B 6 JZIAEE AKIERLE A 9 R

X5 By 1D X0 Q {E T S B4 4% /9 ik 2 e 3¢
MN BBy IDyy= (I, s>+ I, I, 1y 1) AR 1y
By IDaw= (L1 ooy Lo Iy s oe s 1) W 1A 25 1)
M B YRR s e 1) 5 2 AR 5 BB HIE MN (25
ZiF AR T F 2 PKG 3B IH A (L eeeu L)
XA Q B IF # S AH B Q A K. [ 2 Wi
F(Lpy s e L)X R0 45 2 PRG HE A Q (% 44
AL AR B 45 MN. BEE )2 B0 58 m . 2898 Q (K AT
EAEER/ I C LT c2 FNNIE S IHIIRUR GATE 5t B
fHJE . MN [ 53 ID XM Q 4R L a1
MN FERA> MAP S8 9 45 4% gl i o AR 4 24 5K (18)
Jif 7R+ 2-TBS-HAMIPv6 (1 5 4 4 B 5 K i B2 B
AN B 2B G0 L 4 44 K R4S 44/ B TR B
5 14 b P AEE B R 2 M G

5 ZRiE

ARSCIE T — TP LT 5 03 25 44 19 )2 AL IAIE AL
il iZ ML E R ) HIBS 8 R B TG T
SHIIE T 975 2L SBT3 IPv6 M 4E i 4
KA PO 25 55 P 8 X 1] DAHE. 38 3R 2 2R By
PRV B R 2 B ROR AR 148 B 4 45
BRI R I U, 5 R G T A R A3 1 U7 5C
U AR SCHE ) 7 T T B T F 8l 1 A 17 SR 4
U A5 17 R 19 L E 10y R A B0 A5 B 4H. 53 8k S AL
FRJE R EE T 5 03 26 4 T7 SR R 8 2 e %
U] e B MR P 247 A HLEE &L kb T 5 1)
W4 5K & M4 Z 18] 19 1H B2 .. PERE 7 A R W
o415 R B 5K 2 MY R AL BRLRE A7 AN W7 3 T I, 3K
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HIBS Bl 73 ShA SCE AR RSB T AGAIE . (2 A]
R% 5 3 T IBE 52 BB B ML P AR 97 [R] I, A
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Background

Two issues should be considered for deploying mobile
IPv6 networks. The first one, the users who want to access
networks should be authenticated. This process is called ac-
cess authentication. The second one, handover performance
integrating authentication should be improved possibly. Han-
dover and authentication usually occur at the same time. Au-
thentication procedure may affect handover performance inev-
itably, such as increasing handover latency. In this paper,
we focus on minimizing handover latency integrating authen-
tication,

All of the current solutions for the authentication in the
wireless mobile environment only append authentication pro-
cedure into the handover procedure, but don’t specify au-
thentication method. But what affects handover performance
mostly is authentication method. Currently the mostly mutu-
al authentication methods are based on the public key infra-
structure (PKD. But in wireless mobile networks, terminal
users can't know the access network certificate authority ad-
dress, and then can't obtain certificates. PKI-based authenti-
cation methods may not be suitable to wireless mobile net-
works. In addition, some authors proposed an AAA (Au-
thentication, Authorization and Accounting) authentication
protocol based on identity based cryptography, which could
be used in the mobile IPv4 and WLLAN environment. It used
NAI, which was the form like username @ homedomain, as
the public key to simplify key management. This solution

avoided the problems arose by PKl-based authentication

methods, but didn’t optimize handover performance integra-
ting authentication, which is the key issue in the wireless
mobile environment.

In this paper. the authors design a two-level hierarchical
identity based signature (2-HIBS) scheme, based on which
the authors propose a new hierarchical authentication scheme
for wireless mobile IPv6 networks. The solution can achieve
higher handover performance by the simpleness of HIBS and
hierarchical handover scheme. And its security is built on the
difficulty of the computational Diffie-Hellman problem
(CDHP).
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Computing Technology, Chinese Academy of Sciences in
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solve the key issues in the wireless mobile environment in-
tegrating access control, which includes the framework of the
wireless mobile networks integrating access control, the mu-
tual authentication methods for the wireless mobile environ-
ment, the hierarchical region registration schemes. The re-
search work of this paper belongs to the mutual authentica-
tion methods for the wireless mobile environment. In this as-
pect, the authors have published two papers, one is "A fast
authentication mechanism using identity based signature in
mobile IPv6 network" in Journal of Software, and another is
"A Survey of Identity-Based Cryptography using Pairing" in

Journal of Computer Research and Development.



