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TTA-EC: A Whole Algorithm Processor for ECC Based on
Transport Triggered Architecture

ZHAO Xue-Mi WANG Zhi-Ying YUE Hong LU Hong-Yi DAI Kui

(School of Computer Science . National University of De fense Technology, Changsha 410073)

Abstract Implementing ECC whole algorithms in hardware has such advantages as more securi-
ty, less communication bandwidth and more convenient in hardware/software co-design etc. A
whole algorithm processor TTA-EC is presented in this paper, which is extended from transpor-
ted triggered architecture (TTA) by coupling a modular multiplier and long integer registers.
TTA-EC has the following characters: (I) ECC whole algorithms can be developed conveniently
through the TTA tool chain; (II) the modular multiplier combines a radix-length based version of
high radix Montgomery algorithm with a row sharing pipeline design to get high performance and
scalability; (III) pipeline elements perform vector production and support Galois field GF(p) and
GF(2"); (1V) different performance/area constraint can be achieved by adjusting the bus width
and the number of modular multiplier’s pipeline elements. In a 0. 18pm 1P6M CMOS technology,
the high-speed design using 117. 4K gates achieves operation time of 0. 87ms for a 192-bit elliptic
curve scalar multiplication on GF(p)/GF(2") field. A compact version requires 40. 6K gates and
executes the operation in 7. 83ms. And their peak powers are 242. ImW and 28. 5mW separately.
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field; transport triggered architecture; scalable multiplier
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i1 Corporaal 28 A48 1 TTA. 7] LLFH WM& 45 #
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Control Path Data Path
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| Instruction MEM |

S B S5 L L B AR 4 B MOVE S 58 i 191
R — A Ik A AR el 3 > MOVE #8475
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56 Ry Ry BB 53 50 Bl A% i 2 fin v 4% 2 e
TC AR AT A7 i A K 2 A7 g 3 — BUIN ] R
TE A B B RE R R D8 ) Z 5 45 A% A R,
WL, — 4 TTA 840 % & 24w )
1 MOVE #24E.

3R T TTA 5 25 H K H A 1 iy [7] 15
HHHESR I8 3(a) W R T TTA ib B 2% A HE & 45 MR
R BUHE T T O3 iR A7 AF & SO (Register File,
RF) /i {7 ¥ JG (Load Store Unit, LSU) , Iy fif #. 70
(Functional Unit, FU) i i3 B % & 4% % 5 41 i, #5
il 8 5% by IBCHE BT L P B T A 1R A B G AR R
X L AR 1 A5 S RS B0 L. TTA 353 22 4
T A [a]Ta W) N A RE Ak B g8 (Application Specific
Processor, ASP) 2 [a] i) 22 7| 75 T &b 7L 8% 2 7Y F0 %k
it DL H 3 28 A ).

W 3Cb) Przs . TTA T H B HE 5260 16 M2
ZRFRE PEHESE | W] I i SC T — M HLA il iR 18 5 ASP
AlE g X A SR AT A . AR i Machine 3T
TTA BAFHE ZE 19 BT o 4 5 4% ML Bk A 1) TTA
Aib B A B ER AT AR L O B A BE 4% DU AR 4l Machine
SO B R AT AR o A B i RO IR AT AR R AT AR
FEL88 AT A 40085 D) 2 391) R ASE 400 88 A7 AU #0047
A, 36 UE FCTE ) P R DE A4S PR R BE R HE 2 AR 4R
Machine ST Az B 5 & F1HE M 25 19 HDL ik
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TTA-EC A% 8 . 2R 58 B 5 B3R 53k R
M EER B £ — 3K THRB R T o 5 R AR 2 H] 1Y %
R 2 K Socket. TTA-EC kb 3 %8 6 35 Wi A~ 3645
FA TTA il ECC ¥ . S AW TTA 15 RF.
LSU. /¥ 32 28 56 (Add/Subtract Unit, ASU) | %
{2 #5C (Shift Unit, SU) fi1 32 45 11 5 24 50 (Logic
Unit, LU) , iX #8H T [ Socket ¥4k 4 AH % , BT LUKk
AH) TTA B LLSEBAE B84 b BT fig. ECC ¥
Wb THG UMM S, 888N T o A 25 177 45 e
(Register Unit,RU). UMM B 7 [ 3k hin 53 455 3¢ 12
B B A HE DU DA S B K P A7

RU, m @ sU @ rU| RO UMM

ORAWMTTA BCC 4
B4 TTA-EC # (% H

Bl 4 H RU, (15 <) ¥ 8 i3 05 Z5 77 48 HE
HiESocket e AH#E, 5 Socket H 5 —41 M4k % .
UMM A 4 A% A sig B R 1A oo 10, 3x 5 A4
Socket 43 il 5 — 4 BRI B X RV R S M
5 AT e AR 1 T B AR 06 &R Y JETE
U R AR R A R AR e T

UMM 3¢ 3 M5 1 F 2B A o (1<
i< LA[i]; 55 2 U2 B A S ELE; 55 3 Fhgii
KB PPC. f£ 3% SR W IR AT AT T, X 3
Tl A 34 AT 3147

HEHE & 4 Fr 7R B 4549 . 2 B Machine $if iR 15
A TTA-EC LA 38 SO TTA B 4 HE 22 AR 4
WSO AT DA A BGCEL 3% 25 7 R S T ) 1 20E
i | P 22 [ R AR I Ok S B e o
4.3 WEHHEIEIT

W L% R 5 TTA-EC ERYSZBLAr N
=20 8 =3 W 7NN = s 1 2 71 B o P 1
RRLSER R BICH A 2 AR 0 ol £ A B 2 0 ECC & IR B
B2 AR 2GR AR R B 3 7 i S 0. AR 2
YR BEA T A S B VR E R A SR S8 B, 5 2 N2 RO
I FEINA (5 5 T RE BRL G S8 BB RN /3 DA
B R BT 546 BT v 2t 15 4 A B S ok AT 4 7
AL REAT BRI FH R 5k Th e 5T 1T HL R 2% B ARG,

[ ity 2k JSER A 2 R ECC % {457 1k 2 45 4 Sy T B A
450 R R RS T ik LB
®1 ECCEGHZEIIURR

N2 Prll i it
ECC # k%3 ECDSA.EC-ElGamal EIEE

MR UM AN AR T MREE
KB RS/ fin/vd A/ KRB EHRIE TS /AL G
i 4 RN

AL G (1) ECC B AR il i TTA Hil ity
PR 1S B ER AT 5 A RE A DU AR 4 H AT AR R
TTA-EC By HL&s AR SRR R A7 A, AT 40
i N IEAT L 40 4% 20 i A 400 PHAT AR AT AR AT AT AR
T o AT B 1k 30 TE APk BE PPAL L T4 B A B IR AT AR
M 1E R ECC % R 58 vk 0 [ 1. KRB R & ECC 1y
KB R, T — e T TTA-EC B R 5 I
SCER.
4.4 ET TTA-EC HAHEFRE X

T 52 I B4R A B 38 i) 2 A 2 HE A K
BT A7 0] T ELEAE ] 2908 A A A7 a HEY
ro » B KB M HE 25 A7 45 5 ) AR 9 KRBT A7 A 02 15
PAE AR 2. FEHE BN F it e B B R B2 A7
ZH Ak S R R KB A A TE RU (0=
i o) P QRN TE W AL TR RS 1] A7
22T A B T R B A A e n SR A S )
Toits 5 Il fBoE KA B R bk i SR s 2k A 21K
WA B 2 /I THT TTA-EC 4B &1
KRBT 1%

Bk 2 T TTA-ECAUBEES KB TR 5 k.

SR AL PR TERE ks REUKEE L UMM i K #.50
A% ps 8 FIELD; n=[L/k]

WA A={a[n+2],aln+1],,al0]},
B={b[n+2].0[n+1].-.6[0]},
M={m[n+2],m[n+1].,a[0]}

Bl . R=AQBX?2! tot»/el e mod M

1. FIELD—>UMM.LF _t; / « B ABSH x /

2. for (i=0; i<=[(n+2)/p]; i++)

3. for (x=0; a<<p; a++) /% ik rom,b B4

WK BTE s I — A P R 25 2R 3% a [4i+ 25
% MUK * /

4. blx]>UMM.PPC_ol,m[x]—>UMM.PPC_o2;
rl2]—>UMM.PPC_t, UMM.r— r[4j—8+x];
al4i+x]—>UMM.LA[i]_t;

5. for (x=03x<p;x+-+) /% ik rom,b B —1R

TR BTG 5 BRE L — e i1 v (] 45258« /

6. b[4+2]—>UMM.PPC_ol,
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m[4+2]—>UMM.PPC_o2,
r[4+2]—>UMM.PPC_t,
UMM.r—r[4j—4+x];

7. for (j=2; j<=[n+2)/p]; j++)

/% BRI/

8. for (x=0; x<<p; +-+)

9. UMM.PPC_r—>r[4j—8+x].
b[4j+2]—>UMM.PPC_ol,
m[4j+x]—>UMM.PPC_o2,
r[4j+2]—>UMM.PPC_t;

10. BEIUR G —FE AR 20 D25 R,

BYE 2 REIIE RN T A MOVE #:4E
R — 4548 4 5 AT AE — A B A o8 58 B I 4 2
TTA-EC 58 it — U5 3fe r 75 19 B 4 J 40

Nuu =1+ (n+2)/p]+D*Xp+20  (2)

5 KGR
5.1 IEWHMREIE
8wk v, ECDSA  EC-ElGamal 7 Ff i [7] ih
LA BRREEWH TRIUE TTA-EC BA %L
P BRI E R R AR R < AL - i JORE A
BAU G E— FPGA 38 3E. & 58RI TTA BfF4E 42
P& AL A A A0L s EAT 0 IE L RO 8 e TR R fF B4
TIO5 (8 , 526 2 07 b By BER 2 . 6 ) R HE 2R A
BCET 25 1 O F R 5 ] Modelsimb. 7a
PEAT AL 86 E. &% 5 76 GiDEL 2 #@] iy PROCSU-
PERSTAR & it 3 ikt I 5¢ i FPGA Hik.

PROCSUPERSTARS0-3 %31 % iF Az I 345 3
B Altera /A H] Y Stratix80 FPGA s il 2 B 32MB
DRAM. % i Synplifypro 7.2 #F 17 18 # 25 & Fl
QuartusII5. 0 58 & A 7 i 4k K B 14 20 8] FPGA,
5 2FFO IR B S 20 A DRAM 4 45 S 1F 5
JIF F1) 38 358 FPGA BE {4 3651 .
52 HEwR¥ESH o

RECTFAE 4 5470t 2 22 ) B30 I 2R/ 3 34

ABI BB AE R Z D B A RBERA TR A A
B KB AR N 8 B 3h. $ 3hiRBS REH A7
for B2 77 8 HE 20 o0 BEBEAR G T 5 R T &
UMM i 7K 550 A0 o JC 5. 746 0L 4% 36 i i B %)
Brai AT geit 3 T 192 2 EC pri iz 55, 15 3 4
BT FFAF AL 0 (R R UNIEL 5 .
Al UE L BRA R S 2 B S R © B3N
T AE =12 i $H8) LT 0. ATE TTA-EC
T i E R S 0 S 12, 5350 AT A A
HE JIT BE S AR 9 e ROR B BE O 256 1.

5000 —8— Load
. ®— Store
4000} -
# 3000} -
.’Lé .
® 0 -
L 2000F 5
n
L]
1000' L] [ ]
L]
of " e .
1 1 1 1 1
4 6 3 10 12 14
A EL
B 5 Behik$S REFFHE N w HRER

5.3 ASIC igitif s
TTA-EC fy ASIC %3 I 3 T b M 58 19
PR, HbR T2 0. 18um 1P6M CMOS T. %,
& 17 %5 B Memory compiler 15 2, & £k 13 6
BT H AR L TC S . SR Design Complier 17
B ZEA A SOC Encounter #4171 Ji) fiv 4% 55 ) 7
Bt R Formality 47 % 45 % fi # £ 75 . Prime-
TimeSI 47 # A 0F 5 40 7. 254 5 » B0 B ASE It A
LTI R AL 2 FTR. SeefRE—A WK T
HUBL TTA-ECp WFERHE T &4 o 1K T
UMM ) TTA-EC b3 2%, @ % 2 v LUA . See
WA SR TERE B IR LT L O (R 3B I K
Strarc, MEH o BHEKIE LT L O (o) 38 B 315 .

2 TTA-ECEESERHIEITMECRAE 2 A SIETD
ROIER r=2%) Sre STTAEC1 StTAEC2 StTAEC3 STTAEC4 StTAECSH StTAEC6 StTAECT StTAEC 8
8 1618 22174 23695 25306 26738 28468 30127 31716 33173
16 7569 29827 37148 44592 52483 59489 67591 74715 81705
32 19695 44453 63456 81670 98938 — — — —
64 65446 96046 160328 — — — — — —

3B T 58 A SR A 4k S B A 1 TTA -
ECHy T AR B ] 191, 9 B0 A J) ), A o B 0T 2 5
TR A B hy 8500, At JE AL B T 2 %
f 23 6] 75 k=16 IR} L S B A 3% W 45 Hh A R
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prevent attacks from software; (II) being convenient to de-
velop the whole public key cryptosystem; (III) implementing
ECC in real time; (IV) supporting Galois fields GF(p) and
GF(2"); (V) being scalable in power and area for different
application environment. In this paper, an ECC processor
TTA-EC that has these five characters is presented, which is
extended from transported triggered architecture by coupling
a modular multiplier and long integer registers. This work is
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na grant No. 60173040. The aim of this project is finding an
efficient way to design application specific microprocessors.
One of its applications is a high speed modular exponentiation
processor SSX26, which has been sold in China. And this

work is another application for ECC algorithms.



