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Abstract In a (z,n) threshold proxy signature scheme, the original signer delegates the power
of signing messages to a designated proxy group of n» members. Any ¢ or more proxy signers of
the group can cooperatively issue a proxy signature on behalf of the original signer, but (t+—1) or
less proxy signers cannot. Previously, all of the proposed threshold proxy signature schemes have
been based on the discrete logarithm problem, and there has not a RSA-based scheme. However,
it is necessary to build a RSA-based threshold proxy signature scheme because of the importance
of RSA system. Using the Threshold-RSA method, the authors construct a secure RSA-based
threshold proxy signature scheme. In the scheme, a Trust Authority (TA) is not needed and all

of the secret parameters are generated in a distributed way.
Keywords RSA; proxy signature; threshold; threshold proxy signature
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This paper researches a special kind of digital signature

schemes threshold proxy signature schemes based on RSA
cryptosystems. A lot of threshold proxy signature schemes are
proposed in resent years. But all of them are based on the dis-
crete logarithm problem. There has not a RSA-based scheme
by now for there are essential difficulties in sharing a RSA pri-
vate key among n players. This paper gives a method to con-
struct a secure RSA-based threshold proxy signature scheme.

In the scheme, a Trust Authority (TA) is not needed and all

of the secret parameters are generated in a distributed way.



